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ABSTRACT
The integration of computation, networking, and physical processes
requires regular exchange of critical information in timely and reli-
able fashion and a secure modeling and control engine able to rule
and to coordinate all different sources of information. In this paper
we provide the description of a dynamic and flexible infrastructure
to be installed and applied into daily realities, able to maximize
safety and security with an extremely low impact on the mainte-
nance and the updating effort. The proposal has been conceived
in collaboration with an Italian kindergarten. Preliminary results
collected during simulation and testing activity are encouraging.
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1 INTRODUCTION
Nowadays the use of different devices able to provide integrated
computation, ubiquitous networking, and implementation of physi-
cal processes is speedily increasing. These provide the possibility to
directly monitor and control physical objects so as to infer and apply
rules and obligations also connected to specific personal behaviours
with a visible improvement of the quality life of citizens.

The integration of computation, networking, and physical pro-
cesses requires regular exchange of critical information in timely
and reliable fashion and a secure modeling and control engine able
to rule and to coordinate all different sources of information. As
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evident from the literature [32], usually it is possible to distinguish
between three levels of rules: i) Sensors rules i.e., the rules for man-
aging and correlating sensors data and technologies; ii) Usage rules
i.e., the rules able to guide the Software Engineering (SE) process to
define the users and the systems behaviour, and to protect against
possible problems and inconveniences faults; iii) Access control rules
i.e., the rules that manage the resources (sensors, technologies, data,
and so on) and protect against possible malicious use or security
flaws [26].

In this paper, based on the low cost, smart and flexible architec-
ture provided in [1, 3] for the management and control of smart
buildings, we propose a tailored solution for the daily reality of a
kindergarten.

Specifically, the main goal of this paper is to provide a dynamic
and flexible infrastructure to be installed and applied into daily re-
alities, able to maximize safety and security with an extremely low
impact on the maintenance and the updating effort. In the devel-
opment and deployment of the proposed infrastructure, important
requirements have been considered: i) privacy preservation; ii) the
low cost of the proposed solutions; iii) the unobtrusiveness of the
installations; iv) the possibility of integration with other possible
existing equipment.

The paper is organized as follows. Section 2 provides a motivat-
ing example to better explain the idea of the paper. Background
knowledge is provided in Section 3, while the infrastructure is
described in Section Section 4. Finally, Section 5 gives a set of con-
clusions and the envisioned future work.

2 MOTIVATING EXAMPLE
To better explain the solution adopted, here we describe a very
simple example of application considering an Italian kindergarten,
where different kinds of people (educators, parents, children, jani-
tors, guardians and so on) can access specific areas (or rooms) of the
building, thus requiring different Sensors, Usage, and Access con-
trol rules. The proposed application is well in line with the recent
regulatory trends promoted by the Tuscany Region in Italy [30]
and might provide a set of services answering the precise safety
needs of local stakeholders.

In the kindergarten, some of the rules that manage and coor-
dinate the sensors (e.g., temperature, humidity, CO2, and locks)
and the actuators (e.g., door and windows locks, heating valves,
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remote controlled plugs, air-conditioner) could be defined consid-
ering specific scenarios. For instance in the considered structure
some elicited requirements are: i) the necessity to control the en-
trance times of each kid so as to promptly activate alarms for the
parents and tutors in case of important deviations; ii) the necessity
to control the entrances (doors and windows) and dangerous fur-
niture/plugs of the building so as to assure that none of the kids
could open/use it unless under the surveillance of adults; iii) noti-
fication in case some of the kids stay alone in some rooms longer
than required; iv) localization of each kid in case of emergency
situations.

These simple rules can be characterized for each specific kinder-
garten and can be directly embedded into the engine controlling
the sensor behavior so as to reduce the maintenance effort. Other
can be dynamically enacted to better satisfy the management of
the school and the exigencies of the educators. For instance, the
different activities executed in common rooms (physical exercises,
rest period, drawing and so on) could involve different Sensors,
Usage and Access rules depending on the day, time and person
involved. The following are some examples of rules: (i) heating
should be automatically increased during rest period or decreased
in case of physical exercises; (ii) windows cannot be opened and
lights must be set up to a dimmer profile during rest period; (iii)
children access to garden is inhibited if a gardener is in the area.

These are just simple examples of rules, voluntarily ignoring
complex, safe, and security aspects of the kindergartenmanagement.
Not all the mentioned rules have to be verified at the same time and
in all situations. The peculiarity of the proposed system is to leave
the freedom to the school to define each time the more suitable
rules for their purposes. This can be done either by specifying the
proper rules or selecting the most suitable ones from a pre-defined
collection of frequently adopted rules.

Of course, the rules specifying the school management could
have been implemented once for all, writing a standard usage con-
trol policy enforced by a standard usage control engine, as in many
current available proposals. One of the challenges of the proposed
infrastructure is the possibility of tailoring and customize different
sets of rules. Specific internal features and tools are in charge of
the management of possible errors and inconsistencies to promptly
correct them.

3 BACKGROUND AND RELATEDWORKS
3.1 Monitoring
Several proposals for monitoring are available, we can be mainly
divide it into two groups: monitoring systems embedded in the core
platform or the execution engine of the service, such as [10, 20],
and those that can be integrated into the execution framework as
an additional component, such for instance [8, 17, 18]. Both the
solutions have specific advantages. For sure, an embedded solution
reduces the performance delay of the execution framework, mainly
in terms of interactions and communication time. Different indica-
tors can be directly evaluated by the execution framework, which
can also execute corrective actions in case of important deviations.
The main disadvantage of these approaches is the lack of flexibility
in the data collection, the rules definition and the language adopted.
Usually, in these proposals, all the interested parameters have to be

predefined and modeled directly into the platform engine, by means
of specific editors, and are dependent on the notation used for the
policy definition. In this paper we would like to overcome the above
mentioned issue by proposing a monitoring framework on which
rules are independent by components of the overall infrastructure
and relative rules and parameters can be updated at runtime.

Among the additional monitor facilities, in this paper we refer
to the framework called Glimpse1, which is extremely flexible and
adaptable to various scenarios and SOA architecture patterns.

3.2 Access control
Access control systems is a way to ensure that access to assets is
authorized and restricted based on business and security require-
ments (ISO/IEC 27000, 20182). Access Control ensures that only
the intended people can access security-classified data and that
these intended users are only given the level of access required to
accomplish their tasks. Access control mechanisms usually rely on
the eXtensible Access Control Markup Language (XACML) [28] for
specifying Access Control Policies, which are specific statements
of what is allowed and what is not. Briefly, an XACML policy has
a tree structure whose main elements are: PolicySet, Policy, Rule,
Target and Condition. The PolicySet includes one or more policies.
A Policy contains a Target and one or more rules. The Target speci-
fies a set of constraints on attributes of a given request. The Rule
specifies a Target and a Condition containing one or more Boolean
functions. If the Condition is evaluated to true, then the Rule’s Effect
(a value of Permit or Deny) is returned, otherwise a NotApplicable
decision is formulated (Indeterminate is returned in case of errors).
The PolicyCombiningAlgorithm and the RuleCombiningAlgorithm
define how to combine the results from multiple policies and rules
respectively in order to derive a single access result.

3.3 Positioning and activity recognition
The possibility of using sensory data to infer the location of persons
and objects and to perform Human Activity Recognition (HAR) has
received much attention in the last decade. A plethora of sensor
technologies might be used for this purpose, also exploiting multi-
modal approaches for which reference datasets are available to the
research community [33]. Radio-Frequency IDentification (RFID)
technology has appeared as one of the most promising, since RFID
tags are inexpensive and their reduced size allows to embed them
in everyday objects including garments. Localization technologies
can achieve millimetric accuracy using active RFID tags and phase
differencing approaches [25, 27], but -for the use in daily realities
as addressed in this paper- passive RFID tags appear to be more
convenient since they do not require an internal power source and
are more durable, hard-wearing and resistant to washing cycles.
With particular configurations of RFID reader antennas, centimetric
accuracy can be obtained even with the passive tag technology [22].
Since passive tags act as transponders and no direct active emission
is involved, the total radio frequency power is extremely low, which
poses less concerns in acceptance for use in wearable solutions. An
RFID reader provides samples of the Received Signal Strength Indi-
cator (RSSI) emitted by RFID tags in its range, that can converted

1http://glimpse.isti.cnr.it
2https://www.iso.org/standard/73906.html
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through suitable temporal filtering into readings of the presence (or
not) of the object or person to which the tag is attached. Using mul-
tiple antennas and bi- and tri-lateration techniques (see e.g. [13]),
estimates of the position of the tag can be inferred. Such knowledge
permits to enable spatio-temporal reasoning on the positions of the
tags to perform HAR, either by studying the spatial relationships
among the objects and subjects in the monitored environment at a
given time or by performing trajectory analysis and clustering for
activity classification [12]. Other sensor platforms ranging from
binary presence sensors to sophisticated camera systems can be
considered for collecting further data for performing HAR, which
can then be fused together e.g. by using topological data analysis
[5].

4 INFRASTRUCTURE
In Figure 1 the infrastructure proposed for the realization of the
collected requirements is schematized.With reference to the picture,
there are two kinds of roles: Kids, equipped with a passive RFID tag
and Power Users (Teachers, Collaborators, Specialized personnel,
etc) equipped with a digital bracelet able to receive notifications.

The kindergarten premises will be equipped with non-invasive
technologies like: RFID lockers, Wi-Fi plugs and bulbs and RFID
receivers for signal gathering. The infrastructure could be enriched
also with additional low-cost COTS.

Considering the data flow, all the data, collected by the RFID an-
tennas are sent through a Raspberry gateway to the Position and
Clustering Engine components running on top of tampe.isti.cnr.it.
These are in charge of processing the data in order to infer the po-
sition of tags in the kindergarten area and the spatial relationships
among the kids and the personnel. The Positioning Engine uses
an approach based on the RSSI of each RFID tags as measured by the
receiving antennas in range. For each tag in the considered range,
the output of the Positioning Engine is a soft location expressed
as a probability density function. The Clustering Engine takes in
input the soft locations and detects the presence of clusters of kids
and the relative position of the personnel. Single kids isolated from
clusters tutored by the personnel are automatically identified as well
as other interactions and anomalous activities. The Clustering
Engine and Positioning and Clustering algorithms com-
ponents are running as docker component and can be deployed
everywhere.

On top of tampe.isti.cnr.it there is also a small piece of
software (a probe) in charge of packing up data relative to the posi-
tion of the users and send it to the Monitoring infrastructure
running on top of glimpse-dev.isti.cnr.it. The messages are
sent through a message cloud by means of one or more brokers
realized with ActiveMQ [2]. A rest interface for getting specific
information about one or more users position is also provided by
tampe.isti.cnr.it.

The node glimpse-dev.isti.cnr.it, is running on docker con-
tainer. In case of emergency situations, the advantage gained by
the combination of the two Complex Event Processor provide
the possibility to override standard access control policies with
emergency ones and enables the Actuator to execute suitable coun-
termeasures [4]. More details in section4.1.

Finally, the Actuator component is in charge of communicat-
ing through REST interfaces with: (i) the kindergarten personnel
digital bracelets for notifying violations or alarms; (ii) the non-
invasive technologies of the building for enabling or inhibiting
access/usage of the resources (doors, plugs..etc); (iii) the Position
and Clustering Engine for getting Personnel position data in or-
der to promptly alert the personnel also considering their proximity
to the place where the violation occurred.

In the remaining of this section additional details about the mon-
itoring infrastructure, the access control engine and the positioning
and clustering algorithms are provided.

4.1 Monitoring infrastructure
The monitoring framework adopted in the proposed infrastructure
is a extended customized version of the monitoring architecture pre-
sented in [9, 14–16, 24]. In our proposal the glimpse-dev.isti.cnr.it
node (Figure 1) manages the complex event processing and the
interactions with Sensors, Actuators, Access Control Engine and in-
cludes new features devoted to the usage and access control request
generation.

The main monitoring components are:

• The Rules Manager component is in charge of orchestrat-
ing the rules generation starting from the templates stored
within the component Rule templates Repository through the
Rules Generator component.

• The Rules Generator is the component in charge of synthe-
sizing the rules starting from the directives received by the
Rules Manager by means of techniques based on generative
programming approaches [6, 7, 19].

• The Rules Templates Manager is an additional internal reposi-
tory storing the meta-rules enabling the run-time adaptation
by means of generative procedures.

• The CEP - Events CEP (Complex Event Processing) Events is
a rule engine realized by means of the Drools rule language
[21]. It correlates the events, structured using JMS[29], flow-
ing from Sensors and Position and Clustering Engine with the
rules loaded by the Rules Manager component.

• The CEP - Usage is in charge of correlating complex events
generated by the CEP - Events with the rules related to the
usage of the resources, loaded by the Rules Manager.

• The Rest Engine, is the component in charge of communi-
cating through REST [34] interfaces with the Access Control
Engine in order to send/receive the Access Control Engine
request/response.

• The Response Dispatcher through the Message Broker (AMQ),
realized by means of ActiveMQ [2], sends events to the actu-
ators managed by the Actuators gateway.

The peculiarities of the proposed architecture is the use of a
chain of two CEP entities, the CEP - Events and the CEP - Usage, for
decoupling the activities concerning the management of the sensors
from those more related to the administration of the resource usage
and alarming situations. It lets a quick and high level updating of the
general resource access and usage regulations and the planning of
specific corrective actions in case of alarms or resource violations,
leveraging from the specific sensor network on which they are
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Figure 1: Proposed infrastructure

implemented. In order to improve the communication security,
each component exposes a SSL certificate (self-signed certificates).

For space limitation, more details about the Monitoring Infras-
tructure, rules and meta-rules enactment can be found in [3, 4, 6].

4.2 Access Control Engine
This node manages the resource access by enforcing the XACML
Policy defined by theAdministrators. In particular, the tropea.isti.cnr.it
(Figure 1) node contains Access Control Engine components that

can be splitted in four modules that operates as follow: the Pol-
icy Enforcement Point (PEP), usually embedded into an application
system. It receives the access request in its native format from the
Glimpse: Monitoring Infrastructure, constructs an XACML request
and sends it to the Policy Decision Point (PDP); it receives the PDP
responses and forwards them to the Glimpse: Monitoring Infrastruc-
ture through its REST (REpresentational State Transfer) Interface
called REST Engine. The Policy Decision Point (PDP) evaluates the
policy with respect to the request and returns the response, includ-
ing the authorization decision to the PEP. The Policy Administration
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Point (PAP) is the component entity in charge of managing the
policies and deploying them on the PDP; it receives the XACML
access control policy by the Management Interface.

4.3 Positioning and clustering engines
This node processes the readings performed by RFID readers, de-
tects the presence of targets in the monitored area, estimates their
positions and performs spatial reasoning to identify cluster of per-
sons. In particular, the tampe.isti.cnr.it (Figure 1) node contains
the Positioning and clustering algorithms and the Clustering engine.
The positioning algorithms are fed with the stream of readings
performed by the available RFID antenna readers sent by Raspberry
gateways. Each single reading consists of a quadruple (TIMESTAMP,
READER_ID, TAG_ID, RSSI). A first module is regularly triggered
at fixed time intervals to detect the presence of a tag within the
range of a particular reader in a predefined detection time win-
dow (T ,T + ∆T ), in order to cut down the number of false pos-
itive and false negative readings. If a tag has been detected in
the range of a particular reader in such detection time window,
a robust estimate RSSI_M of the mean RSSI is computed aver-
aging the received values for the quadruples having TIMESTAMP
within (T ,T + ∆T ) weighted by their recency. The quadruple (T,
READER_ID, TAG_ID, RSSI_M) is stored and used for further pro-
cessing.

Tags that at a certain timewere detectedwithin the range of more
than 2 readers are then positioned inside the environment by using
elliptic trilateration [23]. For each of such tag, a soft positioning
is produced by considering the intersection between the receiving
ellipses of each readerwhere the tag has been detectedwith strenght
RSSI_M as well as the structural boundaries of the premises (such
as walls, doors and fences). For simplicity, every such region is
approximated by its centroid and moment of inertia and converted
into a Probability Density Function (PDF) using the corresponding
Gaussian kernel.

Soft positioning is then used by performing spatial reasoning.
The computed PDFs are used to estimate the density of occupation
of each single point in the monitored area at every time. In such a
way, tags that are distant from region occupied by others and that
appears to be isulated can be promptly detected. Cluster analysis
based on density estimation is also performed on the basis of the
soft locations using a variant of Ordering Points To Identify the
Clustering Structure (OPTICS) algorithm [31].

5 DISCUSSION AND CONCLUSION
In this paper we have presented a a dynamic and flexible infrastruc-
ture able to improve the safety and security of real world environ-
ments, with an extremely low impact on the maintenance and the
updating effort. The proposal has been inspired by the collabora-
tion with an Italian (Tuscany) kindergarten which provides a set
of precise safety and security needs. In developing the infrastruc-
ture, important requirements have been considered such as privacy
preservation and the unobtrusiveness of the installations.

Currently we are finalizing the verification and testing of the
proposed solution, before to definitely installing it into the selected
kindergartner school. In particular for assuring the feasibility and
efficiency of the proposed solution, several lab simulations in a

controlled environment are currently ongoing. These concern both
functional and non-functional aspects such as the verification of
the access and usage control policies and the components enforcing
them through specific testing tools [11].

Attention has been also devoted to the assessment of the robust-
ness of the monitoring infrastructure through a random generation
of different kinds of events coming from different sources. More in
detail, we simulated different stress peaks, transmitting 3 millions
of events in 24h. A good quality of the service has been maintained,
no information has been lost and the overall performance values
have not been downgraded.

Density of the RFID readers for accurate positioning has ap-
peared to be critical in order to support proper activity recognition.
Indeed, while RFID technology is effective in providing binary pres-
ence information to be used by the monitoring infrastructure and
acess control engine, a more global and uniform coverage is needed
for pervasive activity analysis. For this reason, optimal antenna
configurations are been sought, also considering the possibility to
add other typologies of sensors.

Results collected during these simulations have provided encour-
aging results about the effectiveness of the approach in answering
emerging safety needs of kindergarten. Further work will include a
pilot experimentation in a kindergarten in Tuscany. On the basis of
the pilot, it will be possible to design and evaluate more services
for activity recognition based on positioning and clustering, so as
to promptly identify not only events that might impact safety but
also to collect more evidence that can help the personnel to gain
more insight into the behaviour of kids.
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