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ACTIVAGE project

* European Multi Centric Large Scale Pilof on Smart Living Environments;
First European IoT (Internet of Things) ecosystem;

Nine Deployment Sites (DS) in seven different European nations;

The Italian DS (DS-RER)

Emilia Romagna (Parma region)
Solutions for a better quality of life for the elderly
Post stroke

Local Health Authority Parma

CUP 2000 Wind / Tre
Aurora Domus CNR




SILAB involvement in ACTIVAGE

WP3

Activage Secure Interoperability Layer: definition
and development of services aimed at creating
an interoperability layer between the various
instances of the ACTIVAGE project

WP9

Implementation of a Tele-Visit software on
Windows platform for remote patient visits by
specialists



DS-RER Architecture
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The Tele-Visit system (1)

R

- Both IP are public, communication can be established
- TCP
- W

- First prototype made for the SIDOREMI project
- Public IPs

- Audio and video fransmission over TCP



The Tele-Visit system (2)

(3) The communication can start, audio and video data are forwarded through

n the server using TCP and UDP connectionsrespectively.

TCP/ UDP

GC

(1) Both the doctor and the patientregister to the central
server which stores the connection data and launches data
transfer deamonsS.

(2) An open TCP connectionis kept between the server and
each client for status (online, offline, paused) notifications.

 Cenftral server introduction
« Hybrid use of UDP/TCP channels

 Private host addresses



Main development steps

» Introduction of a central server responsible for registering hosts, all
changes in status and correct routing of traffic

» Testing of UDP Hole Punching techniques for point-to-point data
transmission

« Implementation of the correct audio/video routing between hosts
and real-time management of the status of services

« Study of network packet sizing, use of buffering fechniques,

packet fragmentation and checksum



UDP Hole Punching

(4) Connection attempt (success)

(3) Connection attempt (fail)

- Technique that allows two «NATted» hosts to establish
bidirectional connections
- A third host with public address is needed

- Does not work with symmetric NATs 10



Central Server

 PublicIP

« Step 1: address database and UDP Hole Punching
experimentation

« Step 2: connected users status mangement

« Step 3: audio and video traffic management



Optimization of UDP video transmission

- Maximum IP packet size -> 65535 byte

- Header IP (20 byte) + header UDP (8 byte) -> 65507 byte
- MTU (Maximum Transmission Unit) -> 576 byte

- Frame number + Packet number + Checksum -> 24 byte
- Maximum data packet size -> 524 byte

Buffer (receive)

Packet h

Reordering

Frame n

(k byte)

Rendering buffer

Frame

ready for
rendering 12

Receiver




The GUI
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Considerations and future development

- Why don't you use Skypeeee

- The prototype is currently being
approved by the ethic committee
awating experimentation

- Experimenting an algorithm with end A
to end encryption to guarantee
L security in communications y

14



Thank you all
for your
qttention!

andrea.carboni@isti.cnr.it 15
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