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Abstract

The rapid population aging and the availability of sensors and intelligent objects moti-

vate the development of information technology-based healthcare systems that meet the

needs of older adults by supporting them to continue their day-to-day activities. These

systems collect information regarding the daily activities of the users that potentially

helps to detect any significant changes and to provide them with relevant and tailored

health-related information and quality of life-improving suggestions.

To this aim, we propose a Just-in-time adaptive intervention system that models the user

daily routine using a task model specification and detects relevant contextual events that

occurred in their life in order to detect anomalous behaviors and strategically generate

tailored interventions to encourage behaviors conducive to a healthier lifestyle. The sys-

tem uses a novel algorithm to detect anomalies in the user daily routine. In addition, by

a systematic validation through a system that automatically generates wrong sequences

of activities, we show that our anomaly detection algorithm is able to find behavioral

deviations from the expected behavior at different times along with the category of the

anomalous activity performed by the user with good accuracy.

Later, the system uses a Mamdani-type fuzzy rule-based component to predict the level

of intervention needed for each detected anomaly and a sequential decision-making algo-

rithm, Contextual Multi-armed Bandit, to generate suggestions to minimize anomalous

behavior. We describe the system architecture in detail, and we provide example im-

plementations for corresponding health feedback. To test our approach, we collected

sensor data in our smart lab testbed while an actor was performing activities of daily

living over a period of 2 weeks.
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Chapter 1

Introduction

1.1 Problem overview

Nowadays, the majority of people can expect to live into their 70s and beyond [3]. The

world population report predicts that life expectancy at birth will rise from 71 years

in 2010-2015 to 77 years in 2045-2050 [4]. The increase of the citizen’s average age is

currently a matter of concern, as with the growing age, a person may encounter different

physical and mental impairments such as vision and cognitive problems (dementia), and

may need support to continue his/her activities of daily living (ADLs).

Several controlled studies indicated that most older adults benefit from the structure in

their day-to-day living and a proper daily routine can bring order and predictability to the

their life and results in reducing the stress, increasing the feeling of safety and security,

and helping them to sleep better [5]. Hence, a strict daily routine provides a sense of

security against unknowns and also helps caregivers as they can use the routine to plan

their activities. A daily routine simply sets in place the same activities at generally the

same time each day. Usually, our daily activities follow a more or less stable schedule. We

wake up, wash, eat breakfast, do some activities (do household, work, do some hobbies,

etc.), eat lunch, do some more activities, eat dinner, relax, go to bed, sleep. When people

get older and may suffer from diverse diseases, this rhythm starts to decompose. This

frequently leads to changes in cognitive abilities, sleep problems, energy loss during the
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day and, mood disturbances like depression.

Studies show that older people prefer to have an independent life in their own homes

[6], yet, support is needed to continue their everyday living routines. So, there will be

a need for providing an adequate and sustainable solution to an increasing number of

elderly people that can promote healthier lifestyles. These supports ensure that impor-

tant activities get done without fail, such as medication management, regular nutritious

meals, daily hygiene, etc. Also, increasing the elderly autonomy and assisting them in

carrying out their daily activities create the possibility to extend the time older people

can live autonomously in their homes even when, busy schedules, costs, and different

circumstances make it not possible for family members or caretakers to be available

with elderly all the time.

On the other hand, current technologies offer plenty of interactive devices, smart ob-

jects, and sensors to detect a wide range of environmental and user-related parameters.

In the field of healthcare monitoring and Ambient Assisted Living (AAL) scenarios, col-

lecting and monitoring such parameters through available technologies is valuable to

build knowledge about the context around the users, track their health in real-time, de-

tect anomalies and significant changes in their behavior with the assumption that these

anomalies may signal health-related problems. These technologies help to provide a safe

and secure ambient where older adults can live independently in their homes and give

them the ability to perform basic activities (e.g., bathing/showering, dressing, feeding,

functional mobility, personal hygiene, and continence) of daily living, on which the ability

of a person to live independently is assessed [7]. Verifying what ADLs are performed by

an older adult is a decisive factor to determine what kinds and what levels of assistance

are needed for an individual and whether aging in place is desirable.

Context-aware ADL assistance is a research field that specifically deals with this issue

through the integration of sensing and reasoning, to deliver context-aware data that can

be employed to provide personalized support in many applications[2]. As a simple ex-

ample, imagine a smart home equipped with ambient sensors able to detect people’s

presence and the activation of household appliances. It is possible to infer the activi-

ties performed by its residents based on the sensors’ signals along with other relevant

aspects such as time of the day and date (e.g., a person in the kitchen during morning

time while a coffee machine is on suggests that person is making breakfast). However,
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it is challenging to extract relevant knowledge in real-time from information provided by

sensors and devices.

A true challenge to such context-aware technology is to convert this huge amount of

information into a system competent enough to detect incoming changes in users’ daily

routine activities and automatically trigger just in time health interventions to prevent

serious health issues and to help users maintain their routine behavior. While older

people generally have unique attitudes toward healthy behaviors, they often encounter

difficulties when trying to maintain their day-to-day routine activities. For those moti-

vated, but unable to adopt a healthy lifestyle, external interventions can be very effective

[8]. Besides, each individual is unique and this means that some designed interventions

may fail to satisfy a person’s needs [9]. So, there is a need for personalized suggestions.

Some literature reviews identified that the most highly valued systems, according to

the elderly themselves and the caregivers, are remote care systems and reminders [10].

To this aim, remote care applications should be available to support remote assistance

and help experts and caretakers to keep track of the overall health condition of older

adults and provide them with real-time feedback and remote support. Nowadays, several

contributions are focusing on older adults because of the numerous health care needs

and addressing the behavior deviations and health feedback. However, technologies and

solutions for detecting "unusual" behavior in the user routine daily living activities based

on the user’s plan are still in their infancy [11, 12], as well as tools for analyzing such

behavior and acting consequently when certain conditions are met. Some systems can

detect the anomalies, but they need training data or are narrowed by an offline method

[13] for detecting anomalous behavior or suffer from high false alert rates because they

do not include the effect of other related contexts (user activity, the criticality level of

that activity for each individual) and they do not consider the personalized feedback that

fit well into a users’ routine.

It is thus fundamental that data analysis, both for short-term (alerts generation) and

long-term (behavioral analysis) purposes, can be performed taking into account the

specificities of the context where the system is used to fit the particular needs, require-

ments and daily routines/tasks of the considered user. In the same way, the approach

to behavior analysis and especially aimed at finding the unusual behaviors, should con-

sider that different people may have different habits (e.g., the time they get up or go to

13



sleep, the number and time of meals between various users, their special medical care

they need, etc.). Hence, the need to automatically detect behavior and deliver tailored

treatment just in time is not well satisfied with existing models of health care.

There is a pressing need to develop comprehensive healthcare-related approaches to

detect the behavioral anomalies and encourage the elderly to change their anomalous

behavior towards a healthy lifestyle and provide support to the family, caregivers and

the elderly themselves [14]. Added to this work, quality of life of the older adults in

their home can also be improved by helping them in their daily life, using automation

systems. This urgent need, represent the target areas of the thesis, which aimed at

developing a systemic solution to prolong the functional capacity of the older adults

and to support them in preserving an independent and healthy lifestyle in their homes

rather than through more expensive hospitalization solutions. We address these needs

by building a personalized and online system that unobtrusively monitor the older adults’

daily activities, models the user routine, detects the behavior deviations in a just-in-time

manner and supports implementations for acting upon these deviations in real-time.

1.2 A Motivating Scenario

To illustrate the motivation of this research, we describe a real-life daily routine activ-

ity of an older adult. Sarah, 76 years-old, is alone and suffering from Mild cognitive

impairment (MCI). She usually wakes up around 7 a.m. She does her morning hygiene

and takes red medicine for her Cardiovascular disease before breakfast, in no particu-

lar order. She generally has breakfast between 8 and 9 a.m. Then, she has to do the

recommended 30-minute exercises around 10:30 a.m. She takes her lunch somewhere

between 1:00 and 2 p.m. She should take Blue medicine immediately after lunch. Af-

ter that, she relaxes by reading a newspaper or listening to the radio. Then, she keeps

herself busy with some household tasks (e.g., calling relatives, working on the computer,

washing dishes, etc.). She dines about 7:30 p.m. and goes to sleep at about 10 p.m. On

average, she uses the bathroom 10 times a day, and she rests anytime during her daily

activities.

Furthermore, she recently had problems performing her daily hygiene and forget to
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Figure 1.1: Task Model

take her pills. Her daughter Susan, who lives nearby, takes care of her mother but,

due to her work and family commitments, she is not able to provide full-time assistance

to Sarah. Susan is worried about Sarah’s health, and she is considering whether to

institutionalize Sarah for providing her long-term care. Unfortunately, the closest long-

term care facility is about 50 kilometers away from the city where Susan and Sarah

live. Besides, Susan has many concerns about the psychological impact on her mother

of being moved from the house where Sarah has lived her whole life. Therefore, Susan

is looking for a technical solution that could soften the impact of dementia symptoms

on Sarah’s daily life, improve her mother’s quality of life and avoid the necessity to

institutionalize her into a long-term care facility.

From Sarah’s routine description, it is possible to derive different scenarios in which

Sarah can perform her tasks differently from the expected one. In particular, since

the activities that are described concern a set of task-related aspects (e.g., temporal

relationships, location, order), it is possible to infer a number of corresponding types

of task-related anomalies affecting elderly people such as i) unusually frequent activi-

ties (e.g., too many visits to the toilet); ii) violations of task order relationship (taking

medicine before having a meal); iii) missing task (the user forgot to turn off the gas); iv)

violation of the task time (e.g., take a pill in a time different from the one Prescribed).

Thus, the framework for elderly monitoring is based on a task model that describes the

expected daily activities from the user viewpoint (e.g., waking up, having breakfast, tak-

ing medicine, etc.), which can be used to compare with the actual behavior to detect

possible deviations. Also, if the elderly routine changes due to some circumstances, the
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task model should be updated accordingly with the same method used to build it, by

involving the elderly themselves or their caregivers (or family members).

In our model, a situation is said to be anomalous when any behavioral changes (e.g.,

going to bed late, forgetting to take the medicine, delay in having dinner, visiting the

bathroom frequently, etc.) occur. These anomalies may show early signs of health-related

issues. The goal of our system is to detect a current change in users’ daily activity

and subsequently suggest automated health feedback by aggregating all the information

about user behavior and the user context.

1.3 Main Contributions

The main contributions of this thesis are presented as follows:

• A novel architecture that integrates three main components: activity recognition,

anomaly detection and persuasive intervention generation systems and increase

the effectiveness of the interventions by personalizing them based on the user

preferences. Although, there are different studies that have investigated differ-

ent methods to develop each of these three main components (e.g., for AR [16,

17], Anomaly detection [18] and persuasion technology [9]), but there are few re-

searches that address the integration and personalization of all these components

together which is very important in remote care applications.

In addition, the architecture also supports the implementation of the all 5 just-in-

time Adaptive Intervention (JITAI) components (i.e., decision points, intervention

options, tailoring variables, and decision rules, proximal outcome, presented in

[203]) in a personalized way. The following is a brief explanation about novel com-

ponents in the architecture.

– Modeling domain knowledge (user routine) at different levels of abstraction.

Common and generic activity knowledge can be modeled at the abstract level

as an activity class described by a number of properties. These properties

describe the types of objects that can be used to perform the activity. In this

way, activity models can be created without the requirement of large amounts
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of observation data and training processes. in addition, the user behavior

model serves as a personalized knowledge base to identify the deviations in

the user behavior.

– Increasing the accuracy of activity recognition module by decreasing the vol-

ume of data associated with the user behavior through subscribing events re-

lated to each individual to the Context Manager (see section 3.2.1.4), a mid-

dleware software, in order to be notified when the expected events related to

the user daily activity occur in the context.

– Using a novel algorithm to detect the deviations in the user daily activity that

outputs the anomalous task accompanying with the anomaly label.

– Using a fuzzy rule-based system to integrate the deviation analysis and the per-

suasion module. This system is also responsible to identify the true anomalies

(which in turn, reduces the false alarms) and to detect the level of intervention

needed for each user.

– A persuasion module that supports configuration of interventions targeting

specific anomalous behavior in compliance with the JITAIs framework pre-

sented in [203]. Besides our design mechanism utilizes the reinforcement

learning methods for optimization/personalization of intervention delivery in

real time by modeling it as a contextual bandit problem. Benefiting from con-

textual multi-armed bandit formalization, the proposed personalization method

puts the proposed approach beyond rule-based systems, as it is able to adapt

itself according to continuously changing contexts and personal variables in-

cluding both long-term (e.g., past performance, habit strength, preferences,

etc.) and short-term parameters (e.g., anomalous behavior, location, time,

etc.).

• A novel algorithm that detects real-time anomalies in the user daily routine and

provides detailed information about the anomalies detected.

Our online algorithm addresses the issue of detecting possible deviations from "ex-

pected users routines" (i.e., the activities that are important to be monitored for

the user), that has been modeled at the different level of abstraction. Contrary to

most of previous researches that label the deviations just as “normal or “abnormal”
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[22], in our algorithm the deviations are classified in 11 categories considering

the activity per se, place, order, time, the duration of the performed activity and

more importantly the severity degree of the activity, just as, the consequence of

not taking a pill could be more severe than just forgetting to take a shower. Thus,

the output of the algorithm is the anomalous task along with the reason behind

this anomalous behavior. This classification of anomalies makes our system trans-

parent not only for the caregivers and experts but also for the elderly themselves,

because the anomaly labels embedded the reason of the anomalous behavior in it-

self (e.g., “early-difference-time” that shows the task has been performed earlier

than expected.). Also, the algorithm ability of classifying the anomalies, helps the

further analysis of the decision-making process for intervention selection.

• Developing a platform that supports the implementation of "personalized just-in-

time adaptive health intervention" systems. This platform utilizes the user context

(sensor readings, anomalous behaviors and intervention level) to generate a set of

personalized suggestions using contextual Multi-armed Bandit (cMAB) formaliza-

tion which operationalizes the principles of behavior change theories. To integrate

the deviation analysis module and the persuasion module, we applied a fuzzy rule-

based system that identifies the true anomalies and the intervention level based

on the detected deviations in user behavior. These interventions level are used to

generate personalized and adaptive intervention messages.

• Set up a single experiment test-bed that employs sensors and appliances to accu-

rately record movements and the activities of our case study for 2 weeks. Fur-

thermore, to emphasize on the inaccuracy of simulation analysis, we compare our

real-time collected data to our synthetically simulated data. The acquired results

indicate that the difference between the accuracy is related to the missing data

from sensors.

1.4 Content of the Thesis

In total, there are seven remaining chapters. Chapter.2 deliberates about the literature

review performed concerning i) modeling and recognizing activities of daily living for
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elderly people; ii) detection the abnormal behavior and iii) the persuasive technologies

in use. Each part is closed by a discussion concerning the position of this thesis with

respect to whatever was argued.

Chapter.3 describes the architecture of the developed system. In this chapter, we prelim-

inary introduce the Just-In-time Adaptive Intervention systems (JITAIs), and we explain

why our work goes under the classification of these systems. Afterward, we introduce

the architecture of our system and discuss its different components that aimed at ver-

ifying the user daily activity, detecting anomalies in their daily behavior and adapting

the just in times personalized health suggestion to the user behavior. The whole idea of

the system architecture and method was presented at and published in the 14th Interna-

tional Conference on Intelligent Environments (IE) and was the winner of the IE’18 Best

Student Paper Award.

Chapters 4 and 5, describe the main components of the system to detect the anomalies

in user behavior and to generate personalized health feedback. These chapters start

with a shorter introduction to justify their relevance and distinction in contrast to the

previous chapter. After such an introduction, the core of the chapter will be presented,

closed by a simulation to validate the discussed method and a summary concerning the

main contribution and results of each chapter.

In detail, chapter.4 provides details about the novel algorithm for detecting the anoma-

lies in the user behavior along with the evaluation result by the simulation of the short-

term and long-term user daily activity. Part of this chapter was published in the proceed-

ings of the ACM on Human-Computer Interaction (EICS), 2018 [15].

On the other hand, chapter 5 presents the persuasion technology and the personalized

decision-making process used for delivering the persuasive interventions to the older

adult including the validation by simulation of the user behavior. Besides, a rule-based

fuzzy component has been presented that integrates the two main modules of the system

(i.e., deviation analysis module and persuasion module) and identifies the intervention

level needed for each individual. Part of this chapter was published in the Journal of

Ambient Intelligence and Smart Environments 11.5, 2019 [23].

Chapter.6 will present a description of an on-going experiments in our lab testbed to

reinforce the first results.
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Chapter.7 will summarize discussions and results from all the previous chapters and put

them in relation both to ongoing work and to possible future steps that might warrant

further research. The added appendix sections contain a more detailed view of some

aspects covered in chapters 4 and 5.
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Chapter 2

State of the Art

Several research contributions have been put forward that address the urgent need for

remote healthcare applications for the elderly. These studies concern systems that pro-

vide support in three main areas: modeling and understanding human routine behavior,

detecting deviations in human behavior, and personalizing persuasive interventions ad-

dressing detected issues. The first category focuses on collecting user data through

advanced sensor technologies and modeling user behavior by defining the relations be-

tween situations and the actions that describe the user’s routine. The second one focuses

on detecting any significant changes in the users’ routine and their health condition by

considering current contextual events. Finally, the last topic focuses on intervening—

using persuasive systems—to change the users’ anomalous behavior. In this chapter, we

discuss the research achievements in all these three categories.

2.1 Modeling and Recognizing Activities of Daily Liv-

ing

For healthcare professionals, it is significant to determine the accurate health status

of a remotely located patient or an aged person, so that, when there is a deviation,

appropriate treatment is vetted in a timely manner. Addressing the deviations in the

user behavior includes modeling the "normal" user behavior based on their daily life
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routines, recognize the occupancy’s behavior in the context and subsequently detect

changes from the daily routine behavior.

2.1.1 Activities of daily Living

One important concept in remote healthcare applications is the monitoring of Activ-

ities of Daily Living (ADLs). Many of the studies focused on indoor ADLs in these

applications[24, 25]. These activities have been classified into three major groups based

on their complexity, duration, and activity type: short events, basic activities, and com-

plex activities [26].

The former group is consists of brief-duration activities (on the order of seconds) such

as postural transitions (e.g., stand-to-sit, sit-to-lie and so on) [27] which commonly have

been used in rehabilitation-related applications [4]. Basic activities are the activities

that have a variable duration but longer than transition actions (in the order of minutes),

they are repetitive in nature and can be easily recognized using an accelerometer at

the pocket and wrist position such as walking, running, sitting, etc. [28]. In the area

of remote monitoring, there are some works focused on the basic activities [29, 30] but

these systems detect a limited number of activities. Finally, the third group is one of

the complex activities which is generally a collection of temporally related short events

and basic activities. Complex activities are not as repetitive as basic activities [31]; For

example, relaxing may contain four atomic activities, i.e., walk, reach the chair, sit, and

drink from a cup.

Since human activities are complex and highly diverse, the goal of activity recognition

is to recognize common activities in daily life [32]. However, recognizing complex hu-

man activities is still a challenging area, especially when dealing with concurrent or

interleaved activities.

2.1.2 Modeling Human Behavior for Activity Recognition

Despite being a challenging problem in recent years, there has been a rapid growth of

interest in modeling and recognizing complex activities. In previous research, the meth-

ods for building the activity models have been classified into data-driven and knowledge-
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driven based on whether the Activity recognition model is built given historical database

or rich prior knowledge [2, 33]. Data-driven activity recognition models users activity

by using existing large datasets of user behaviors. They use data mining and machine

learning techniques (unsupervised [34, 35] and supervised [36] techniques) to model

the user activity and then uses the learned activity models (i.e., probabilistic classifica-

tion, similarity or rule-based reasoning) to infer activities [16, 17]. Examples include

Hidden Markov Models (HMMs) [37], dynamic and naive Bayes networks [38], support

vector machines (SVMs) [39], graphical models [40] and multiple eigenspaces [41]. On

the other hand, in knowledge-driven activity recognition approaches activity models to

exploit rich prior knowledge to construct activity models directly using knowledge en-

gineering and management technologies. This usually involves knowledge acquisition,

formal modeling, and representation [2]. These activity recognition methods can be di-

vided into a Description-based and Formalism-based representation method. The first

category uses semantic and context reasoning to describe concepts and relationships in

high-level and formal expressiveness [2, 42]. Activity models generated in Formalism-

based representation method (e.g., event calculus [43] , lattice theory [44] and event

trees[15]) are normally used for activity recognition or prediction through formal logical

reasoning, e.g., deduction, induction or abduction [45]. As such, this method is referred

to as a knowledge-driven or top-down approach.

2.1.2.1 Data Driven (Bottom-Up) Approaches

Data-driven approaches are generally robust to noisy, uncertain and incomplete data but

suffer from several drawbacks [46]. This method requires large datasets for training and

learning. The availability of large real-world datasets is a major challenge in the field of

ambient assisted living. It also suffers from the data scarcity or the “cold start” problem.

It is difficult to apply learned activity models from one person to another since each

individual performs activities in a variety of ways, which may differ noticeably from the

others, an activity model may be inapplicable to other users. As such, this method suffers

from the problems of scalability and reusability. As data-driven approaches generate sta-

tistical or probabilistic models, they cannot be easily understood by humans. If activity

model information is needed for further applications ( e.g., anomaly detection, assistance
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applications) human-understandable activity models are more appropriate.

Another problem is that if annotated databases are needed (supervised learning ap-

proaches), scalability becomes a real problem since the effort required for annotation

is huge and annotation methods are prone to errors. If annotated datasets are not used

(unsupervised approach), activity granularity and activity semantics are lost and there

is no guarantee that the resulting clusters represent routines.

Rashidi and Cook try to overcome the labeled activity problem by extracting activity clus-

ters using unsupervised learning techniques (Continuous Varied Order Multi Threshold

Method (COM)) [47, 48] but they still suffer from the cold-start problem, because data

has to be collected in order to obtain activity models and train the recognizer [49, 50],

and activity model generalization, since the learned activity models are personal and

there are no mechanisms to generalize the extracted knowledge to other users. There

are other data-driven methods on recognizing actions based on sensors, and most of

them achieve much higher average accuracy for simple activities. Tapia et al.[40] use

environmental state-change sensors to collect information about interaction with objects

and recognize activities that are of interest to medical professionals such as toileting,

bathing, and grooming.

The work of Ravi et al. [51] by using five different base-level classifiers (decision ta-

bles, decision trees, k-NNs, SVM, and Naïve Bayes) classified eight activities, including

standing, walking, running, going up/downstairs, vacuuming, and teeth brushing, using

the data collected from a single triaxial accelerometer. Wang et al. [52] utilized a Naïve

Bayes model to recognize six daily actions (working, studying, running, sleeping, walking

and shopping) for music recommendation. However, as the nature of the human activity

is complex, people often perform not just a single action in isolation, but several actions

simultaneously. Within an activity, the actions can manifest in a sequential, interleaved

or concurrent way. The primary limitation of the above methods is that they have not

seriously considered the relatedness among actions and the high-level semantics over

actions.

Another drawback of data-driven approaches is that they can assign labels to the sensor

observations but by virtue of lacking the underlying semantic structure, they are not able

to reason about these labels. This is, however, an important requirement for assistive
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systems, as they need to reason about the user actions as well as their goals and context

[53, 54]. To address this problem, knowledge-driven approaches rely on rich prior knowl-

edge from real-world observations which means follow a description-based approach to

model the relationships between sensor data and activities. This allows them to reason

about the user actions and context [53, 55].

2.1.2.2 Knowledge Driven (Top-Down) Approaches

The first step for knowledge-driven systems is to acquire the needed contextual knowl-

edge. This is usually achieved using standard knowledge engineering approaches. After-

ward, knowledge structures will be computationally modeled using a formal knowledge

representation formalism [2, 56]. Depending on the nature of the acquired knowledge,

different approaches can be distinguished. Knowledge engineering and knowledge man-

agement techniques are used to carry out the classification process [33, 57–59].

knowledge-driven systems have the advantages of being semantically clear and logically

elegant. Some researchers use logic-based approaches for activity recognition. There

exist several logical modeling methods and reasoning algorithms in terms of logical the-

ories and representation formalisms. One thread of work is to map activity recognition

to the plan recognition problem in the well studied artificial intelligence field [45, 60].

Bouchard et al. in [45] proposed a formal framework for the recognition process based

on lattice theory and action Description Logic. This framework minimizes the uncertainty

about observed users’ activity by bounding the plausible plans set.

One type of knowledge-driven approach is symbolic models for plan synthesis [61, 62].

Such models describe user behavior in terms of preconditions and effects. These rules

are later used to generate all valid execution sequences of human behavior. Such ap-

proaches have the advantage of generating execution sequences that do not appear often

in the training data. Another advantage of generating models from symbolic descriptions

is in situations where it is difficult to come up with sufficient amounts of training data,

such as when modeling the behavior of cognitively impaired patients [53].

Semantic-based models [63, 64] have gained attention in recent years for addressing

complex activity recognition problems. On the other hand, the most popular modeling
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paradigm might be that of the graphical models, which include techniques such as hid-

den Markov models, Bayesian networks, and conditional random fields [16, 65]. While

these graphical model-based approaches are capable of managing uncertainties, they

are unfortunately rather limited in characterizing rich temporal relationships among ac-

tivities.

Behavior recognition can be greatly levitated by a model of the task with which the

behavior is associated. Task analytic methods can be used to describe normative human

behavior [66]. The resulting models represent the mental and physical activities human

operators performed to reach their goals. In most approaches to activity recognition,

the task model is first defined according to the particular monitoring objectives, and

an inference technique is then developed to map interactions with the task model. Such

models (e.g., GOMS [67], AMBOSS [68] , EOFM [69], HAMSTERS [70], ConcurTaskTrees

[71]) can represent the various activities which users perform to reach their goals. These

models are often hierarchical: tasks are decomposed into more detailed tasks until they

reach elementary tasks.

Task models have also proven to be of great help for designing and assessing the training

program [72], modeling erroneous behavior to improve the safety of human-interactive

systems based on where and how human behavior diverges from a task model [20], gen-

eration of scenarios to be tested over the applications [73], describing human behavior

abstractly and mapped this abstract expression to humanoid robots [74], identifying pos-

sible usability issues [75], find and correct human factors issues in automated systems

and generate erroneous human behavior that is a factor in the failure of complex, safety-

critical systems [76], addressing human intent inference by employing a hierarchical

task model [77].

According to task analysis humans, tend to decompose complex tasks into more simple

ones until an atomic unit, the action, has been reached. Moreover, tasks are performed

not only sequential but also decision making and interleaving task performance are com-

mon to humans. Therefore the basic concepts incorporated by most modeling languages

are hierarchical decomposition and temporal operators restricting the potential execu-

tion order of tasks (e.g., sequential, concurrent or disjunct execution).

An appropriate modeling notation, accompanied by a tool, supports the user in several

26



ways. First, task-based specifications have the asset of being understandable to stake-

holders. Thus modeling results can be discussed and revised based on feedback. Second,

task models can be animated which even fosters understandability and offers the oppor-

tunity to generate early prototypes. Last but not least, task-based specifications can also

be used in design stages to derive lower-level models such as HMMs [78]. For activity

recognition, task modeling can be employed to specify knowledge about the behavior of

users in an understandable manner which may be inspected at a very early stage.

Burghardt et al. propose the synthesis of HMMs from different symbolic descriptions

of the user’s activity. They investigate different kinds of description formalisms such

as task models[79] and STRIPS [80]. They demonstrate that it is possible to create

the state space for probabilistic models from such descriptions [81]. This model allows

the generation from probabilistic models of reusable descriptions of human behavior.

However, the usage of HMMs for exact inference requires the state space to be expanded

prior to the inference. This limits the state space size and prevents the state space from

being infinite and they did not discuss the action duration as well. While the approach

would, in general, allow the use of the geometrical distribution to model action durations,

the authors omit the discussion of action durations.

Yi et al. used the Markovian Task Model that tries to model the relationship and depen-

dencies between several separate actions that build a complex activity. Markov model is

a stochastic model that assumes the Markov property. The task execution is just navi-

gation through a series of stages that lead to the end state. For this task, the graphical

model is in the form of a Bayes Net. Such a network is a suitable tool for this class of

problems because it uses easily observable evidence to update or infer the probabilistic

distribution of the underlying random variables. A Bayesian net represents the causal-

ities with a directed acyclic graph, its nodes denoting variables, and edges denoting

causal relations. In their work, they evaluate their approach for human task recognition

by performing a peanut butter and jelly sandwich experiment. In this experiment, Yi and

Ballard track the eye movement to discover the object on which the eye is fixated and

from that to infer the performed subtask. The results from this experiment showed that

the system is able to recognize human behavior even if the sensor data is noisy [82].

In, Giersich et. al. an extension of ConcurTaskTree-s notation (CTT-notation) [79], a

hierarchical task model was presented to specify the probabilities of the next possible
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action during the execution that allows a transformation into Markov models, which are

widely used in Ambient Intelligence. The system, having recognized the current user

state, can then make use of the model in order to adjust the probabilities of the next

possible state. They have the disadvantage of very large specifications. Task models can

specify the same information more compact. The transformation algorithm allows us to

generate an initial version of a Markov model from a task model that can be adapted in

further development [78].

There are some hybrid approaches in the literature that aims at taking advantage of

the features of both data and knowledge-driven modeling processes, fusing them in a

single modeling approach. Ontology is often integrated into knowledge-driven methods

[83]. They adopt ontology-based approaches that allow a commonly agreed explicit rep-

resentation of activity definitions independent of algorithmic choices, thus facilitating

portability, interoperability, and reusability. In this way, they address model incomplete-

ness and multiple representations of terms. However, most of the studies use ontologies

as mapping and/or categorization mechanisms [84, 85].

Chen et al. present an ontology-based hybrid approach to activity modeling, where learn-

ing techniques are developed to learn specific user profiles [86]. The presented research

is the first step to implement dynamic knowledge-driven activity models, but the ap-

proach is limited to learn descriptive properties such as the time and duration activity

is performed or the concrete order of its constituent actions. Salguero et al. propose

that the ontology automatically generates the features of the ADL classifier for behavior

recognition [87] however, the number of features to consider grows exponentially with

every expansion process which degrades the performance of the methodology.

2.1.3 Position of This Thesis with Respect to the Activity Recogni-

tion Literature

Nowadays, In most of the researches, activity recognition is often based on machine

learning over data, map a user’s features into a class or a score without exposing the

reasons why. This is problematic not only for lack of transparency but also for possible

biases inherited by the algorithms from human prejudices and collection artifacts hidden

in the training data, which may lead to unfair or wrong decisions [88]. In addition, ma-

28



T
a
b

le
2
.1

:
A

ct
iv

it
y

cl
a
ss

ifi
ca

ti
o
n

(m
o
d

e
li

n
g

)
a
p

p
ro

a
ch

e
s

[2
]

|
k
n

o
w

le
d

g
e

d
ri

ve
n

[1
6
,
5
3
,
6
1
–6

5
,
7
8
,
7
8
,
8
1
–8

7
]

|
d

a
ta

d
ri

ve
n

[3
4
–4

1
,
5
1
,
5
2
]

m
in

in
g

-b
a
se

d
lo

g
ic

-b
a
se

d
o
n

to
lo

g
ie

-b
a
se

d
g

e
n

e
ra

ti
ve

d
is

cr
im

in
a
ti

ve

M
o
d

e
li

n
g

ty
p

e

H
M

M
,
D

B
N

,

S
V

M
,
C

R
F

,

N
N

.

L
o
g

ic
a
l

fo
rm

u
la

:,

e
.g

.,
p

la
n

s,
la

tt
ic

e
s,

ca
lc

u
lu

s

e
ve

n
t

tr
e
e
s/

ta
sk

m
o
d

e
ls

H
M

M
,
D

B
N

,
S

V
M

,
C

R
F,

N
N

N
a
ïv

e
B

a
ye

s,
H

M
M

,

L
D

S
,
D

B
N

s

N
N

,
S

V
M

,

C
R

F,
D

e
ci

si
o
n

T
re

e

M
o
d

e
li

n
g

m
e
c
h

a
n

is
m

In
fo

rm
a
ti

o
n

re
tr

ie
va

l

a
n

d
a
n

a
ly

si
s

F
o
rm

a
l

k
n

o
w

le
d

g
e

m
o
d

e
li

n
g

U
n

/S
u

p
e
rv

is
e
d

le
a
rn

in
g

fr
o
m

d
a
ta

se
ts

U
n

/S
u

p
e
rv

is
e
d

le
a
rn

in
g

fr
o
m

d
a
ta

se
ts

U
n

/S
u

p
e
rv

is
e
d

le
a
rn

in
g

fr
o
m

d
a
ta

se
ts

A
c
ti

vi
ty

re
c
o
g

n
it

io
n

m
e
th

o
d

G
e
n

e
ra

ti
ve

o
r

d
is

cr
im

in
a
ti

ve
m

e
th

o
d

s

L
o
g

ic
a
l

in
fe

re
n

ce
e
.g

.,

d
e
d

u
ct

io
n

,
in

d
u

ct
io

n

G
e
n

e
ra

ti
ve

o
r

d
is

cr
im

in
a
ti

ve
m

e
th

o
d

s

P
ro

b
a
b

il
is

ti
c

cl
a
ss

ifi
ca

ti
o
n

S
im

il
a
ri

ty
o
r

ru
le

-b
a
se

d
re

a
so

n
in

g

29



chine learning approaches often require lengthy and expensive data labeling by domain

experts (i.e., supervised techniques) or they require long-term context history to learn

the behavioral patterns (i.e., unsupervised techniques).

Instead, our approach is based on the formalism-based representation method [15],

which does not need a timely and costly context history. Our approach is under the

logical approach category in nature, in that it uses a task model description notation

(i.e., ConcurTaskTrees (CTT) language [79]) for specifying structures and relationships

among the user activities that the user has to perform to achieve a goal. It gives us the

possibility to obtain a task model starting from an informal description of the system.

The hierarchical structure of this specification has two advantages: it provides a wide

range of granularity allowing large and small task structures to be reused, it enables

reusable task structures to be defined at both low and high semantic levels.

In fact, the compelling feature of our approach is that it can model domain knowledge at

different levels of abstraction. Common and generic activity knowledge can be modeled

at the abstract level as an activity class described by a number of properties. These

properties describe the types of objects that can be used to perform the activity. In

this way, activity models can be created without the requirement of large amounts of

observation data and training processes.

On the other hand, the specific way of a user performing an activity can be modeled

at the lower levels of a corresponding abstract activity. It will consist of the specific

information related to how the activity is performed, e.g., objects used and the sequential

order they are used in. This provides a mechanism for accommodating the personal

nature of an individual user’s ADLs. The generated user-specific activity models also

referred to as user profiles, can later be used for the realization of personalized ADL

assistance. Given that most ADLs are daily routines with abundant prior knowledge of

their likely patterns stemming from medical observations and psychological behavioral

studies [89], it is possible to manually construct conceptual activity models, The creation

of user activity profiles is then equivalent to creating activity instances in terms of a

user’s preference and their manner of performing ADLs. Hence it is straightforward to

undertake and also scalable to a larger number of users and activities. Subsequently,

tasks in the task model associated with one or more events gathered in the context. This

association allows for using the semantic information contained in task models to analyze
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the sequence of corresponding associated events: when the event(s) associated with a

task occurs, then the corresponding task is considered completed. Another advantage of

our approach is

Most of the proposed technique for activity recognition is more accurate in the presence

of a lesser amount of information about the subject, as opposed to other techniques such

as statistical analysis. The large volume of data associated with user behavior is one of

the obstacles to achieving activity recognition in real-time. We overcome this obstacle

by subscribing interesting events related to each individual to the Context Manager (see

section3.2.1.4), a middleware software, in order to be notified when the planned events

related to the user daily activity occur in the context [15].

2.2 Abnormal Behavior Detection

Besides behavior modeling, detecting behavior changes (anomaly detection) is another

crucial and challenging task. The general definition of an anomaly is a deviation from

usual behavior. The concept of “behavior” differs from one application to another. For

example, for daily in-home activities, behavior is defined as the user’s usual activities

in his/her daily routine [90]. In this case, anomaly detection is the process of detecting

behavioral “changes” of occupancy’s usual lifestyle pattern [18].

In some healthcare applications [91, 92], an anomaly can be considered any abnormal

reaction of a patient to the treatment. So, based on the anomaly some need rapid inter-

vention from doctors and others only require careful follow up of the patient. Hence, we

see that the decisions too are different in each case and depend on the application and

the degree of the anomaly.

A survey [93] about anomaly detection approaches in smart homes basically identifies

two ways to detect behavioral changes: profiling and discriminating. The former is

modeling normal behavior and considering values that do not comply with the model as

anomalies while the latter learn anomaly data from historical data and search for similar

patterns from incoming data to find anomalies. Profiling strategy is more realistic as

anomaly data is rarely seen (scarcity) in real life, to provide learning sample instances

for the classifier [94].
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2.2.1 Nature of input data

A key aspect of any anomaly detection technique is the nature of the input data. Input

is generally a collection of data instances (e.g., events) that can be described using one

or multiple attributes and each attribute can have a different type such as binary, cat-

egorical or continuous. The nature of the data attribute determines the applicability of

anomaly detection techniques. For example, the nature of attributes would determine

the distance measure to be used in the nearest neighbor based techniques. Input data

can also be categorized based on the relationship present among data instances [95].

Most of the existing anomaly detection techniques deal with record data (or point data)

[96], in which no relationship is assumed among the data instances. In general, data

instances can be related to each other. Some examples are sequence data, spatial data,

and graph data. In sequence data, the data instances are linearly ordered, e.g., time-

series data, activity sequences, genome sequences, protein sequences. In spatial data,

each data instance is related to its neighboring instances, e.g., vehicular traffic data,

ecological data. When the spatial data has a temporal (sequential) component it is re-

ferred to as spatio-temporal data, e.g., climate data. In graph data, data instances are

represented as vertices in a graph and are connected to other vertices with edges.

2.2.2 Nature of Output Data

An important aspect of any anomaly detection technique is the manner in which the

anomalies are reported. Typically, the output is either in a scoring unit (threshold’s nu-

merical value) or a label as a categorical unit, e.g., normal or abnormal [97]. the former,

assign an anomaly score to each instance in the test data depending on the degree to

which that instance is considered an anomaly. Thus the output of such techniques is a

ranked list of anomalies. An analyst may choose to either analyze the top few anomalies

or use a cut-off threshold to select the anomalies. The later, assign a label (normal or

anomalous) to each test instance. In this case, the analysts do not directly allow to make

a choice about the anomaly, though this can be controlled indirectly through parameter

choices within each technique.
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2.2.3 Anomaly Detection Techniques

There are a number of techniques that have been used for anomaly detection, these

include statistical: Histogram [98], Gaussian mixture model (GMM) [99], probabilistic:

Hidden Markov Model (HMM) [100], Bayasian network (BN) [101], MachineLearning:

Recurrent Neural Network, Fuzzy System [102–104], Support Vector Data Description

(SVDD), Support Vector Machine (SVM), One Class Support Vector Machine (OCSVM),

Datamining: clustering [35, 105–108], sequential pattern mining [109] , mining sppaning

tree[22], agglomerative hierarchical clustering [11].

Statistical techniques are the most commonly used techniques for modeling human be-

havior in the field of healthcare. Hidden Markov Model and Bayesian networks are prob-

abilistic reasoning concepts driven from statistical inference processes [110]. HMM is a

statistical technique where the system uses a Markov process with hidden parameters.

It defines a number of hidden states and observations used to model a given behavior.

The hidden states represent the activities and the sensor data represents the observable

output. An HMM is defined by matrices that encode possible states and probabilities of

observations. State transition matrices describe the likelihood of the process of moving

into a new state.

The HMM and its extensions were used for several processes including abnormality de-

tection, and behavior prediction. Kang et al. [100] considered activities as a hierarchical

structure, where main actions (preparing breakfast, preparing dinner) are composed

of sub-actions (sensor firings). They applied the hierarchical Hidden Markov Model

(HHMM) to find exceptional behavior patterns. A hierarchical topology of HHMM is

mapped to the hierarchy of actions. Anomaly detection is based on time interval cover-

age of main actions to sub-actions. They assume sub-actions should last shorter than a

covering main action. An important deficiency of this work is the manual classification

of sub-actions (sensor firings) into main actions.

Monekosso and Remagnino [107] described a model-based behavior analysis system for

assisted living in which the behavior is defined as any pattern in a sequence of observa-

tions. They use Hidden Markov Models (HMM) to model user behavior from sensed data.

A model-based approach is employed for the detection of deviation from the planned be-

havior: given a model of the system, the predicted output generated by the model is
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compared to the actual output, and any difference is a potential failure. While in our

research, the identified activities (i.e. cooking, eating, etc.) corresponding to the events

gathered by sensors are contributed by the caregivers and thus susceptible to errors.

Meanwhile, to precisely indicate the nature of the detected anomalies, they used a fur-

ther examination of a domain expert, unlike, in our work the anomaly detection algorithm

detects the anomalous event along with its anomaly classification.

The main drawback of basic HMM is the lack of hierarchy in representing human be-

havior [106]. This problem can be solved using the Hierarchical Hidden Markov Model

(HHMM) [100]. HMM, also has difficulties experienced in processing large low-level sen-

sory data (i.e. temporal data coming from different time scales). Moreover, using HMMs

as a time series prediction model needs a large and growing number of time sequences.

Fuzzy set theory is usually used for controlling automated systems in combination with

other techniques such as rule-based [111] or ontology rules [106] in order to optimize

contextual reasoning. One example is the context-aware model for change detection,

using machine learning and statistical methods that are proposed in [112]. They have

developed a system using machine learning (1-class HMM and 2-HMM) and statistical

models for the inference of the anomalies in the daily activities and future behaviors.

Their mathematical models for detecting anomalies are based on long-term context his-

tories. After the abnormalities are detected, they propose a method using the fuzzy

rule-based system which combines the anomalies from different domains to describe

actions to be taken by the expert.

Another example is the system called Context-Aware Real-time Assistant (CARA) pre-

sented in [111]. CARA has a context-aware hybrid reasoning framework that integrates

"fuzzy rule-based" reasoning with the "case-based reasoning" for pervasive healthcare.

The framework was designed for home automation, continuous health monitoring and

the prediction of possible risky situations. However, in spite of the context-aware reason-

ing, the results have been confined to limited activities in order to evaluate the system’s

effectiveness and efficiency in assessing the elderly.

Last but not least, Candas et al., [113] propose and validate an automatic data mining

method based on physical activity measurements. The proposed method uses a fuzzy

valuation function to detect abnormal human behavior in real-time conditions giving a
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value (from -1 to 1) related to the abnormality identified. Abnormal human behavior is

detected as an increase or decrease in physical activity according to the historical data.

Historical data is used to model human behavior without assuming theoretical models,

but rather information about the last physical activity levels of the user.

Meng et al., [114] by using the activation status of the sensor and by applying the proba-

bilistic model on the two-layer hierarchy with daily activities modeled the detailed activ-

ity of the user and send it to the dynamic daily habit modeling and also to the anomaly

detection module. If the similarity between the detected activity and the most similar

period in the hierarchy does not reach a specific threshold, the detected activity will

be defined as an anomaly and an alarm could be sent to the user. To evaluate the per-

formance of their proposed method, they used two public datasets of fall detection and

Opportunity activity recognition. Although, they are not able yet to precisely detect the

complex activities which trigger the activation of the same set of sensors and they do not

distinguish between the different degree of anomalies.

On the other hand, different data mining methods are used to detect anomalies in user

behavior. Clustering [102] is used to group similar data instances into clusters. Clus-

tering is primarily an unsupervised technique through semi-supervised clustering [103]

has also been explored lately. Even though clustering and anomaly detection appear to

be fundamentally different from each other, several clustering-based anomaly detection

techniques have been developed.

Aran et al., [35] proposed a method to detect the anomalies in elderly daily behavior

by monitoring the location and the outing of the user. By defining an abstract layer

they create a common ground for different sensor configurations. Their approach uses

cross-entropy to measure the accuracy of the predicted behavioral changes. Basically, by

using k-mean clustering they discover the common behavior pattern and by comparing

the sequence of the event gathered through the sensors to the user’s past behavior they

define the anomalies. For the evaluation of their proposed method, they used one user-

written diary as ground truth and compared it with the sequences of events estimated

by the abstraction layer. However, they did not investigate the anomaly type, while, in

our work, we indicate different types of anomalies at the time of detection. In [104],

abnormal situations like falls and fainting of the elderly were identified using K-means

clustering.
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Fine [22] proposes an efficient clustering technique for making a decision on the health

status of a remote subject. The proposed technique uses the minimum spanning trees as

part of a clustering algorithm to differentiate between normal and anomalous readings

from the subject, such as, is person A in room B? If yes, for how long? The resulting

information, when compared locally with similar readings from the subject during the

day, can help to determine the health status of the person. The proposed technique

is more accurate in the presence of a lesser amount of information about the subject,

as opposed to other techniques such as statistical analysis. The large volume of data

associated with user behavior is one of the obstacles to achieving anomaly detection in

real-time. We overcome this obstacle by subscribing interested events related to each

individual to the Context Manager, a middleware software, in order to be notified when

the events related to the user daily activity occur in the context [15].

Jakkula et al. [115] describe a method to determine if anomalies can be effectively

detected in smart home data using temporal data mining. They refine Allen’s temporal

predicates [108, 116] to specify relationships between time intervals for use in analyzing

smart environment data, and apply it to the task of anomaly detection. They believe

anomaly detection is most accurate when it is based on behaviors that are frequent and

predictable. While they use machine learning to recognize frequent patterns, in our

work we exploit task models specified with the help of relevant stakeholders to describe

the planned behavior because it is not guaranteed that frequent user patterns represent

the correct behavior of elder people.

The fact, that it is possible to identify human daily patterns, is an important assumption

that was first introduced by [117]. They have proposed a machine learning approach to

model human sequential patterns based on sequential pattern mining [109].

Weisenberg et al. [118] created an inactivity threshold function. The main idea is to

mark an event as anomalous when a monitored individual is inactive for an unusually

long period based on historical data for a given time of the day. The threshold is a

composition of maximum inactivity data point for a given time interval and two buffers

to allow slight shifts in schedule. If detected inactivity exceeds the corresponding alert

threshold, an alert is issued. A disadvantage of this approach is rather a long period of

anomaly detection at night, so when the user loses consciousness middle of the night,

the system will recognize it only after 7 hours.
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Another similar work is of Mahmoud et al. [119], who compared the binary similarity and

dissimilarity measures for different days. They applied similarity measures as Jaccard

Needham, Dice, Roger Tanmoto and Kulzinsky on data gathered from occupancy sensors

including door and motion sensors. As the main drawback of this approach, we consider

the inability to get more descriptive feedback about the anomaly. The result of their

method is just binary, whether a particular day is significantly different (dissimilar) to

any previous day, or not. It is impossible to acquire information about which activity at

which time was anomalous.

2.2.4 Anomaly Detection for Discrete Sequence

An important aspect of an anomaly detection technique is the nature of the desired

anomaly. As the nature of the data and the nature of the anomalies can differ depending

on the domain, one anomaly detection technique might be efficient for one domain but

not efficient for another one. Therefore many different anomaly detection techniques

exist depending on the problem that needs to be solved. Even if the algorithms are

different, the principle of the anomaly detection techniques is often the same. Since the

outcome of the activity recognition system is a list of activities ordered according to their

timestamps, the aim of the anomaly detection algorithms described in this section is to

identify anomalous activities based on the obtained discrete sequences.

There is extensive work on anomaly detection techniques but most of them do not take

the sequence structure of the data into consideration and not much work has been done

on complex activities or activity sequences. A sequence is an ordered series of events.

Sequences can be of different types, such as binary, discrete, and continuous, depending

on the type of events that form the sequences. Discrete and continuous sequences (or

time series) are the two most important forms of sequences encountered in real-life

applications [120]. Discrete or symbolic sequences are ordered sets of events such that

the events are symbols belonging to a finite alphabet. A discrete sequence consists of an

ordered set of elements or events, recorded with or without a concrete notion of time.

For example, detecting anomalies in sequential data can be used for biology in order

to detect anomalies in DNA sequences [121, 122]. The alphabet corresponds to the

nucleic acid bases or amino acid bases. In that case, the sequences are long and the
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normal structures are known. The idea is to spot the anomalous sequences within a long

sequence knowing the normal structures in order to detect mutations of DNA sequences

or diseases.

Another example is detecting anomalies in system calls [123, 124]. The alphabet is made

with all the possible system calls or user commands. The anomalies are anomalous

program behaviors that can be caused by a virus or an unauthorized user that wants to

enter the computer system. For example, studying the sequences of system calls you

can detect an attack on a user session. Anomalous banking transactions, purchases can

also be identified using sequence anomaly detection techniques [125]. The sequences

are the transactions. The alphabet corresponds to all the actions possible for the users.

The anomalies are irregular or abnormal behaviors of customers.

There are several techniques to determine an anomaly in the data presented as a discrete

sequence. Chandola et al. group such techniques into the following three categories that

do not depend on the application domain: sequence-based, contiguous subsequence-

based and pattern-based [120].In the following subsections, we describe several tech-

niques that are instantiations of these three categories of anomaly detection techniques.

2.2.4.1 The Sequence-based Anomaly Detection Approaches

In this category a reference model or training database is assumed, containing only

normal sequences, and a test sequence is tested against the normal reference to detect

the anomalies. Several techniques are part of this group:

a. Kernel Based Techniques which use a similarity measure to compute similarity

between sequences (e.g., distance function) together with existing proximity-based

point-based anomaly detection techniques. The work of [120] also presented two

main distance calculation techniques for discrete sequences: the Simple Matching

Coefficient [126], and the length of the longest common subsequence[127].

Two point-based anomaly detection algorithms that have been used for discrete

sequences are k-nearest neighbor (KNN) based [128] and clustering based (e.g.,

k-Means [129], k-medoids [130], SVM [131]).

Clustering methods use the distance defined in space to separate the data into

homogeneous and dense groups (clusters). If we see that the point is not included in
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large clusters, it is classified as an anomaly. K-nearest neighbor method is based on

the concept of proximity. K nearest points have been considered based on certain

rules, that decide whether the object is abnormal or not. A simple example of such

rule is the distance between objects, i.e., the farthest object from its neighbors the

more likely it is abnormal.

In [130, 132], Budalakoti et al. use the length of the longest common subsequence

(LCS) as a similarity measure since it can compute the similarity between two

sequences of unequal lengths. Thus, given two sequences X and Y , of lengths m

and n respectively, they calculated the normalized LCS by the formula:

nLCS =
lenght(LCS)√

m.n

They proposed a clustering-based technique in which the training sequences are

first clustered into a fixed number of clusters using the k-medoid algorithm. The

anomaly score for a test sequence is then computed as equal to the inverse of its

similarity to its closest medoid.

Chandola et al. [127] proposed a KNN -based technique in which the anomaly

score of a test sequence is equal to the dissimilarity to its kth nearest neighbor in

the training data set.

b. Window Based Techniques [133], extract fixed length windows from a sequence

and assign an anomaly score to each window. Finally, the anomaly score of all

the windows is combined to obtain an anomaly score for the test sequence [134].

The anomaly score of the test sequence is the length of anomalous subsequences di-

vided by the length of the whole sequence. By analyzing a short window at the time,

window-based techniques try to localize the cause of the anomaly within one or a

few windows. This technique is used for example for detecting intrusion in operat-

ing system call [123, 124, 135] although the way to assign the anomaly score (i.e.,

lookahead paris [133], comparing against a normal dictionary like using Hamming

distance[124, 135], using a classifier such as HMM-based [136], neural networks

[137, 138], SVM [139] and rule-based classifier [140]) to windows and how they

combine the scores to obtain a global anomaly score for test sequence are differ-

ent. one of the biggest drawbacks of the window-based techniques is that they are

highly dependent on the length of the window (k) and finding an optimal value for
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the k is challenging. This technique also requires a large amount of memory to

store all unique windows and their frequencies.

c. Markovian Techniques:

Markovian techniques assign a probabilistic anomaly score to each event based on

the previous observations in the sequence. Such techniques exploit the Markovian

dependencies in the sequence. It exists several variants of the Markovian tech-

niques. For example, the fixed Markovian techniques (e.g., Finite State Automata

Based Techniques) use a fixed memory k to estimate the conditional probability of

observing a symbol of the test sequence [141]. The fixed memory k is the length

of the subsequence that is used to calculate the probability of a symbol. The log

average of the score vector is equal to the anomaly score of the given test sequence.

Two models Probabilistic Suffix Trees [142] and Interpolated Markov Models can

be used to compute the variable-length conditional probability of a symbol. For

example, Sun et al. [121] proposed a technique using the Probabilistic Suffix Trees

(PTSs). A PTS is a tree that represents the Markov chain using suffix trees as

an index structure. Each edge of the tree is a symbol. A subsequence is obtained

in each node using the path from the root of the tree to the node. Each node has

the frequency and conditional probability information. The PTS is created with the

training sequences and contains only the subsequences that have a frequency or

a conditional probability above a specified threshold. A likelihood measure is then

calculated for a test sequence using the conditional probabilities.

Another method is the Sparse Markovian Techniques. Eskin et al. [143] used

Sparse Markov Transducers (SMTs) which is similar to probabilistic suffix trees,

to estimate a probability distribution conditioned on an input sequence, in which

the utilization of wild cards ensures the sparsity of the input sequences.

Lee et al. [144] proposed a different sparse Markovian technique that uses a clas-

sification algorithm (RIPPER) [145] which is used to learn rules that can predict

the kth symbol given the first k − 1 symbols. During testing, the confidence score

associated with a prediction is used to obtain an anomaly score for every symbol of

the test sequence.

d. Hidden Markov model (HMM)-based techniques:
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The HMM technique are probabilistic models that transform the given input se-

quence from the symbol space to the hidden state space. The key assumption for

HMM is that the normal sequences can be effectively represented in the hidden

state space, while anomalous sequences cannot be. The HMM technique performs

very poorly on public data sets. The key reason for the poor performance of HMM is

that it assumes that the normal sequences can be represented with σ hidden states.

Often, this assumption does not hold, and hence the HMM model learned from the

training sequences cannot emit the normal sequences with high confidence. Thus

all test sequences (normal and anomalous) are assigned a low probability score.

On the other hand, HMMs are interpretable and theoretically well-motivated. Ap-

proaches that use HMMs for anomaly detection include [127, 146]. Florez et al.

[146] calculated the best-hidden state sequence of an HMM of a normal training

sequence by using the Viterbi algorithm [147], and utilized a threshold method to

distinguish the normal and abnormal state transitions. The anomalous score of a

test sequence is the average anomaly score of the state transition probabilities.

2.2.4.2 Contiguous Subsequence-based Anomaly Detection Approaches

Identifying anomalous contiguous subsequences in a long sequence is another important

problem in the area of the anomaly detection of sequences where an activity is being

monitored over a long period. A basic anomaly detection technique can be described as

follows: A long sequence is divided into subsequences of fixed k-length windows and an

anomaly score is calculating for each subsequence by comparing the subsequence to the

rest of the windows. The subsequences with an anomaly score above a threshold given

by the user are considered as anomalous subsequences. The length of k is an important

aspect of these techniques. Since the length of the "true" anomaly is not known a priori,

we do not know the length of k. If the length k is too small, the subsequences might have

high probabilities and some anomalies will not be spotted as anomalies. On the contrary,

if k is very large, the subsequences might have low probabilities and it will result in a

high number of false anomalies.

There are two major techniques developed for solving this problem. The first category

of techniques scores the windows differently, while the second category of techniques
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addresses the time complexity of the basic technique.

a. Window Scoring Techniques:

Several techniques can be used to calculate the anomaly scores of the subse-

quences. One possible technique for scoring the subsequences is to find how many

times the subsequence is present in all the k−length sequences (which means how

many times the subsequence is present in the long sequence). The anomaly score of

the subsequence is the inverse of this number. As said previously, the length k is re-

ally important. For example, if k is too high, it will be difficult to find exact matches

in the sequence. Keogh et al. [148] proposed a Window Comparison Anomaly De-

tection method that utilized the Compression-Based Dissimilarity (CDM) technique

to assign an anomaly score to each window. If the compression of a subsequence

and the long sequence has a low value, it means that the subsequence is normal. It

will indicate that the subsequence matches the rest of the long sequence. On the

other hand, if the compression between the subsequence and the long sequence

has a high value, the subsequence will be spotted as anomalous. The subsequence

will then not be similar to the rest of the sequence.

Another method was proposed by Keogh et al., called HOT SAX [149] in which sub-

sequences extract out of the given sequence using the sliding window, and then the

anomaly score of a window is calculated as equal to its distance to its kth nearest

neighbor. Distance between two sequences is measured using the Euclidean mea-

sure. One drawback of the nearest neighbor-based technique is that they involve an

additional parameter, k, which needs to be set carefully, though approaches such

as using the weighted sum of the distance to the k nearest neighbors to compute

the anomaly score can be used to reduce the sensitivity onk. Other techniques

prune the subsequences to reduce the execution time as the standard techniques

need O(l2)comparisons of subsequences, where l is the length of the long sequence.

Considering that most of the subsequences tend to be normal, the subsequences

that do not have an anomaly score high enough will be pruned [150]. It should be

noted that this pruning method guarantees the same result as the basic technique,

but can result in lower execution time. A similar approach is also applied to the

domain of medical data by Lin et al. [151]. The same authors propose the use of

Haar Wavelet-based transformation to make the previous technique more efficient
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[152, 153].

b. Segmentation Based Techniques:

Anomaly detection for contiguous subsequences based on fixed-length (e.g., length

k) windows has difficulties in choosing k, especially in the case that there are

different-length abnormal subsequences. If k is set to be very small, all k-length

windows might appear highly probable, resulting in high false-negative rates. If k

is set to be very large, all k−length windows might have a low occurrence prob-

ability, resulting in high false positive rates. To resolve this problem, Chakrabarti

et al. [154] proposed a technique to segment a sequence into different-length sub-

sequences based on Shannons Source Coding Theorem. The subsequences that

need the highest number of bits are defined as anomalous. Gwadera et al. [155]

designed a variable Markov chain method for sequence segmentation which can

also be employed similarly to identify anomalies.

2.2.4.3 Pattern Frequency-based Anomaly Detection Approaches

In this category, anomalies have been detected using the number of occurrences of the

test patterns. A test pattern is anomalous if its frequency in a test sequence is signifi-

cantly different from its frequency in a sequence known to be a normal sequence. The

basic pattern frequency-based technique calculates the anomaly score of a pattern as

the absolute difference between the frequency of that pattern in a test sequence and the

average of the frequencies of that pattern in the training sequences. The frequency of

the pattern that occurs in the test sequence is normalized with the length of the test se-

quence. The average frequency obtains with the training sequences is calculated as the

sum of each the normalized frequency of the pattern in each training sequence divided

by the number of training sequences. The normalized frequency is the frequency of a

pattern divided by the length of the long sequence. The problem with this method is

that only the exact matching patterns in the test sequence and in the training sequences

will be taken into account while calculating the anomaly score. If we are interested in

a long pattern, it might be more difficult to find exactly the same pattern in the training

sequences.
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A basic technique to solve the above problem assigns an anomaly score to the query

pattern, p, as the difference between the frequency of occurrence of p in the sequence

and the average frequency of occurrence of p in the sequences in all training sequences.

If the pattern is long, it is unlikely for the entire p to occur in a training sequence.

Another issue is that in many domains, it is reasonable to assume that the symbols of the

query pattern can occur interspersed with other symbols, and hence only considering

substring matches will miss such occurrences. To address these issues, the following

three variations of the basic technique have been proposed:

a. Substring Matching

Keogh et al. [156] proposed a technique using the subsequences of the pattern.

They count how many times a subsequence of the pattern occurs in a sequence.

They determinate the largest length l of the subsequences, such that every subse-

quence of length l of the pattern occurs at least once in the training sequences.

b. Subsequence Matching:

An issue with the previous technique is that counting the number of times subse-

quence of the pattern occurs as a subsequence in a long sequence is expensive. To

make the formulation more tractable, Gwadera et al. [155] counted the number of

all the windows containing the queried pattern as a subsequence. They divide the

sequence in different windows of a fixed length, where the length is bigger than the

length of the pattern. The pattern is considered present in a sequence if there is

at last one window where the pattern is found as a subsequence of one of the win-

dows. They determine how many windows of the sequence contain the pattern as a

subsequence. The anomaly score of the pattern is the absolute difference between

the number of windows containing the pattern in the sequence and the average

number of windows containing the pattern in the training sequences.

c. Permutation Matching Techniques

This technique counts the number of times any permutation of the query pattern

occurs as a noncontiguous subsequence in a sequence. Gwadera et al. [157] pro-

posed another approach as an extension to the subsequence matching technique
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Figure 2.1: Overview of existing anomaly detection research for discrete sequences.

[155] where not only the pattern can be detected as a noncontiguous subsequence

but also the order of the events (symbols) in the pattern is not important.

The biggest two issues of these techniques are computational complexity and scoring of

anomalies. Computing the anomaly score depends on the length of the sequence and the

length and number of sequences in a training set. So, in case of having multiple query

pattern, the total time to score all the query pattern is very high.

A technique called TARZAN [158] was proposed by Keogh et al. to address this problem.

in this technique, they used two suffix trees, one for the sequence, and one for each

subsequence in the sequence. In this case, the complexity is linear with the length of the

sequence.

Regarding the basic techniques, they assign an anomaly score to query patterns without

defining which pattern is anomalous. In the case of having multiple query patterns, the

top few patterns with the highest scores could be declared as anomalous. The problem

is with one query pattern. Gwadera et al. [105] address this issue by scoring the query

pattern using the z-score of the observed relative frequency. They assume that the rel-

ative frequency is generated from a normal distribution using sequences in the training

set. A threshold on the z-score is used to determine if the occurrence of the pattern p is

anomalous or not.

More recently, researchers have suggested Machine Learning approaches that most of

them require all the data to have accumulated before anomalies can be identified which

by modeling the expected user behavior using the task model, we have beaten this prob-

lem. Although, obstacles to achieving anomaly detection in real-time include the large
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volume of data associated with user behavior and the nature of that data [159], but us-

ing our method, we overcome this obstacle by subscribing to the Context Manager (a

middle-ware software) in order to be notified when the events related to the user daily

activity occur in the context. This way, we just receive the relevant events from the

Context Manager.

2.2.5 Position of This Thesis with Respect to the Anomaly Detec-

tion Literature

In our work, the inputs of the deviation analysis module are activity sequences and the

output is a label (Normal or abnormal), which later is granulated to more specific and

detailed types of anomalies. To detect anomalies in our discrete sequences (sequence of

events received from Context Manager), we used the sequence-based anomaly detection

techniques that compare the test data set with the task model (train set) in order to

detect the anomalies. Particularly, we used a similarity measure (LCS) to compute the

similarity between the receives sequences and the planned one.

Thereby, we developed an anomaly detection algorithm which compares the set of tasks

enabled in the task model (according to the current execution state of the model) and the

task associated with the sequence of the real events occurred in the context: if the latter

one does not belong to the first one or the time and the number of occurring event is not

based on the planned one, then a deviation occurs. Several types of deviations can be

identified as a result of this comparison. In this work, we use a similar method [112, 113]

using the fuzzy rule-based system to decide about the degree of the detected anomaly

and consequently the level of intervention needed. While in [113] they just considered

the user physical activity, our focus is on all the activities in the user routine behavior.

In addition, our method for detecting anomalies is different from the one in [112].

2.3 Personalized Persuasive Interventions

Improving healthy lifestyle behavior is an effective strategy to increase health-related

quality of life [160]. Ideally, health tools and systems for remote care should not only
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help in keep tracking of one’s health status but should also induce a positive change

to reduce risky health-related behavior. In this regard, persuasive technology-based on

pervasive computing has been proposed to improve human health and well being [161].

2.3.1 Persuasion Technology

Persuasive Technologies (PTs) are focused on influencing attitudes or behaviors. In a

sense, every research or technology described has something to do with influencing at-

titudes or behaviors, and could, therefore, be considered persuasive technology. The

concept of persuasion is based on psychological and sociological theories on behavior

and technology. A combination of self-tracking, goal-setting, and feedback in automated

interventions has been indicated by many to be an effective approach for increasing

healthy lifestyle behavior [162]. Self-tracking is defined as the practice of systematically

recording information such as behaviors, thoughts, and feelings about oneself. It encom-

passes collecting data and reflecting on it in order to acquire knowledge or achieve a

goal, such as behavior change [163].

On the other hand, goal-setting and feedback are components that can be provided via

so-called persuasive eCoaching [164] which is the use of technology during coaching

to motivate and stimulate the users to change attitudes, behaviors, and rituals. In

[165, 166], they describe such a persuasion technology used to design the persuasive

system to positively influence health behavior change. They build their model upon

earlier research by Fogg [167] which divides the persuasive components to the main 4

categories: primary task support, dialogue support, system credibility support, and so-

cial support. Primary task support refers to features that support the main goal that the

system helps users to achieve, and this is often supported by different features from the

dialogue support category, such as giving feedback, rewarding, or reminding. The most

applied model is the primary task followed by dialogue support [168].

To make this model more complete for persuasive eCoaching, some coaching compo-

nents that can be provided via technology can be added, namely educational coaching,

goal-setting, and feedback. The integration of self-tracking and feedback technology cre-

ates a great opportunity to develop a fully automated health feedback generation. self-

monitoring help us to gather and monitor the user’s daily routine behavior and detect
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their abnormal behavior which is more reliable than the user own memory. Moreover,

by using the information gathered through smart devices, we can generate real-time

personalized feedback.

2.3.2 Persuasion Strategies and Behavioral Changing Techniques

Used In Interventions

The Behavioral Change Techniques(BCTs) are theory-driven methods that are used in

behavior change interventions. A behavioral Change Technique is a process aiming to

influence a psychological determinant (i.e., a variable in people’s head). Behavior change

interventions’ can be defined as coordinated sets of activities designed to change speci-

fied behavior patterns [169]. There are a large number of interventions described in the

literature and have been ongoing efforts to categorize interventions into taxonomies.

Michie et al. divided these interventions into 93 hierarchically clustered techniques

(BCTs) into 16 groups[170]. In [171] behavioral support for smoking cessation is char-

acterized by BCTs. Forty-three BCTs were identified that classified into four functions:

1) directly addressing motivation e.g., providing, maximizing self-regulatory capacity or

skills, promoting adjuvant activities and supporting other BCTs. This taxonomy can be

reliably applied to specifying BCTs in treatment protocols and reports. This paper plus

another research about increasing physical activity and healthy eating [172] show that

these BCTs serve five of their intervention functions: education, persuasion, incentiviza-

tion, training, and enablement.

Hagger et al. refined (CALO-RE) taxonomy of Forty behavior change techniques builds

on initial work on classifying psychological techniques used in intervention to change

behavior, with a particular emphasis on physical activity and healthy eating [171]. The

taxonomy was based on [173] initial systematic development of a taxonomy of forty-three

behavior-change techniques. The CALO-RE taxonomy does not specify the theories from

which the techniques are derived but define a guide to which techniques may be adopted

to change physical activity behavior in interventions for the aim of identification and

classification[174]. Recent research on the components of behavioral interventions has

called for better intervention designs to isolate the individual components or techniques

that are effective in changing the behavioral outcomes [175].
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Fogg presents a new model for understanding human behavior. In the Fogg Behavior

Model (FBM), behavior is a product of three factors: motivation, ability, and triggers,

each of which has subcomponents. The FBM asserts that for a person to perform a target

behavior, he or she must (1) be sufficiently motivated, (2) have the ability to perform

the behavior, and (3) be triggered to perform the behavior. These three factors must

occur at the same moment, else the behavior will not happen. The FBM is useful in the

analysis and design of persuasive technologies. The FBM also helps teams work together

efficiently because this model gives people a shared way of thinking about behavior

change[176].

B.J. Fogg in his seminal work [167] discerns 42 strategies for persuasion and Oinas-

Kukkonen [177] built on Fogg’s strategies to develop 28 persuasive system design prin-

ciples. The six persuasive strategies developed by Cialdini are among the oldest and

most widely employed strategies [178]. These six strategies are: (1) reciprocity, the obli-

gation you feel to repay someone when they do something for you [179]; (2) commitment

and consistency, the urge you feel to be consistent with what you already agreed (or dis-

agreed) with; (3) social proof, the safety that is in doing what others are also doing; (4)

authority, the obligation we feel towards (ostensible) authority [180]; (5) liking, the ten-

dency to be more quickly convinced or persuaded by someone we like; (6) scarcity, the

desire to get things which are ‘special’ or limited or running out. The strategies of Fogg

and Cialdini are the inspiration for many of the strategies used in persuasive technology

research.

The COM-B is an abstract and simpler nature[169]. COM-B explains Behaviors based on

3 factors: capability, opportunity, and motivation. Capability is defined as the individual’s

psychological and physical capacity to engage in the activity concerned. It includes hav-

ing the necessary knowledge and skills. Motivation is defined as all those brain processes

that energize and direct behavior, not just goals and conscious decision-making. It in-

cludes habitual processes, emotional responding, as well as analytical decision-making.

Opportunity is defined as all the factors that lie outside the individual that make the

behavior possible or prompt it. The model not only considers that the 3 factors can indi-

vidually influence the behavior, but also that there can be an influence between compo-

nents of the system. For example, opportunity can influence motivation as can capability;

enacting a behavior can alter capability, motivation, and opportunity.
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Shelly Chaiken explains the heuristic-systematic model (HSM), which is a widely recog-

nized communication model to show how people receive and process persuasive mes-

sages. According to these models, persuasion may occur after either intense scrutiny

or extremely superficial thinking. The messages can be processed in one of two ways:

heuristically or systematically. In systematic processing, the individual is careful about

the content of the message. This kind of processing is more likely to be used when

messages are of importance or personal significance for the recipient of the message,

when the person already has strong attitudes towards the subject, and when one needs

to have mental activity. The heuristic processing requires a rather modest, subjective

effort. People who are not interested a lot in (or do not know much about) encourag-

ing messages, use Heuristic (for example, statistics that do not lie, "whatever, he is an

expert", or "people like me, they always have the right or saying the truth"). When a

message is ambiguous, recipients usually process heuristic. This heuristic processing

may influence the next systematic processing, and create attitudes consistent with the

meanings and concepts derived from the initial heuristic processing. These findings sup-

port the idea that high involvement leads message recipients to employ a systematic

information processing strategy in which message-based cognitions mediate persuasion,

whereas low involvement leads recipients to use a heuristic processing strategy in which

simple decision rules mediate persuasion.[181]

De et al, present PORTIA a computational model of persuasion that produces personal-

ized persuasion dialogues in the well-being and healthy eating domains. Their technique

is motivating and influencing the users in changing wrong behaviors or perform a given

action that combines the emotional and rational techniques by considering a restricted

set of goals relevant to the Healthy Eating domain. PORTIA is based on the distinction

between two phases: (i) reasoning to compute the degree of importance of the various

-rational and emotional- goals to the user and (ii) construct the arguments to express the

strategy selected by the Reasoner [182].

2.3.3 Personalizing Persuasive Health Recommendation

Persuasive technologies play an important role in improving and effectively employing

large scale, personalized interventions [176] to change behaviors. These technologies
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aim to enhance the user experience by taking into account users’ interests, preferences,

and other relevant information and they aim to modify user attitudes, intentions, or

behavior through different strategies [167, 177]. While both personalized and persuasive

technologies affect user interaction and behavior, we suppose that this effect could be

significantly increased if the two technologies were combined to create personalized and

persuasive systems.

For example, the persuasive power of a one-size-fits-all persuasive intervention could

be enhanced by considering the users being influenced and their susceptibility to the

persuasion being offered [183]. Likewise, personalized technologies can be more suc-

cessful in terms of user satisfaction if their services used persuasive techniques. Hence,

merging personalization and persuasion has the potential to enhance the impact of both

technologies.

In [184], they proposed three natural opportunities for personalization in persuasive sys-

tems: i) personalized assistive features that focus on monitoring and presenting infor-

mation about aspects of importance to a user in an easy and simple manner. Persuasive

systems are often unresponsive to the user’s preferences and fail to monitor user daily

activity with respect to parameters that are important for them. By incorporating per-

sonalization, which understands the desired goal and adaptively supports the user in

achieving this goal, the persuasive power of the system could be leveraged. They could

monitor on users’ behalf, provide guidance and support, or even provide encouraging

personalized feedback. An example of such tools would be a persuasive remote care

application which recommends a physical activity considering the user fitness routine,

exercise preferences, and location, with the aim of generating feedback that is appealing

to and achievable for that user;

Health behavior interventions have, for example, been used to give step-by-step instruc-

tions to users for performing their daily activities [185, 186]. The authors in [9] pro-

posed a COACH system for assisting individuals with dementia to wash their hands

through step-by-step audiovisual prompts. For estimating the level of dementia they

used a type of reinforcement learning (namely, a partially observable Markov Decision

Process (POMDP)). Based on the individuals’ ability to perform the task, they consid-

ered three interventions (assistance prompt with the task description, do nothing, call

caregiver). The main question was the effect of the personalization for each user with
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respect to the intervention choice and the step in which the user needs help to complete

the task. Personalization plays an important role in designing health interventions, as

the most effective persuasive and motivational strategies are likely to depend on user

characteristics, behavior, and context. The POMDP, however, is likely not to work well

if the dimension of the problem and the number of actions grows. Hence, the method

seems infeasible for large-scale problems involving large numbers of users and interven-

tion actions [187].

ii) personalizedmessages adapt the content displayed to an individual based on the user’s

preferences, tailored to the observed contextual conditions. Health behavior interven-

tions can be delivered at appropriate times (morning, evening), through the most appro-

priate medium (email, SMS), and according to the preferred frequency (daily, weekly).

In this way, in the previous remote care application example, the recommendations could

be delivered through contextualized just-in-time (JIT) messages [188], supported by ap-

propriate language, visual style, and multimedia content;

One example of a rule-based persuasive framework applied to mobile persuasive technol-

ogy is Just-in-time Adaptive Intervention (JITAI). This framework can be used to prevent

negative health outcomes and promote healthy behavior by adapting the intervention to

the dynamics of a user’s emotional, social, and physical contexts[189]. JITAI is based

on crisp decision rules that define how a given health mobile system is going to adapt

just-in-time to the stored health determinants of the user.

The framework of Just-In-Time Adaptive Interventions [19] has recently been put for-

ward to unify a number of decision making problems that arise in mobile health across a

variety of behavior change domains including physical activity [190, 191], eating disor-

ders [192], alcohol use [193, 194], mental illness [195], smoking cessation [196], obesi-

ty/weight management [197] and other chronic disorders [198, 199].

In addition, JITAI could benefit of the fuzzy rule-based system (FRBS) to model the vague-

ness of user behavior. In [200], authors propose the use of fuzzy rule-based systems

(FRBS) to define JITAI’s tailoring variables and decision rules. An FRBS is an artificial

intelligence system that uses fuzzy logic (FL) to handle vagueness in a given domain

knowledge through degrees of truth. Regarding behavior formalization and persuasive

technology, fuzzy methods have been successfully used for persuasive online marketing
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[201], as well as for the presentation personalization media adaption of online content,

using, for instance, fuzzy cognitive maps [202].

iii) and personalized strategies focus on responding to a user’s susceptibility to various

persuasive techniques and methods. A core area where the type of intervention itself is

adapted to a user’s personality, behavior, and susceptibility to various forms of persua-

sion [183]. There are multiple dimensions that the remote care application could poten-

tially personalize in this scenario, such as the credibility of the information sources, tone

and style of the intervention.

Other data analytic methods emerging in computer science are designed to continually

re-adapt; that is, update the JITAI decision rules to an individual over time as s/he expe-

riences the intervention. In cases where health behavior interventions aim to encourage

and support people to change their behavior toward a healthier lifestyle, exploring dif-

ferent strategies to find the intervention that is most effective for a single user is very

important.

To this end, a more scalable approach that is currently gaining popularity is the Multi-

Armed Bandit approach: the multi Armed Bandit problem provides a paradigm for se-

quential decision-making under uncertainty. Strategies to address this problem effec-

tively balance exploration —trying out new interventions —with exploitation —using the

intervention that we believe is best for the current user. There are five keys components

of JITAIs: decision points, decision rules, tailoring variables, intervention options, and

proximal outcomes. Contextual bandit algorithms can be used for personalizing JITAIs

[203]. The tailoring variables, such as GPS location, calendar busyness, and heartrate,

form the context. The intervention options are actions.

For instance, MyBehavior [204] is a personalized healthy lifestyle recommendation sys-

tem to help users toward healthier lifestyles regarding physical activity and dietary be-

havior. Here the authors used a decision-making algorithm based on a Multi-Armed

Bandit data analysis method to modify decision rules as user behavior changes in the

course of the intervention. MyBehavior uses sensor data to suggest a frequent behavior

(e.g., walking) when the person is in a particular location and life context (e.g., on the

way home after work). However, it also occasionally prompts infrequent higher-energy-

expending behaviors that the person does only rarely (e.g., running) to allow the data
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analytic methods to learn whether the person would repeat these behaviors. If the per-

son repeats these behaviors, the decision rule is modified so that the new, higher-energy

expending behavior is recommended (instead of walking) when the person is in a partic-

ular context (e.g., after work hours). Although their approach results in maximizing the

calorie loss in individuals, it still required manual entry of food photos.

Tewari and Murphy [205], introduce an approach for sequential decision making in mo-

bile health using contextual bandit algorithms. Bandit algorithms are used to learn poli-

cies that aim to maximize an immediate response to an action. This research focuses on

the speed with which an online learning method can learn optimal actions. The speed of

learning the optimal actions is important in mobile health since the aim is to provide the

most effective intervention support to the user as quickly as possible; they aimed to min-

imize user aggravation and disruption due to inappropriately-timed delivery of actions.

At each time point, the state/context is observed, then the online learning algorithm se-

lects the action, and then subsequently the reward is observed. This occurs repeatedly

and the critical question is, “After T such interactions, how close are the accumulated

rewards to the accumulated rewards in a setting in which we knew a priori, the optimal

actions?” The authors survey a variety of algorithms and the speed at which they learn

in different settings.

The MAB formalization has been used for personalized recommendation in other do-

mains too. For example, they have been used for stress reduction [206], learning action

selection for the student [187], modern service economy [207], suggesting personalized

news articles on Yahoo [208] and serving advertisement in Google [209].

2.3.4 Position of This Thesis with Respect to the Persuasive Inter-

vention Literature

In this area, the challenge is to develop intelligent applications that leverage the user’s

contextual information to deliver notifications without causing unpleasant interruptions

to recipients. The methodologies we utilized to develop the persuasion process com-

prises understanding current behaviors, detecting when the older adult is deviating from

the intended target, and, if so, deciding the best course of action to nudge the older adult

towards the target behavior. For this to be possible, the Persuasion Module must apply
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one of the 6 Cialdini’s’ principle persuasion techniques to promote changes.

Thus, the persuasion process derived from the JITAIs architecture, Fuzzy rule-based

system and contextual multi armed-bandit, has a fundamental pattern that repeats over

time is the following.

1. smart devices and sensors collect tailoring variables (i.e., the context, behavior

deviations/anomalies),

2. at a given decision point (i.e., when a true anomaly is detected) do,

3. a decision rule (or policy) maps the tailoring variables into an intervention option

(i.e., the persuasive intervention messages),

4. Context manager through the sensors records the proximal outcome (i.e., user feed-

back, interpreted as a reward. So higher is better),

5. done!

As a decision point, we use the time that a true anomaly has been detected. For interven-

tion options, we implemented an array of possible intervention messages and as tailoring

variables (i.e., information concerning the individual that is used to decide when (i.e., un-

der what conditions) to provide an intervention (e.g., intervention level, in our case.) and

which intervention to provide) we used fuzzy rule-based system to draw out the anomaly

degree along with Intervention level need for that anomaly. We considered three inter-

vention levels: No intervention and, Mild intervention (i.e., sending a notification) and

High Intervention (i.e., sending alarms to the caregivers or family members). decision

rules link the intervention options and tailoring variables in a systematic way. There is

a decision rule for each decision point. In our case, the decision rules are our policy im-

plemented based on the contextual multi-armed bandit formalization that decide which

intervention is the best for a specific user in a specific time. Once an intervention option

is chosen, a proximal outcome (i.e., reward) is obtained. our proximal outcome might be

the number of steps the person walked in the 1 h following the decision point.
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Chapter 3

System Architecture

In this chapter, after a brief overview of the architecture, we introduce the Just-In-time

Adaptive Intervention systems (JITAIs) framework, and, we explain why our work goes

under the classification of these systems. Afterward, we introduce the architecture of

our system in detail and discuss its different parts that aimed at adapting the just-in-

time personalized health suggestions to the user preferences. Our system is designed

to close the loop between the information flow from data acquisition to personalized

health intervention suggestions. We aim at verifying the users activity, detecting the

user anomalous behaviors and providing the right type of support, at the right time,

adapted to the dynamics of an individual’s context.

The 4-layer architecture proposed gathers first sensor readings from the environment

to model the user behavior using a task model specification and detects any significant

changes in the users’ routine in real-time. Then, it filters the result of the anomaly de-

tection by passing the detected anomaly, the type of anomaly and the criticality level of

the anomalous task trough a fuzzy logic system to find the true anomalies. Later, it gath-

ers user feedback and knowledge from previous interactions to choose the best action

knowing the user current state. The sensor readings can be used by both the activity

verification system to create higher level information and by the adaptive decision pro-

cess updating its reward function. In addition, the user daily behavior model serves as a

personalized knowledge base for detecting abnormal behavior. All this information has

been used to build a representative knowledge that will allow the system to adapt to its
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users’ preferences.

To address the decision-making process, we propose to implement a contextual Multi-

armed Bandit (cMAB) formalization in which the "context" represents: low level infor-

mation such as sensor readings, high level information such as detected currently per-

formed activities, and the users’ anomalous behavior. The chosen MAB policy will be

responsible of identifying the best action knowing the user current state. Detecting the

relevance of each context attribute (environment and user anomalous behavior) for each

possible intervention helps in generalizing the reward function and allows the system

to adapt to each individual. This architecture also enables the system to reduce false

alarms by combining the user context and detected anomalies, using a Mamdani-type

fuzzy rule-based system.

3.1 Just-in-time Adaptive Intervention Framework

The motivation behind using the just-in-time approach is grounded in the idea that tim-

ing plays an important role in older people’s life to determine whether support provision

will be beneficial. Here, the concept of timing is largely event-based, in that the an-

swer to the question “when is the right time?” is defined by events or conditions (e.g.,

when the individual forgets to take medicine) rather than by clock time (e.g., at 4 p.m.).

Such events/conditions are unexpected — they repeat irregularly, in a manner that can-

not be fully predicted. On the other hand, JITAIs operationalize the individualization of

the selection and delivery of intervention options based on ongoing assessments of the

individual’s internal state and context. Thus, the JITAIs system, addresses the unique

and changing needs of individuals, with the goal of achieving the best outcome for each

individual. Existing frameworks for the design of adaptive interventions [189, 203, 210]

highlight five components that play an important role in designing these interventions:

• decision points : A decision point is a time at which an intervention decision is

taken. In general, the decision points in a JITAIs might occur (a) at a pre-specified

time intervals (e.g., FOCUS [195]), (b) at specific times of day/week [211, 212]; or

(c) following random prompts [213]. However, in our method the decision point is

a time at which a true anomaly has been detected.
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• intervention options: An array of possible treatments or actions that might be em-

ployed at any given decision point and the type/source/amount of supports and the

media used for delivering these supports. Intervention options are designed to im-

pact mechanisms that underlie the health condition. In remote-care applications,

different types of interventions can be triggered depending on the deviation de-

tected. For example, the modification of the user interface (presentation/content/-

navigation) or the state of an appliance (light, fridge, ...); The activation of some

functionality; The generation of alarms (to highlight some potentially dangerous

situations), reminders (to indicate an activity that should have been accomplished),

prompt messages, explanation messages ; Providing persuasive suggestions (to en-

courage users to change their behavior), etc.

• tailoring variables: A tailoring variable is information concerning the individual

that is used to decide when (i.e., under what conditions which is intervention_level,

in our case.) and which intervention to provide.

• decision rules: The decision rules specify which intervention option to offer, for

whom, and when. In other words, the decision rules link the intervention options

and tailoring variables in a systematic way. There is a decision rule for each deci-

sion points. In our case, the decision rule is a cMAB algorithm that decides which

intervention is the best option for a specific user in a specific time.

• Proximal outcome: The short-term goals the intervention is intended to achieve

(i.e., minimize user anomalous behavior). In our case, these proximal outcomes

will be save as reward (user feedback).

As we mentioned before, decision points occur when a true anomaly is detected. For

intervention options, we consider an array of possible intervention messages and as

tailoring variables (i.e., user context that is used to decide when to provide intervention

and which intervention to provide), we use a fuzzy rule-based system to draw out the

anomaly degree along with intervention level need for that anomaly. We considered

three intervention levels: No intervention, Mild intervention (i.e., sending a notification)

and High Intervention (i.e., sending alarms to the caregivers or family members). There

is a decision rule for each decision points. Once an intervention option is chosen, a
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proximal outcome (i.e., reward) is obtained. For example, our proximal outcome might

be the number of steps the person walked in the one-hour following the decision point.

3.2 Just-in-time Adaptive Anomaly Detection and Per-

sonalized Health Feedback System Architecture

To describe the main components of our system and their inner connections, a four-layer

architecture has been used (see Figure 3.1). The first layer includes the elements that

concern modeling user context, user behavior, and sensing. In this layer, the system

builds the user’s daily routine model and maps each basic activity to the events in the

user context (which is constructed based on the available sensors at the user place) for

further analysis. The second layer comprises the recognizer (Activity Recognition). This

layer uses the mapped events in the first layer along with specific models to verify human

activities (e.g., sleeping, eating). Layer three takes as input the output of the recognizer.

In this layer, the system detects anomalies in user behavior. Finally, the fourth layer is

based on the feedback system, and it is responsible to make a decision about when to

intervene, how to select and deliver the persuasive personalized interventions. In this

layer, the detected anomalies along with the other components in the user context are

fused to define the degree of the detected anomaly and identify the level of intervention

needed for each specific user. Subsequently, the personalized intervention suggestion

engine using contextual multi-armed bandit formalization generates personalized mes-

sages to help the user increase their life quality.

3.2.1 Modeling Human Behavior for Activity Recognition

Modeling complex activities requires the characterization of the temporal dependencies

among their atomic activities. It is well-known that each individual often has a unique

style of performing the same complex activity, which may differ noticeably from the oth-

ers. To further complicate the matter, the same person might perform differently at a

different time or location. One such example is provided in Figure 1.1, where "preparing

breakfast" can also be performed in an alternative manner with only two atomic activities
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Figure 3.1: The Architecture of the System

involved (e.g., just by turning on and turning off the oven). This kind of inherent variabil-

ity of complex activities usually manifests itself in terms of the types of the underlying

atomic activities and their temporal relationships [214].

In this work, we define the task model, which represents the elderly routine daily ac-

tivities with the previously existing ConcurTaskTrees (CTTE) tool [79]. For simplicity,

seven activities of daily living (ADLs) have been considered. These activities include

sleeping, waking up, eating, toileting/showering, walking, cooking, and resting. Each

activity is associated with a criticality level (low, medium, high) personalized for each

user. The criticality level shows how vital/important is performing this activity for the

user. Activities in the CTT task model have a hierarchical structure and each activity

can be divided into one or more sub-activities. Although each task model can include a
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short term or a long term user activity (i.e., hourly, daily, weekly, etc.), users also can

have multiple task models to cover their routine activity. Meanwhile, task models can be

created by involving the relevant stakeholders (i.e., formal or informal caregivers and

technical developers) and the elderly themselves.

Later, through the "Association Tool", the activities (without any further sub-activities)

are mapped to the events in the user context. To this aim, we use a Context Model

containing the context events. These events are configurable based on the available sen-

sors in the elderly users’ homes. In case of having an activity associated with composite

events, these events are associated through the logical operators AND or OR. Therefore,

an activity will be considered performed only if all the associated events occur. This

association enables our system to recognize complex activities that should be detected

using multiple sensors, such as waking up (e.g., pressure sensors on bed AND wearable

sensors for detecting heart rate). So, effective processing and selection of meaningful

mapping between the sensors (events) and activities in the task model are necessary to

make them in a proper format for later use in the Deviation Analysis module. The output

association file is an XML list of mappings between activities and events in the user con-

text. Each event is associated with the unique event id and the source where the event

comes from. Further, we subscribe these events to the Context Manager (CM) [215] in

order to receive the notification each time an event occurs. Below, we explain in detail

all the components of the first layer.

3.2.1.1 Task Model

To develop a task model from an informal textual description, stakeholders first have to

start to analyze the description of the scenario, trying to identify the main tasks that

occur in the description and refer each task to a particular role. It is possible to specify

the category of the task in terms of performance allocation. In addition, a description

of the task can be specified, along with the logical objects used and handled. Reviewing

the scenario description, the stakeholders can identify the different tasks and add them

to the task list. When each user’s main tasks in the scenario have been identified, it

might be necessary to make some slight modifications to the newly defined task list. The

stakeholders can thus avoid task repetition, refine the task names to make them more
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meaningful, and so on. Once the list of activities to consider is ready, we can start to

create a hierarchical structure that describes the various levels of abstraction among

tasks. The final hierarchical structure obtained will be the input for the main editor,

allowing the specification of the temporal relationships and the tasks’ attributes and

objects.

The Task Models considered in this approach are stated according to the ConcurTask-

Trees (CTT) language [79] and are defined in terms of a hierarchical composition of tasks

connected by various temporal operators that describe the temporal relationships among

tasks (see figure 3.2). The followings are the list of the available temporal operators used

in CTT.

• enabling (>>): Specifies second task cannot begin until first task performed.

• disabling ([>): The first task (usually an iterative task) is completely interrupted by

the second task.

• interruption (| >): First task can be interrupted by the second one. When the

second task terminates then the first one can be reactivated from the state reached

before.

• choice ([ ]): Specifies two tasks enabled, then once one has started the other one is

no longer enabled.

• concurrency (|||): Tasks can be performed in any order, or at same time, including

the possibility of starting a task before the other one has been completed.

• order independency (| = |)):Tasks can be performed in any order, but when one

starts then it has to finish before the other one can start.

• iteration (
∗
t): Define a task which can be repeated in time.

• optionality ([t]): Tasks that can be optional, which means the user or the system can

perform them or omit them.

A task T is an activity that should be performed in order to reach a goal and can range

from a high abstraction level (such as deciding a way to prepare food) to a concrete,
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Figure 3.2: ConcurTaskTrees Environment

action-oriented level (such as "open the fridge door"). Basic tasks are elementary tasks

that cannot be further decomposed because they do not contain any control elements.

Each task in the task model is associated with some attributes. In particular, for our anal-

ysis, we exploit a time attribute that indicates the time (or the time interval) when the

task should be performed. In addition, CTT provides the designer with the ability to de-

fine how the task should be allocated (i.e., to the user, to the system, to their interaction,

or a combination of different types of allocation). In our case, since we consider tasks

whose performance is detectable through sensors and user interactions, we limit our

study to interaction and application tasks. In particular, the former refers to the tasks

involving interactions with any physical or digital appliance, while the latter indicates

the feedback from an application or action that happens without user interaction.

We consider a task model as composed of n tasks such as: Γ = {T1, T2, ..., Tn} which

defines the expected user behavior. In our method, a task can be represented formally by

a 6-tuple, T = <N, ι, θ, ξ, τs, τf>, where: N is a task name, ι defines the maximum number

of iteration of the task, θ is a boolean show the task optionality, ξ defines the criticality
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level of the task consists of {low, medium, high} and [τs, τf ] indicate the time interval in

which the task should occur. Given a set of tasks in a task model, the elementary tasks

may occur in many different orders according to the temporal operations between them.

Let Σ be the set of all possible sequence of elementary tasks permissible by the CTT task

model. Given an L ∈ Σ, L =< T1, ..., Tm > where ∀ i ∈ [1,m], Ti =̂ Tj for some j ∈ [1, n].

Definition 3.2.1. Given a general sequence L taken from the task model as L =<

T1, ..., Tm > and let 1 ≤ x < y ≤ m, we can define S and F as finite, non-empty sets

of start and final elementary task(s), as S ={T1, ..., Tx} and F ={Ty, ..., Tm}. This means,

users may have a choice of multiple tasks at the beginning and the end of the period

of time considered in the task model. For example, for the task model in Figure 1.1,

S={watching TV , walking} and F={read newspaper, listen to radio}.

Between each pair of tasks in both start (S) and the final (F ) sets, there is a choice [ ]

temporal operation which specifies two enabled tasks such that, once one has started

the other one is no longer enabled. Refer to the Figure 1.1, if Sara starts her day with

the "watching TV", the task "Walking" is not enable anymore and vice versa.

3.2.1.2 Association Tool

The association tool contains two parts, namely the list of elementary tasks and the con-

text model. This tool receives as an input the elderly task model and as an output pro-

vides an association file containing the mappings between the elementary tasks (which

are the tasks in the task model with any control element, see the left panel in Figure 3.3)

and the events in the context model (see the right panel in Figure 3.3). This is a solution

for connecting the expected behavior with the actual one.

The context model [215] contains the context aspects that can be detected in the user

context through the available sensors. It is worth pointing out that some elementary

tasks correspond to a single event (e.g., the "take the pill" task corresponds to the event:

"open pill" dispenser). However, there are cases in which the occurrence of one task

is detected through the occurrence of multiple events (e.g., the "showering" task, de-

pending on the available sensors, could correspond to multiple events: user presence =

bathroom AND shower sensor = on). Therefore, an elementary task is considered per-

formed only if, all the associated events occur. So, effective processing and selection of
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Figure 3.3: The association tool

meaningful events in the context model are necessary to have a proper format for later

input to the Deviation Analysis Module. The identification of the relevant events indicat-

ing task accomplishment should be done by involving the relevant stakeholders and the

elderly themselves. Stakeholders include formal or informal caregivers who know the

relevant tasks and technical developers who know the possibilities and features of the

available sensors. Thus, together they can identify the most appropriate associations.

At the user’s login in the Association Tool, a requests is made to know the context in

which the entire system is located: a request is sent to the RESTful API of the Context

Server to obtain the context model on which a user can create its own rules (e.g., "If the

user is in the bathroom = toileting"). These rules then will be subscribed to the Context

Manager containing the list of events extrapolated from the rules and a REST endpoint

so that it is informed when an event is verified.

3.2.1.2.1 Context-Dependent Behavior
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Figure 3.4: Initial context entities

The context-dependent behavior of the association tool is organized according to the

context model’s four main dimensions: user, environment, technology and social rela-

tionship. Each dimension is composed of various entities. The user is described in terms

of personal data (e.g., age, gender, education), position (i.e., relative or absolute) and

cognition (e.g., self-assessment value, emotional state, cognitive state, training results,

training time,etc.). The environment is defined in terms of date, time and ambient at-

tributes (e.g., light level, noise level, temperature, humidity, gas level, etc.). All dimen-

sions will be refined in the future depending on the actual features of the target contexts

of use (see Figure 3.4).

In order to properly support the specific, actual environment at hand, the context model

needs to be ‘populated’ in terms of the actual triggers available in the setting considered.

To this aim, at initialization time, the association tool asks the Context Server for the list

of actual objects, sensors, and devices available in the current context. According to

the information received from the Context server (there is a rest service in the Context

server for this purpose), the association tool is able to populate the panel dedicated to

the user context (i.e., the right panel in figure 3.3).
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3.2.1.3 Event Subscription

Formal and informal caregivers can describe the association between events and user

context entities through the association tool by mapping the events and the context

entities which compose a personalized activity (e.g., IF the user opens the pill dispenser

THEN she/he is taking the medicine). Those association rules are composed of Events

and Conditions that take into account the state of the Context Entities. For this reason,

the Association Tool communicates with the Context Manager (CM) by subscribing to the

defined activities and receives the notification each time an event occurs or a condition

is verified (i.e. in order to be informed when a rule is triggered). In Listing 3.1, you can

see an example of a message that Association Tool subscribes to the Context Manager for

a specific event, for example, user presence inside the kitchen. In the entityReference

element specifies the Path of the context entity linked to the event (there is a REST

service to get all the Path available in context). In line 32, we have to specify for each

rule the endpoint where we want to be notified when the event occurs (which in our case

is the Deviation Analysis module).

In this message, events are associated to a change in the state of a contextual entity. The

“event” part of a rule can be both an elementary event or a complex event (e.g., Boolean,

comparison or sequential operators). Instead, conditions refers to a persistent state of a

contextual entity. The "condition" in a rule can be either elementary (e.g., Boolean pred-

icates) or complex (composition of elementary conditions). If the subscription performs

correctly the CM send a verification message with the unique RuleId (see Listing 3.2,

line 4). It is important to save the ruleId returned by the context server, since it will

assign an id that can be different from the one inserted by you during the subscription.

3.2.1.4 Context Manager

Context-awareness plays a crucial role in smart home applications, it improves the pro-

ductivity of smart home as well as pervasive and mobile application [216]. The Context

Manager manages the context-awareness of the platform by collecting and analyzing the

contextual information coming from the environment/user/external sensors. It is a mid-

dleware Web-based application (Java Servlets, RESTful Web services) able to detect and

communicate the data in a logical structure to the other modules (deviation analysis,
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1 "ruleTypeList":[{
2 "event":{
3 "simpleEvent":{
4 "entityReference":{
5 "xpath":"position/relativePosition/@typeOfProximity",
6 "dimensionId":1
7 },
8 "constant":{
9 "value":"INSIDE",

10 "type":"STRING"
11 },
12 "operator":"EQ",
13 "eventId" :"1",
14 "eventName":"SimpleEvent"
15 }
16 },
17 "condition":{
18 "entityReference": {
19 "xpath": "user/position/relativePosition/@pointOfInterest",
20 "dimensionId": 1
21 },
22 "constant":{
23 "value": "KITCHEN",
24 "type": "STRING"
25 },
26 "operator": "GT"
27 },
28 "priority":1,
29 "id":1,
30 "name":"simple event presence"
31 }],
32 "adaptationEngineEndpoint":"http://xxx:8880/NewAdaptationEngine/rest/

DeviationModule/"

Listing 3.1: Example of Subscription to the Context Manager.
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1

2 "acceptedRules": [{
3 "ruleName": "simple event presence",
4 "ruleId": 2,
5 "ruleDbId": 103
6 }]

Listing 3.2: subscription verification from Context Manager.

persuasion module). The Context Manager (CM) [215] has a client-server architecture.

It is a software module composed of a number of context delegates (running on one or

more devices located in the environment where the user lives) and a context server. The

Context Delegates are software connected to the appliances and devices that update

the content (data, information) of the Context Server, which organizes the data into a

common vocabulary used for communication with other platform components.

The next phase begins when the Context Delegates send the new values collected by

the sensors to which they are connected to the Context Server (to dedicated REST end-

points). The Context Server proceeds to check all the subscribed triggers corresponding

to the entity of the context that has been updated: in the event that a trigger (in the

form of an event and/or condition) is satisfied, the Context Server will proceed to send a

notification to the AR module to analyze the performed activity.

Therefore, synchronous notifications are automatically sent by the context server to

modules that have previously subscribed (in our case, the Activity Recognition) for a

particular state or for changing one or more parameters (i.e. when an event occurs or a

condition is fulfilled). The advantage of the asynchronous approach is that the subscriber

module is not required to continuously query the context server for the current values

of the involved parameters. Thus, as soon as an event (specified in the association file,

here "user presence inside the kitchen") occurs, the Context Manager sends a notifica-

tion (see Listing 3.3) to the AR. The ruleId in Listing 3.2 will be used in the notification

that will be received from the Context Manager, to recognize the performed activity (as

you can see in Listing 3.3).

let ε be an event received from the CM. Each event ε is expressed as 5-tuple, < R,X, γ, υ, τ >

where in Listing 3.3,R (ruleId), is a rule number associated to the subscribed rule in As-

sociation file. Next element, X (xpath), indicates the event path in the context model,
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1

2 {
3 "ruleId": 2,
4 "xpath": "environment/ambientConditions/@presence",
5 "value": "true",
6 "dimensionId": 1,
7 "verified": true
8 }

Listing 3.3: Notification received from Context Manager.

γ (value) is a value of a state attribute associated with event, υ (verified) is a boolean

indicating whether the value is true or false and finally, τ defines the event time.

3.2.2 Online Activity Recognition

Our Activity recognition (AR) verifies the activities of daily living of older adults at their

homes. We verify activities, instead of inferring them, because our monitoring approach

is driven by routines, initially sketched by users in their environment. Monitoring is

supported by a lightweight sensor infrastructure, comprising non-intrusive, low-cost,

wireless devices. Specifically, our approach relies on the following key observation: as

people age their daily activities are increasingly organized according to a routine to

optimize their daily functioning. As a result, their activities do not need to be recognized

but should rather be verified. Deviations are a warning sign of degradation. Verification

is performed by applying a simple formula to sensor data (events) received from the CM,

for each activity of interest. The result value determines whether an activity has been

performed. Thenceforth, the AR sends the verified activity to the deviation Analysis

module.

Thus, we present the rule-based approach which extracts the activity from the simple

events. This model sets the conditions that lead to the composite activity, selecting the

primitive events and combining them according to a well-precise relationship. Most

ADLs are composed of a succession of simpler events. A composite activity is a high-

level activity composed of zero or more atomic events. The task of identifying so-called

composite activities from basic events relies on a set of rules that analyze and correlate

other events, considering the logical operators (And or Or) between these events. For

instance, "sleeping" may consist of "opening the bedroom door" AND "going to bed"
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Figure 3.5: The sketch of the Activity Recognition taken from IBM [1].

AND "turning off the light". When all these events associated with the activity "sleeping"

occur, regarding temporal relations, a sleeping activity considered to be complete.

A composite activity that uses the OR Boolean operator fires when any of its sub-events

fires. A composite activity that uses the AND operator fires when all of its sub-events

have fired. Each composite activity has a sub-event queue associated with it. The sub-

event queue might be empty or contain only the names of those sub-events that have

received and not been retrieved. So, each time the CM sends an event notification, the

AR, from the ruleId, retrieves the related user association file and the related activity

associated with the received event. Then, it checks the sub-event queue and controls the

logical expression between the sub-events in the queue. If all the necessary sub-events

(based on the logical expression AND and OR between them) have arrived, it means that

the activity has been completed. Figure 3.5 shows an example of all the activities that are

recognized by a particular set of events. Note that, two of them are composite activities

(namely A2 and A3). The sub-events’ queue for A3 contains the event e6, that triggers

A3. The sub-events’ queue for composite activity A2 contains the events e2 and e4 and it

will be fired when e3 arrives. Let us assume, for instance, that A2 is defined as "sleeping:

<enter the bedroom (e2)∧ laying down on the bed (e3)∧ turn off the light (e4) >", and, A3

as "taking the medicine: < taking syrup (e5)∨ taking the pill (e6) >". If the user behaves

in such a way to produce the sequence < e2, e4, e6 > (which corresponds to a situation
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in which the user goes to bed and only then remembers to take the medicine), the AR

module will recognize "taking medication" activity (A3) and will send it to the Anomaly

Detection module. Later, if the user goes back and lays down on the bed (e3), the AR

module recognizes the "sleeping" activity and only then triggers A2.

3.2.3 Deviation Analysis

The Deviation Analysis module receives two elements as input: i) the events occurred

in the current context (received from AR) and ii) the enabled task sets (produced by the

Task Model Simulator). The Deviation Analysis, through the real-time anomaly detection

algorithm, controls if any deviation has occurred. The algorithm compares the tempo-

ral order and the time of the received activity with the expected activity produced by

the task model simulator. When anomalies have been detected, the deviation analysis

module sends the output to the Persuasion module.

3.2.3.1 Task Model Simulator

We implemented a Task Model Simulator (TMS), which receives as input the elderly task

model, starts from the first elementary task enabled and communicates the list of tasks

currently enabled (based on the temporal operators between the tasks). This process

continues until it arrives at the final task in the task model. Indeed, the Task Model

Simulator acts as a function f : T 7→ ENT , which is a map where T is the currently

executed elementary task and ENT is the array of enabled tasks after the executed task.

For example, refer to the scenario in Figure 1.1, if the TMS gets as input the task "walk-

ing", then, based on the temporal operation between tasks, it communicates the list of

enabled task: " toileting, showering, Red pill", because after the user goes for a walk,

she can do the "morning hygiene" or "taking the Red pill" tasks in any order. Actually,

the main goal of the TMS module is to detect if the task corresponding to the event(s)

detected by the Activity Recognition module is one of those enabled according to the

temporal relationships between tasks in the task model.
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3.2.3.2 Anomaly Detection

The Anomaly Detection Algorithm, which is the core of the Deviation Analysis module

checks whether the order (by interacting with the Task Model Simulator) and the time

performance (as compared to the task model information) of the identified elementary

task comply with the expected behavior. If not, the algorithm specifies the time and the

type of anomaly encountered. A more detailed description of the algorithm mechanism

for detecting anomalies will be found in chapter 4.

The anomaly detection algorithm can confirm the presence of anomalies, but depending

on the user context the final situation may not be abnormal. Consider our example,

Sarah is supposed to take her medicine (e.g., red medicine for Cardiovascular disease)

at 8 a.m. and this medicine is highly critical for her. We assume that it is 9:01 and,

she forgot to take her medicine. We assume that the "emergency treatment" for the

elderly with Cardiovascular disease in a Hospital is legally defined as forgetting to take

their medicine for 60 minutes or more. In our example, Sarah, who forgot to take her

medicine for 61 minutes, gets the emergency treatment while another patient who was

56 minutes late gets virtually no treatment. The fuzzy theory could smooth out such

inequities by offering a sliding scale which matches the degree of sickness (which in

our work is the elderly health state: δanomaly and criticality level: means how vital is

that activity) to the degree of treatment (level of considered intervention). Two similar

patients with Cardiovascular disease would then experience similar "realistic" treatment

regardless of social, economic, or any other status.

3.2.4 Persuasive Health Feedback

Our persuasion module consists of a fuzzy rule-based that implements a decision-making

model system (see Figure 5.2) to recognize the true anomalies and an intelligent sugges-

tion engine, StreamingBandit (see [217]), the design of which is inspired by the contex-

tual multi-armed bandit (cMAB) problem [218].

We use a fuzzy rule-based system to decide about the degree of the abnormality detected

which results in identifying the level of intervention needed for the specific user. In our

scenario, if Sarah goes to bed at 10:30 and the "sleeping" activity is not very critical for
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her, a fuzzy rule can conclude that the patient state is normal; this is not a truly abnormal

situation, and she needs no intervention for now. These rules should be elaborated based

on expert opinions. So, in this phase based on the intervention level detected by the

Fuzzy system, the system decides whether to intervene or not (i.e., decision point).

The level of intervention can be categorized as "No intervention", "Mild Intervention"

and "Strong Intervention". After the true anomalies and the level of intervention have

been detected, the suggestion engine in the persuasion module by using the contextual

multi-armed bandit formalization tries to find the best intervention message (interven-

tion options in our case are messages) which is personalized based on the user context

(tailoring variables). This module dynamically learns what is the best action for each

individual based on the individuals’ context and their response to each action (decision

rule).

3.3 Communication Across the Platform Components

and User Application

To better understanding how the different components of the architecture work together,

we extend our "motivation scenario" in section 1.2 to the following one. Sarah is suffer-

ing from Mild cognitive impairment (MCI), her daughter Susan, was looking for a tech-

nical solution that could soften the impact of dementia symptoms on Sarah’s daily life

and improve her mother’s quality of life. We offered our solution to Susan. First, our

technical team allocated different sensors like, motion, temperature and humidity detec-

tion in every room in the user house, a sensor on a pill dispenser to control her daily

medicines and a sensor under her bed to monitor her sleeping routine. To understand

the Sarah’s location, they gave her a smartwatch and they connected this smartwatch

with the different beacons in different room to estimate her relative position and also to

measure her heart beat and her daily steps. In addition, they installed an application on

Sarah’s smartphone and tablet that enable her to receive the interventions via different

channel based on her preferences.

Susan has located her mother pills in the kitchen cabinet and she mentioned that it

is very vital for Sarah to take her medicines on time. When we ask Sarah’s doctor
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to give a number between 1 and 10 to the vitality (the criticality degree of the task)

of her medicines and the bed time, he relatively gave us 10 and 6. Based on these

information and with the collaboration of Sarah and her daughter, we created a task

model that describe Sarah’s daily routine. We did this task via CTT software. Each

task is associated with time interval, criticality level, optionality and etc. After that, we

mapped each task in her daily routine (e.g., taking medicine) to the sensors available in

the house and subscribe all the association rules to the Context Manager. For example,

for the medication the association rule is as follow.

Example 1 (association rule for medicine). If the user is INSIDE the KITCHEN and the

pill dispenser is OPEN = Taking medicine.

Now, it passes 1 week. In the morning she should take her medicine somewhere between

8 and 9 a.m after having breakfast. Instead, this morning she wakes up at 7:00, goes to

the kitchen, open the cabinet and open the pill dispenser to take her medicine. So, as

soon as she walks into the kitchen the context manager sends a JSON notification (see

Listing 3.1) to the AR module. The context manager is a middleware Web-based applica-

tion (Java Servlets, RESTful Web services), that notifies the activity verification module

(AR) via HTTP(S). It is worth notice that, in the real-time analysis, communication among

the various components is performed through REST services. The activity verification

module receives the notifications in JSON format (see Listing 3.3), retrieves the user

activity from the association file and in this case, it waits until the activity gets complete.

The AR finds 2 files (cooking and taking medicine) that both includes "user position =

kitchen". As soon as Sarah takes the second step and opens the pill dispenser, CM sends

another notification to the AR. At this point, AR identifies the "taking medicine" task as

"completed" and sends the activity to the Deviation analysis module.

The Deviation Analysis module back-end is implemented in PHP (i.e., the anomaly detec-

tion algorithm implementation) and its front-end part in HTML/JavaScript. This module

verifies if any deviation happens. In case the anomaly detection algorithm finds any

anomaly, it sends the detected anomaly to the persuasion module.

When the anomaly detection algorithm receives "taking medicine" as an input, it sends

the "taking medicine" task to the task model simulator. The TMS, refers to the task model

and checks the activity’s order and time. Based on Sarah’s daily routine, she should first
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have her breakfast and then take the medicine and it should happen between 8 and 9 a.m.

The algorithm checks also the optionality and the criticality level of the task. So, first the

algorithm detect the anomaly and mark it as Order and then as Difference-Early-time.

Finally, it combines both anomalies and outputs the final anomaly as Difference-Order-

Time (equation 4.11, that means user perform an activity in a wrong temporal order and

in a wrong time).

The algorithm sends the result to the persuasion module that is responsible for the

decision-making process. But, not all anomalies detected are true anomalies. The system

filters the anomalies through the fuzzy rule-based system and identifies the level of inter-

vention needed for that anomalous task. The inference system in fuzzy logic, maps the

input (task = taking medicine, criticality = 10, anomaly type = Difference-Order-Time)

space to the output space.

According to the rules in our system (which has been elaborated by experts) the level

of intervention needed for Sarah in this specific situation is "Medium" and it means

that we need to send an intervention message to Sarah. Now, the persuasion module

sends (via restful services) all information along with the user context to the intervention

generation engine (i.e., persuasion engine).

The persuasion engine, by using one of the well-known sequential decision-making for-

malization, contextual multi-armed bandit, chooses the best intervention (between all the

persuasive interventions created using Cialdini’s persuasive principle) for Sarah’s partic-

ular situation which is calculated base on her preferences and her historical context (i.e.,

based on her response to the former messages). This personalized intervention message

will be send to Sarah via the application former installed on her devices. This application

has been subscribed to the persuasion module to be informed about relevant interven-

tions (in this work, the application for receiving the notifications/alarms/reminders has

been developed in PETAL European project). The communication between the persua-

sion module and the Application is through the MQ Telemetry Transport (MQTT) pro-

tocol. The persuasion engine sends the intervention to the broker by publishing them

using a specific topic and the application will subscribe to the same topic in order to

receive them.

In listing 3.4, the $notificationMsg is the intervention message, the $notificationType
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1 msg =’{
2 "action":[
3 {
4 "invokeFunction":{
5 "input":[
6 {"value":{"constant":{"value":"’.$notificationMsg.’","type":"

STRING"}},
7 "name":"’.$paramName.’"},
8 {"value":{"constant":{"value":"NOTIFICATION","type":"STRING"}},
9 "name":"notificationMode"}],

10 "name":"’.$notificationType.’"

11 }
12 }]
13 }’;
14 $client = new MQTTClient("persuasion.notification.service","giove.isti.

cnr.it",1883);
15 $client->connect();
16 $client->publish($topic,0,"y",$msg);

Listing 3.4: Publishing the intervention messages via MQTT

could be a NOTIFICATION or an ALARM and $topic is the user’s application which re-

ceives the intervention. Thus, back to our scenario, as soon as Sarah opens the pill

dispenser, she receives a message as, Keep a “medicine calendar” that your doctor gave

you with your pill dispenser, and note each time you take a dose.

We chose MQTT because it is a publish/subscribe, extremely simple and lightweight

messaging protocol, designed for constrained devices and low-bandwidth, high-latency

or unreliable networks. The design principles are to minimize network bandwidth and

device resource requirements whilst also attempting to ensure reliability and some de-

gree of assurance of delivery.

These principles also turn out to make the protocol ideal for the emerging machine-to-

machine (M2M) or Internet of Things (IoT) world of connected devices, and for mobile

applications where bandwidth and battery power are limited. Since it is the application

that subscribes for a topic to the MQTT broker, there is no need to open and route

requests into the router. Thus we implemented the possibility to send the actions using

MQTT protocol by installing the MQTT broker called Mosquitto.

77



3.4 Chapter Summary

The present chapter provides a 4 layers "just-in-time adaptive intervention" architecture

to close the loop between user event log data and personalized health intervention rec-

ommendation. This architecture supports the unique and changing needs of individuals

to achieve the best outcome for each. Our architecture has three main features: be-

havioral support that directly corresponds to a need in real-time; content or timing of

support is adapted or tailored according to input collected and detected by the system;

support is system-triggered. To this aim, the first and the second layers include the ele-

ments that concern modeling user behavior, sensing and verifying their daily activity. On

the other hand, the third and fourth layers are responsible for detecting any significant

changes in their daily routine and issue personalized health feedback.

This architecture is capable not only to support the implementations of the remote care

applications in smart homes but has the potential to support various fields, such as mod-

eling erroneous behavior to improve the safety of human-interactive systems based on

where and how human behavior diverges from a task model [20], designing and assess-

ing interactive systems [21],(in first 2 layers) and also the implementations of personal-

ized recommendation systems that analyze the user behavior [187, 206–209].
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Chapter 4

Real-time Anomaly Detection

For healthcare professionals, it is significant to determine the accurate health status of

a remotely located patient or an aged person, so that when there is a need, appropriate

treatment is vetted in a timely manner. Though, there are many studies addressing

anomaly detection in user behavior, there have been few contributions address the issue

of detecting possible deviations from expected users’ routines at the abstraction level

considered in our work. Furthermore, deviations could become manifest in the different

ways based on the activity type, place, time and the duration compared to the expected

one.

In addition, time plays a serious role, because some anomalies need longer time-span to

consider as a serious, risky situation and some are detectable immediately. For example,

going to the bathroom is not a risky situation by itself but if the older people repeat

this activity too frequently in a day, it can be an initial symptom of health problem. In

this study, by using the profiling strategy, we focused on detecting behavioral “changes”

of occupancy’s usual lifestyle pattern which could involve the changes in different con-

textual aspects, such as spatial (location), temporal (time and duration), time’s order,

activity’s order, health’s status and more.
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4.1 Anomaly Classification

It is an unequivocal fact that whenever a human is involved in an activity, human error

will occur at some point as the Roman philosopher Cicero cautioned “It is the nature

of man to error”. Errors are the result of actions that fail to generate the intended

outcomes. They are categorized according to the cognitive processes involved towards

the goal of the action and according to whether they are related to planning or execution

of the activity.

The two leading general taxonomies for classifying, and modeling human behavior are

Generic Error Modeling System (GEMS) [219] and phenotypes of erroneous action [220].

Hollnagel describes how erroneous behaviors observably manifest as deviations from a

plan of action. He proposed a clear distinction between the phenotypes (manifestations)

and the genotypes (causes) of erroneous actions. In his opinion an actions by human op-

erators can fail to achieve their goal in two different ways: The actions can go as planned,

but the plan can be inadequate, or the plan can be satisfactory, but the performance can

still be deficient.

GEMS categorized the possible human behavior mistakes in 3 types (see Figure 4.1):

rule-based, knowledge-based and slip based mistakes. If the user is aware of the prob-

lem, we can bring in the play the rule-based and knowledge-based performance but, if

the user has the knowledge about how to perform the activities, slips are supposed to

occur, and such analysis can be supported by a "task model". In a familiar and antic-

ipated situation, people perform a skill-based behavior. At this level, they can commit

skill-based errors (slips or lapses). In the case of slips and lapses, the person’s intentions

were correct, but the execution of the action was flawed - done incorrectly, or not done

at all. This distinction, between being done incorrectly or not at all, is another important

discriminator.

When the appropriate action is carried out incorrectly, the error is classified as a slip.

When the action is simply omitted or not carried out, the error is termed a lapse. “Slips

and lapses are errors which result from some failure in the execution and/or storage

stage of an action sequence.” Reason refers to these errors as failures in the modality of

action control: at this level, errors happen because we do not perform the appropriate
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Figure 4.1: Execution and planning failures adapted from Rasmussen

attentional control over the action and therefore a wrong routine is activated.

4.1.1 Possible Task-related Anomalies in Elderly Behavior

As already mentioned, an anomalous situation is characterized by a dissimilarity be-

tween the observed situation (derived from sensors in the current user context) and the

expected one (σ ∈ Σ) described in a task model. The identified deviation could be char-

acterized by different degrees of severity and could be the sign of various situations

such as the beginning of an unhealthy habit, the insurgence of an illness or even a se-

rious physical/mental decline. Thus, analyzing the behavior of the elderly can be useful

to highlight trends as well as giving recommendations and health-related reminders to

them.

In Reason’s taxonomy [219], slips (i.e., the user has the knowledge about how to perform

the activities) occur due to attention failures and can manifest as omissions, repetitions,

and commissions. However, based on the analysis of the example scenarios (the possible

anomalies in the elderly routine such as missing or repeating some critical tasks), and

considering that the time and the order of task performance in elderly routines play an

important role, our method models these slips in a more systematic categorization of the
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various types of deviations.

In Reason’s taxonomy, slips can manifest as omissions, repetitions, and commissions.

However, based on the analysis of the example scenarios and considering that the time

and the order of task performance in elderly routines play an important role, our method

models slips in a more systematic categorization of the various types of deviations. In

addition, our detailed classification of different anomaly types also helps to converge

more rapidly to the right anomaly identification and also demonstrate the reason behind

each deviation.

We considered two types of classifications for the different grades of anomalies: i)

anomaly in complete sequences and ii) in partial sequences (prefixes) of elementary

tasks (P = <T1, ..., Tp>, and, P ∈ σ). In the former, anomalies are defined based on the

whole sequence (for example at the end of the day) and in the latter, the different degree

of anomalies are considered for the partial sequences (from the first activity received

till the current performed activity. Figure 4.2 shows an example of prefix sequences.).

Using the general anomaly classification for the partial sequences can cause many er-

rors before converging on the right classification, the more detailed classification also

helps to converge more rapidly on the right classification and in addition demonstrate

the reason behind each deviation. In formalizing such classification, we used the binary

symbol (◦) to combine two strings. For example, if P =< A,B > and p′ =< C,D > ,

P ◦ P ′ =< A,B,C,D >.

The general classification of the anomalies considering the whole sequence (sequence

P ) is as follows:

Less: A task that was expected has not been performed. Thus, P is Less and t is a

missing task if:

P /∈ Σ ∧ P =< P1 ◦ P2 > ∧ ∃σ ∈ Σ : σ =< P1 ◦ T ◦ P2 > (4.1)

More: A task has been performed more than expected time. Hence, P is More and T is

an extra task if:

P /∈ Σ ∧ P =< P1 ◦ T ◦ P2 > ∧ ∃σ ∈ Σ : σ =< P1 ◦ P2 > (4.2)
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Difference: The tasks considered have been performed differently from what the de-

signer intended in the task model. So, P is Difference and t is a task out of its order

if:

P /∈ Σ ∧ P =< P1 ◦ T1 ◦ T2 ◦ P2 > ∧T2 /∈ ENT1

∃σ ∈ Σ : σ =< P1 ◦ T1 ◦ T3 ◦ P2 > ∧T3 6= T2

(4.3)

No-Anomaly: A task has none of the above conditions.

P ∈ Σ (4.4)

As we defined in section 3.2.1.1, σ =< T1, ..., Tm > is a sequence of tasks planned by the

user and given h ≤ m, σ′= < T1, ..., Th > is a subsequence from σ. For finding the anoma-

lies in the partial sequences, each time the Deviation analysis send an elementary task

to the algorithm, it compares the partial sequence P with the σ′. It is worth to mention

that, the tasks time are embedded in them and the ascending relationship between tasks

time has been preserved means: Ti ◦ Tj = T t1
i ◦ T

t2
j ⇒ t2 > t1.

Given P /∈ Σ, the anomalies in the partial sequences are categorized as:

• Less_Partial: An event that was expected to be carried out, has not been per-

formed in the partial sequence.

p =< P1 ◦ Ti > ∧∃σ ∈ Σ : σ =< P1 ◦ Ti−1 ◦ Ti ◦ P2 > ∧

@σ′ ∈ Σ : σ′ =< P1 ◦ Ti ◦ P2 > for any P2 ∧ current− time > τf (Ti−1)
(4.5)

• Difference-Early-time: An event that was expected to be carried out in certain

interval of time, has been performed before its starting time.

p =< P1 ◦ T t ◦ P2 > ∧∃σ′ ∈ Σ : σ′ =< P1 ◦ T ◦ P2 > ∧ t < τs (4.6)

• Difference-Later-Time: An event that was expected to be carried out in certain

interval of time, has been performed after its completing time is finished.

p =< P1 ◦ T t ◦ P2 > ∧∃σ′ ∈ Σ : σ′ =< P1 ◦ T ◦ P2 > ∧t > τf (4.7)

83



• More-Order: An event is performed more times than expected one and out of its

order.

P =< P1 ◦ Ti ◦ P2 ◦ Tj >: Ti = Tj ,Tj /∈ ENTj−1
∧

∃σ′ ∈ Σ : σ′ =< P1 ◦ Ti ◦ P2 ◦ Tk > ∧Tk 6= Tj

(4.8)

• More-Number: An event is performed more times than expected one, in its time

interval and order.

P =< P1 ◦ Ti ◦ Tj ◦ P2 >: Ti = Tj ,∃σ′ ∈ Σ : σ′ =< P1 ◦ Ti ◦ P2 > (4.9)

• Difference-Order: An event has been performed in a wrong temporal order.

P =< P1 ◦ T1 ◦ T2 ◦ P2 > ∧ T2 /∈ ENT1 ,∃σ′ ∈ Σ : σ′ =< P1 ◦ T1 ◦ T3 ◦ P2 > ∧T3 6= ε2

(4.10)

• Difference-Order-Time: An event considered has been performed in a wrong tem-

poral order and at a wrong time.

P =< P1 ◦ T t ◦ P2 ◦ P3 > ∧ ∃σ′ ∈ Σ : σ′ =< P1 ◦ P2 ◦ T ◦ P3 > ∧ ∧ t /∈ [τs, τf ] (4.11)

As we referred before, as the partial sequence evolves (with the occurrence of each

new observation), the output of the anomaly detection (and thus the potential anomaly

already identified) may change or it may remain the same. For example let σ =<

A(t1−t2), B(t3−t4), C(t5−t6), D(t7−t8) > be a sequence of activities which describe the user

expected routine, where [t1, t8] is the time interval of the activities performance. Thus,

given P =< A(t0), B(t3) > as a partial sequence, we have Difference-Early-time anomaly

on task A. Assume that at t4, user performs activity A again. So, the partial sequence

becomes P =< A(t0), B(t3), A(t4) > and subsequently the anomaly type of A changes to

More-Order based on Equation (4.7). As you see in Figure 4.2, the activities’ anomaly

type (e.g., A) may change over time as the partial sequence get completed.

Disjoint anomalies cannot happen at the same time. In other words, they are mutually

exclusive. For example, we suppose that Sara should take her Red pill at 8:00 AM before

breakfast. If she takes her pill at 9:00 AM but still before the breakfast, we encounter
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Figure 4.2: The example of task-related anomalies

the "Different-Later-Time" anomaly, which at the same time it cannot be a "Different-

Early-Time" (a task cannot be performed before and after its expected time at the same

moment), "Less" (because it requires that task has not been performed at all), "More"

(requires task has been performed in its time interval but repeatedly) and "Different-

Order" and "Different-Order-Time" which require the violation of the task order.

lemma 4.1.1. Anomalies in Equation 4.4- 4.10 are pairwise disjoint. Given P as a partial

sequence, P cannot have two or more classification of the anomaly on the same Task at

the same time.

Proof. We prove our statement by contradiction. Let σ =< A(t1−t2), B(t3−t4), C(t5−t6) >

be a sequence of elementary tasks. We assume, at t2 we have a partial sequence P as

< A(t1), B(t2) > and task B has two kind of anomalies Difference-Order (Equation 4.9)

and Difference-Early-time (Equation 4.5) at time t2. So, based on Equation (4.5) : B ∈

ENA, t2 < t3 and based on Equation (4.9) : B /∈ ENA , t2 ∈ [t3, t4], which obviously,

t2 < t3 but t2 /∈ [t3, t4] and also, task B cannot be enabled by task A and at the same time

not be enabled by task A. Thus, task B at t2 has just Difference-Early-time anomaly. The

other cases given by all the possible combination of these 7 cases (Equation 4.4- 4.10)

have a similar proof. Since these proofs are straightforward they are omitted here.
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4.2 Online and Personalized Anomaly Detection

Trough the events received via the Context Manager, the online AR module recognizes

the activity associated to the elementary task in the task model and sends it to the De-

viation Analysis module. The Deviation Analysis, in turn, through the real-time anomaly

detection algorithm controls if any deviation has occurred. The algorithm by using the

information in the user task model and the task model simulator (TMS), extracts the

personalized context of each user activity in one hand and the temporal relationship be-

tween the received activity (associated with task in the task model) and the enabled task

before and after the received activity on the other hand, to control if any deviation is

happening in terms of time, order and the number of times an activity is repeated.

4.2.1 Real-time Anomaly Detection Algorithm

As each activity (associated with elementary task in task model and received via AR

module) occurs over time, the Anomaly Detection Algorithm (see Algorithm 1), starts

to construct a sequence (σ) permissible by CTT user task model (which is the expected

user behavior), using the currently received activity and the information generated by

the Task Model Simulator (TMS). Sequence σ is one of the possible sequences of tasks

with respect to the temporal operators between tasks in the user task model and serves

as ground truth to be compared with the current received partial sequence (P ) to find

the anomalies.

As soon as the algorithm receives as input an activity, it starts to check the time in-

terval of the received activity (defined in the task model). Line 2 and 3 check if the

Equation (4.5) holds - means that the task is happening before its planned time interval-

marks it as Difference-Early-Time and if the Equation (4.6) holds - means that the task is

happening later than its planned time interval- marks the task as Difference-Later-Time.

The next step, it checks if the received activity has happened before. So, line 4 controls

if in the partial sequence P , there is any task equal to the currently received elemen-

tary task, if yes, controls the maximum number of iterations allowed for that task, if the

threshold has been violated marks the task as More and deletes it from the sequence P .

As we have already mentioned, our algorithm makes the user planned sequence σ step
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ALGORITHM 1: Anomaly detection

Data: Detected activity (associated to elemetary task) : Ti
Result: Anomalous task T

1 while i < n do
2 if Ti.t > τf then marks Ti as Difference-Later-Time
3 if Ti.t < τs then marks Ti as Difference-Early-Time
4 Dup← Delete_Duplication(P ) and marks Dup as More
5 constract σ by using (P, S, F ) and marks Dif and Les as Difference and

temporary-Less
6 while flag == true do
7 for ∀i ∈ [0, n− 1] do
8 swapcount← 0 // number of time we swap the tasks

9 F _error ← 0 // number of times we encounter nonswappble tasks

10 if Ti /∈ ENTi−1 ∧ Ti−1 ∈ ENTi then Swap (Ti, Ti−1); swapcount++
11 else F − error ++

12 end

13 end
14 if swapcount > 0 then Flag = true else Flag = false
15 if F _error > 0 then // there exist 2 non-swappable tasks

16 Sp ← FindShortestPath (Ti−1, Ti)→ σ =< P,Sp, Ti >
17 Delete_Duplication (σ)
18 Temporary − Less← |σ − P |
19 difference1← |LCS(P, σ)− P |
20 difference2← |LCS(σ, P )− P |
21 Difference← difference1 ∪ difference2

22 end
23 if ∃T ∈ Less ∧ current− time > T.τf then T.anomaly → Less-Partial
24 if ∃T ∈ Difference-Later-Time ∪ Difference-Early-Time ∧ ε ∈ Difference then

T.anomaly → Difference-Order-Time
25 if ∃Ti ∈ Difference, Ti /∈ ENTi−1 then Ti.anomaly → Difference-Order
26 if ∃T ∈ More ∧ Ti /∈ ENTi−1 then T.anomaly → More-Order else

T.anomaly → More-Number

27 end

by step. As the first step, at line 5 the algorithm finds the start and the final tasks in the

task model and inserts/shifts them at the start and the end position in the sequence σ as

σ =< S, P, F >. Therefore, the algorithm controls whether the sequence P includes any

member of the start (S) and the final (F ) tasks in the task model. If any member in S and

F exists in P but not at the start and the end of the P (see ds and df in Listing 4.1), it

shifts them to the start and the final position in the σ and marks these tasks ( see Dif in

Listing 4.1) as Difference. While, if any member of S or F does not exist in P (see ls and

lf in Listing 4.1), it inserts the start and the final task(s) at the start and the end of the

sequence σ and marks these tasks (see Les equation in Listing 4.1) as Temporary-Less.

Further, the algorithm (line 8-11) checks if the currently received activity corresponds
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2 ds =
{
Ti ∈ P : Ti ∈ S ∧ ∃ Tj /∈ S, Tj ∈ P j < i

}
3 df =

{
Ti ∈ P : Ti ∈ F ∧ ∃ Tj /∈ F, Tj ∈ P j > i

}
4 Dif = ds ∪ df
5

6 ls =
{
Ti ∈ S : Ti /∈ P

}
7 lf =

{
Ti ∈ F : Ti /∈ P

}
8 Les = ls ∪ lf

Listing 4.1: Set the start and the final task

to one of the enabled task/s of the last task in the sequence P . If so, the received ac-

tivity was the expected one (according to the task model), then the process iterates in a

similar manner for the next activity receives from the AR. Otherwise (i.e., Equation 4.3),

it controls the opposite order to see if the previously performed activity corresponds to

an enabled task of the currently received activity. If yes, it swaps two consecutive ac-

tivities (which are not in the right order) in order to make the user a planned sequence

(σ). While, if none of the above conditions were applicable, it means there are miss-

ing task(s)/activities between the currently received activity and the last activity in the

partial sequence P .

For finding these missing tasks (line 16), the function FindShortestPath() takes in input

these two successive activities (that are not swappable) and finds the shortest paths

between them. Then, it fills up the distance between these two activities by the missing

tasks and deletes the repetitive tasks (line 17) in the new sequence if there is any. Later,

by comparing the sequence P and the planned sequence σ, it finds any missing tasks and

marks them as Less (line 18).

Now, we have a complete planned sequence σ. Next, the Longest Common subsequence

(LCS) function finds the longest subsequence common between two sequences (σ, P ). It

compares the result of the LCS with P and saves the output (if it is any) as difference1.

Later, it repeats this process by switching the parameters as LCS(P, σ) and compares

the result with the partial sequence P and saves the output as difference2 (line 19-20).

Later,at line 21, it merges the result of difference1 and difference2 and mark them as

Difference.

The last step is announcing the final decision about the anomaly type of the received

activity (lines 23- 27). In this step, the algorithm checks first the tasks which are marked
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as Temporary-Less, if the current time is greater than the end time in their predefined

interval (t > τf ), the algorithm saves these tasks as a Less-Partial anomaly. Otherwise,

they remain marked as Temporary-Less for future analysis. If the tasks which have been

marked as Difference-Early-Time or Difference-Later-Time are even marked as Differ-

ence, their anomaly becomes Difference-Order-Time, otherwise, their anomalies remain

the same.

For the tasks that are marked as Difference, the algorithm checks again the Equa-

tion (4.9) and if it is true, it announces these tasks as Difference-Order. And finally,

if tasks which are marked as More are not enabled by their previous task (Equation 4.9),

announces them as More-Order, otherwise, they are More-Number.

4.2.2 Simulation Studies

In this section, we empirically demonstrate the performance of the algorithm. For mon-

itoring the result of the algorithm, we developed a tool using JavaScript, JQuery and,

PHP. The algorithm is implemented in PHP 7.0 language and evaluated on a PC with

Intel Core i5 CPU.

It is worth noting that, two different rounds of simulations have been carried out in this

study. In the first round, we considered a short-term user activity (a day) and we created

a task model containing the one-day daily routine program of the elderly. In the second

round, we created a complex task model containing a whole week routine of the elderly.

It means that the user has a different program during the week and over the weekend.

We considered these two different simulations to show that the algorithm is not limited

to the short and fix time frame, as it can detect anomalies concerning the task model.

If the task model is extended to cover a longer period, say a week, the algorithm will

work accordingly. We put the result of these simulations separately in section 4.2.2.1

and section 4.2.2.2.

In order to have a systematic analysis of the algorithm capability to detect the anoma-

lies, we carried out a laboratory evaluation by simulating the partial task sequences

composed of activities received from the AR module. We adopted the following simula-

tion methodology:
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1. Preparation of the ground truth. To this aim, we created two task models, one

considering one day and the other one spans a week (i.e., the user follows the

same routine during the weekday and a different routine on the weekend. For

example, the user goes to the church on Sunday). In the second task model, the

activities of a weekday have different order and time intervals [Ts, Te] from those on

the weekend. In these example task models, the routine includes activities such as

taking medicine, showering, cooking, sleeping, outdoor activity. Moreover, multiple

activities can be freely chosen or performed concurrently.

2. Simulation of the user normal behavior.

By using the task model simulator (which is a component enable in CTT that sim-

ulates all the possible user behavior based on the temporal operations among ac-

tivities in the task model), we obtain 10000 normal sequences for the first round

and 100 sequences for the second round of simulation. Afterward, the simulator

allocates a timestamp (t ∈ [Ts, Te]) to each activity in each sequence.

The normal sequences Σ serve as a ground truth for the system performance val-

idation. Thus, an activity sequence σ on Σ can be formally express as a triple

(σ, Ts, Te), where: Ts <= Te and Ts is the starting time, and Te is the ending time,

and σ =< (A1, t1), (A2, t2), ..., (An, tn) > is an ordered sequence of activities such that

Ai ∈ Σ for all i = 1, ..., n, and ti <= ti+1 for all i = 1, ..., n− 1, and Ts <= ti <= Te for

all i = 1 to n.

3. Simulation of the user anomalous behavior. We generated the anomalous

sequences (Σ1) obtained by manipulating the Σ and applying one of the anomalies

described in section 4.1.1. To this aim, the anomalous sequences simulator takes

as input all normal sequences in Σ and from each sequence, σ ∈ Σ selects randomly

an activity and applies one of the anomalies. Meanwhile, the duplicated sequences

are deleted.

So, given σ ∈ Σ and σ1 ∈ Σ1, the generator produces the anomalous sequences as

follow:

(a) Less: Randomly omits an elementary task/event from each sequence in Σ.

Given σ ∈ Σ : σ =< P1 ◦ T1 ◦ P2 >⇒ σ1 ∈ Σ1 : σ1 =< P1 ◦ P2 >.
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(b) Difference-Early-time: Randomly chooses an elementary task/event from each

sequence in Σ and anticipates task time one minute before its starting time

(τs). The change is made in such a way to still respect the order of the tasks.

Given σ ∈ Σ : σ =< P1 ◦ T t1
1 ◦ T t2

2 ◦ P2 >⇒ σ1 ∈ Σ1 : σ1 =< P1 ◦ T t1
1 ◦ T

t2−1

2 ◦ P2 >.

(c) Difference-Later-time: Randomly chooses an elementary task/event from each

sequence in Σ and brings the task time one minute after its final time (τf ) with

respect to the order of the tasks.

Given σ ∈ Σ : σ =< P1 ◦ T t1
1 ◦ T t2

2 ◦ P2 >⇒ σ1 ∈ Σ1 : σ1 =< P1 ◦ T t1
1 ◦ T

t2+1

2 ◦ P2 >.

(d) Difference-Time-order: Randomly chooses an elementary task/event from each

sequence in Σ and changes the order and the time of the task.

Given σ ∈ Σ : σ =< P1 ◦ T t2 ◦ P2 >⇒ σ1 ∈ Σ1 : σ1 =< P1 ◦ P2 ◦ T t3 >, t3 /∈ [τs, τf ].

(e) Difference-Order: Randomly chooses an elementary task/event from each se-

quence in Σ and changes its order with respect to the sequence Σ in a way

that the task time remains in its predefined time interval.

Given σ ∈ Σ : σ =< P1 ◦ T t1
i ◦ T

t2
j ◦ P2 >⇒ σ1 ∈ Σ1 : σ1 =< P1 ◦ T t1

i ◦ P2 ◦ T t2
j >

(f) More-number: Chooses randomly one elementary task/event from each se-

quence in the Σ and creates another instance of the same elementary task

that is located in a position allowed by the task model.

Given σ ∈ Σ : σ =< P1 ◦T t
i ◦P2 >⇒ σ1 ∈ Σ1 : σ1 =< P1 ◦T t1

i ◦T
t2
i ◦P2 >, t ∈ [t1, t3].

(g) More-order: Choose randomly one elementary task/event from each sequence

in Σ and creates another instance of the same elementary task that is located

in a position not allowed by the task model.

Given σ ∈ Σ : σ =< P1 ◦ Ti ◦ P2 >⇒ σ1 ∈ Σ1 : σ1 =< P1 ◦ Ti ◦ P2 ◦ Ti >.

Later, to show that the algorithm is capable of detecting different types of anoma-

lies that occur at different times, the generator introduces another type of anomaly,

thus obtaining sequences containing two or more types of anomalies (Σ2). For this

aim, the generator uses the generated anomalous sequences in Σ1, chooses the

anomalous task from each sequence and duplicates, omits or changes the event

order and time to generate another type of anomalous sequences Σ2.
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4. Execution of the Anomaly Detection Algorithm over the simulated data.

For each generated sequence of activities (σ, σ1 and σ2), the simulator feeds the

anomaly detection algorithm with one activity per time. The output of the anomaly

detection is thus a sequence of responses, one per each input activity.

5. Validation. The core of the Deviation Analysis module is the anomaly detection

algorithm that analyses one by one of the incoming activities to detect any devia-

tion from the user behavior as defined in the CTT task model. Thus, the anomaly

detection algorithm operates in real-time and indicates any potential deviation at

the time of occurrence, based on the activities already received. In other words,

the anomaly detection operates on the prefixes of the entire sequence of activity

caused, along with a time frame (e.g., one full day or one week, as defined in the

CTT graph model), by the user.

For this reason, the dynamic behavior of the algorithm on a prefix can be different

from that one on the entire sequence because an anomaly that can be correctly

classified by the analysis of an entire sequence may be temporarily misclassified

based on a prefix of the sequence. In order to assess the extent of such temporary

misclassification, we simulate the execution of the algorithm over the simulated

sequences (both correct and with anomalies), as defined at point 4 of Section 4.2.2.

The resulting output sequences are used to construct confusion matrices and calcu-

late the algorithm performance measures. We measured sensitivity and specificity

to evaluate algorithm performance. Sensitivity is defined as the capacity of the

system for correctly identifying true abnormal tasks. While specificity is defined

as the capacity of the system for not generating false positives. These values were

calculated as in Equation (4.12) and (4.13).

Sensitivity =
TP

FN + TP
(4.12)

Specificity =
TN

FP + TN
(4.13)

Actually, Positive/Negative means that the model predicts that the sequence corre-

sponds to abnormal/normal and True/False means that the prediction is right/wrong.
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True positives (TP ) are the number of case where abnormal sequences are cor-

rectly detected and classified by the system. False negatives (FN) are the number

of cases where normal sequences classified as abnormal. True negatives (TN) are

the number of cases where normal sequences are correctly detected by the algo-

rithm. False positives (FP ) are the number of cases where abnormal sequences

are falsely detected as normal.

Another important measure is False Positive Rate (FPR), which is defined as the

number of false positive instances (FP ) divided by the number of False Positives

(FP ) and True Negatives (TN). A hight FPR can significantly decrease the utility

of the anomaly detection system. Finally the accuracy of the algorithm is calculated

as in (4.14).

ACCURACY =
TP + TN

TP + TN + FP + FN
(4.14)

4.2.2.1 Simulation Results for Short-term Analysis

The performance of the proposed system is shown in Table 4.1 and the experimental

result of our Anomaly Detection Algorithm based on a one-day daily routine is shown in

Table 4.2. The experimental results showed that our online Anomaly detection Algorithm

has an accuracy of 95% and a false positive rate of 2%.

Table 4.1: Experimental results with the simulation round one

Simulated
System detection

Abnormal No Anomaly

Abnormal TruePositive : 18850 FalsePositive : 150
No Anomaly FalseNegative : 100 TrueNegative : 9900

The algorithm detects the tasks that triggered the anomaly and indicates the anomaly

type (Equation 4.1 - 4.11) and the time of the occurrence.
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Table 4.3: Experimental results with the simulation round two

Simulated
System detection

Abnormal No Anomaly Another Anomaly

Abnormal 689 6 29
No Anomaly 3 100

Table 4.4: Deviation analysis performance summary

Measure Rate

Sensitivity 95%

Specificity 97%

FPR 3%

Accuracy 95%

Table 4.2: Algorithm performance summary

Measure Rate

Sensitivity 99%

Specificity 98%

FPR 2%

Accuracy 95%

4.2.2.2 Simulation Results and Discussion for Long-term Analysis

The results of the simulation are presented in Table 4.3. The first line of the table shows

the behavior of the algorithm when a given anomaly A is generated in a sequence. It re-

ports the number of cases in which anomaly A is correctly classified (true positives), the

number of cases in which the anomaly is not detected (false negatives), and the number

of cases in which the anomaly A is misclassified as another anomaly A′ (false negatives).

Similarly, the second line shows the behavior of the algorithm for the sequences that do

not contain an anomaly. In this case, it reports the number of cases in which an anomaly

is detected (false positives) and the number of cases in which no anomalies are detected

(true negatives).

The performance of the simulated Deviation Analysis module is shown in Table 4.4.

The FPR (false positive rate) shows the proportion of all the cases in which abnormal
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activities have been identified as a normal one. Since each anomaly may have, in general,

different interpretations, the accuracy of the anomaly detection algorithm can not reach

100%. The accuracy of the algorithm has been calculated as 95%.

As mentioned earlier, the classification of an anomaly may change during the time (as the

prefix sequence evolves with the occurrence of each new observation), as the algorithm

progressively converges towards the proper classification. For example, assume that a

user forgets to perform an activity A. The algorithm correctly detects that A has been

omitted (thus it outputs "Less"), but later, after the occurrence of some other activities,

the user performs A. In this case, the proper classification would be Order (i.e., the ac-

tivity happens in the wrong order), but this output can be reached by the algorithm only

when A actually occurs. Hence, the correct classification is output by the algorithm with

a delay (latency), during which the anomaly had been misclassified. Note that, latency

is particularly interesting because it indicates the time necessary for the algorithm to

converge towards the correct classification.

For this reason, we evaluate the latency of the anomaly detection algorithm. Specifically,

latency is defined as the time elapsed between the time of occurrence of an anomaly and

the time in which the anomaly detection algorithm outputs the correct classification.

In the simulation, we calculate the average latency in the cases in which there is a

temporary misclassification, along with the confidence interval to show the range of its

variation. The results show with 95% confidence that the average latency in the cases

where there is a misclassification is between 34.9 and 57.9.

On the one hand, when we simulate the user behavior, the anomaly detection is not based

on the initial set of sequences from the real world, but we are adding potential failures

with synthetic generation. So, an elderly person that misbehaves may acts differently

from how the misbehaviors are simulated. On the other hand, having a larger scale

validation with the real data from the older adults is expensive since requires a lot of

effort in the deployment and maintenance of the sensor’s infrastructure.
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4.3 Chapter Summary

The present chapter provides a novel framework for a wellness determination process

as it verifies the behavior of elderly people at different stages of daily living in a smart

home monitoring environment. The anomalous behavior is determined using the values

for the behavioral attributes within a specific context. A data instance might be a con-

textual anomaly in a given context, but an identical data instance (in terms of behavioral

attributes) could be considered normal in a different context. This property is key in

identifying contextual and behavioral attributes for a contextual personalized anomaly

detection technique.

This thesis applies the idea of user profiling analysis using the task model to the anomaly

detection systems. We developed a discriminative algorithm that compares the expected

behavior expressed in such models with the sequence of events generated by the real

user. For achieving this result, we had to simulate the event sequences received from

the Context Manager (which represents the user’s daily activities). Then, we validated

the algorithm performance by sending the simulated normal and anomalous sequences

to the Deviation Analysis module. The experiment results are promising.
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Chapter 5

Personalized Persuasive Interventions

Traditionally, persuasion has meant “human communication designed to influence the

autonomous judgments and actions of others” [221]. New technologies create opportu-

nities for persuasive interaction because we can reach the users easily. Since persuasion

is described as changing the attitudes and/or behavior of others, the persuader is often

trying to convince the persuadee of something which relies primarily on symbolic strate-

gies that trigger the emotions. Persuasive technology is a great help to motivate people

toward healthy behavior, and thereby possibly delay or even prevent health problems.

Our persuasion module consists of a fuzzy rule-based system that implements a decision-

making model to recognize the true anomalies and an intelligent suggestion engine,

StreamingBandit (see [217]), the design of which was inspired by the contextual multi-

armed bandit (cMAB) problem [218].

We introduce an approach that enables configuration of interventions targeting specific

anomalous behavior in compliance with the JITAI framework presented in [19]. Besides,

our design mechanism utilizes the reinforcement learning methods for optimization/per-

sonalization of intervention delivery in real time by modeling it as a contextual bandit

problem.
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5.1 Background

In this section, we define some concepts that are required to better understand the

rest of the chapter. Section 5.1.1 introduces some basic concepts and structure of fuzzy

logic systems and Section 5.1.2 presents some background concept on (contextual) multi

armed-bandit formalization.

5.1.1 Fuzzy set theory and logic

Fuzzy Logic resembles the human decision-making methodology and deals with vague

and imprecise information. It is an approach to computing based on "degrees of truth"

rather than the usual "true or false" (1 or 0) Boolean logic. To better understand how

fuzzy expert systems work, the main concepts of fuzzy sets and logic are briefly described

in the following paragraphs.

5.1.1.1 Fuzzy Set Membership Functions

Membership functions were first introduced in 1965 by Lofti A. Zadeh in his first re-

search paper “fuzzy sets” [222]. It can be defined as a technique to solve practical

problems by experience rather than knowledge and are represented by graphical forms

A membership function for a fuzzy set A on the universe of discourse U is defined as

µA : U → [0, 1], where each element of U is mapped to a value between 0 and 1. This

value, called membership value or degree of membership, quantifies the grade of mem-

bership of the element in U to the fuzzy set A.

Membership functions allow us to graphically represent a fuzzy set. The x axis repre-

sents the universe of discourse, whereas the y axis represents the degrees of member-

ship in the [0, 1] interval. They are divided into 3 categories as follows.

Below is a list of the membership functions we will use in the section 5.4 of this thesis.

• Triangular function: defined by a lower limit a, an upper limit b, and a value m,

where a < m < b.
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• Trapezoidal function: defined by a lower limit a, an upper limit d, a lower support

limit b, and an upper support limit c, where a < b < c < d.

There are two special cases of a trapezoidal function, which are called R-functions

and L-functions:

– R-functions: with parameters a = b = −∞

– L-Functions: with parameters c = d = +∞

5.1.1.2 Fuzzy Operators

Similarly to classical set theory, fuzzy sets can be combined in different ways through

operations (i.e., intersection, union, complement, etc.) to produce another set. Having

two fuzzy sets Ã and B̃, the universe of information U and an element y of the universe,

the following relations express the union, intersection, and complement operation on

fuzzy sets.

• Union/Fuzzy ‘OR’: Let µÃ and µB̃ be membership functions that define the fuzzy

sets Ã and B̃, respectively, on the universe U . The union of fuzzy sets Ã and B̃ is a

fuzzy set defined by the membership function as below.

µÃ∪B̃ (y) = µÃ ∨ µB̃ ∀y ∈ U (5.1)

Here ∨ represents the ‘max’ operation.

• Intersection/Fuzzy ‘AND’ Let µÃ and µB̃ be membership functions that define the

fuzzy sets Ã and B̃, respectively, on the universe U . The intersection of fuzzy setsÃ

and B̃ is a fuzzy set defined by the membership function as represented below.

µÃ∩B̃ (y) = µÃ ∧ µB̃ ∀y ∈ U (5.2)

Here ∧ represents the ‘min’ operation.

• Complement/Fuzzy ‘NOT’ Let Ã be a membership function that defines the fuzzy

set Ã, on the universe U (as you see in Equation 5.3).
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µÃ = 1− µÃ (y) y ∈ U (5.3)

In the fuzzy theory, there are two basic classes of binary operators of particular interest

that generalize intersection and union: triangular norms (t-norms) and conorms.

• t-norms are used to represent intersection in fuzzy set theory and conjunction in

fuzzy logic, and are specified by a function t : [0, 1] × [0, 1] → [0, 1]. Some examples

of t-norms are the minimum min(a, b) and the product prod(a, b) = a · b.

• t-conorm: it is a binary operation that represent the union of two fuzzy sets (S :

[0, 1] × [0, 1] → [0, 1]). Some examples of t-conorms are the maximum max(a, b), the

probabilistic sum or sum-product sum− prod(a, b) = a+ b− a · b.

5.1.1.3 Mamdani’s Fuzzy Inference Method

A Fuzzy Inference System (FIS) is a way of mapping an input space to an output space

using fuzzy logic. A FIS tries to formalize the reasoning process of human language

utilizing employing fuzzy logic (that is, by building fuzzy IF-THEN rules). For instance:

"If the criticality is high, OR the δanomaly is high, Intervention level is high (the caregiver

should receive an alert.)"

FIS is used to solve decision problems, i.e. to make a decision and act accordingly.

In general, a fuzzy inference system consists of four modules (see section 5.4, figure

5.2), Fuzzification module (transforms the system inputs, which are crisp numbers, into

fuzzy sets.), Knowledgebase (stores IF-THEN rules provided by experts), Inference en-

gine (simulates the human reasoning process by making fuzzy inference on the inputs

and IF-THEN rules) and Defuzzification module (transforms the fuzzy set obtained by the

inference engine into a crisp value).

Mamdani’s Fuzzy system was proposed in 1975 by Ebhasim Mamdani. Basically, it was

anticipated to control a steam engine and boiler combination by synthesizing a set of

fuzzy rules obtained from people working on the system. Mamdani’s method is the most

commonly used in applications, due to its simple structure of ’min-max’ operations. Fol-

lowing steps need to be followed to compute the output from this FIS:
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Figure 5.1: Block diagram of Mamdani Fuzzy Interface System

1. Set of fuzzy rules need to be determined in this step.

2. Evaluate the antecedent for each rule: In step 1, by using the input membership

function, the input would be made fuzzy. Given the inputs (crisp values) we obtain

their membership values. This process is called ’input fuzzification’. If the an-

tecedent of the rule has more than one part, a fuzzy operator (t-norm or t-conorm)

is applied to obtain a single membership value. When fuzzifying the first part of the

antecedent (the criticality is high) we obtain the degree to which the criticality is

high if we rate it as a 3. As we can see, a 3 rating stands for a low criticality, that

is why we obtain the membership value 0. When fuzzifying the second part of the

antecedent ( delta− error is high) we obtain the degree to which the δanomaly is high

if we rate it as an 8. Naturally, an 8 rating stands for a quite high δanomaly, that is

why we obtain the membership value 0.7.

Lastly, as the two parts of the antecedent are joined by a disjunction (criticality
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is high, OR the δanomaly is high), we apply an OR operation, the maximum, to both

membership values to obtain the membership value 0.7. Let’s suppose both parts

of the antecedent were joined by a conjunction (’and’). In this case, we would have

to apply an AND operation, the minimum for instance.

3. Obtain each rule’s conclusion: Given the consequent of each rule (a fuzzy set) and

the antecedent value obtained in the previous step, a fuzzy implication operator will

be applied to obtain a new fuzzy set. Two of the most commonly used implication

methods are the minimum, which truncates the consequent’s membership function,

and the product, which scales it. In figure 5.1, the minimum operator is used: Now

establish the rule strength by combining the fuzzified inputs according to fuzzy

rules.

4. Aggregate conclusions: In this step, the outputs obtained for each rule in the pre-

vious step (obtain conclusion) are combined into a single fuzzy set, using a fuzzy

aggregation operator.

Some of the most commonly used aggregation operators are the maximum, the

sum and the probabilistic sum. In figure 5.1, the maximum is used: In this step,

determine the consequences of rule by combining the rule strength and the output

membership function.

5. Defuzzification: Finally, a defuzzified output distribution is obtained. When we try

to solve a decision problem, we want the output to be a number (crisp value) and

not a fuzzy set. So, we need to transform the fuzzy set we obtained in step 4 into

a single numerical value. One of the most popular defuzzification methods is the

centroid, which returns the center of the area under the fuzzy set obtained in step

3.

5.1.2 Multi Armed Bandit

Multi-armed bandit is a simple but very powerful framework for algorithms that make

decisions over time under uncertainty. The term "multi-armed bandit" comes from a hy-

pothetical experiment where a person must choose between multiple actions (i.e. slot
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machines, the "one-armed bandits"), each with an unknown payout. The goal is to deter-

mine the best or most profitable outcome through a series of choices. At the beginning

of the experiment, when odds and payouts are unknown, the gambler must determine

which machine to pull, in which order and how many times. This is the multi-armed

bandit problem.

5.1.2.1 Multi-Armed Bandit Algorithm

There are many different solutions that computer scientists have developed to tackle

the multi-armed bandit problem. Below is a list of some of the most commonly used

multi-armed bandit solutions:

• Epsilon-Greedy

This is an algorithm for continuously balancing exploration with exploitation. (In

‘greedy’ experiments, the lever with highest known payout is always pulled except

when a random action is taken). A randomly chosen arm has pulled a fraction of

ε of the time. The other 1 − ε of the time, the arm with highest known payout is

pulled.

• Thompson Sampling (Bayesian): With this randomized probability matching strat-

egy, the number of pulls for a given lever should match its actual probability of

being the optimal lever.

• Upper Confidence Bound: This strategy is based on the Optimism in the Face of

the Uncertainty principle and assumes that the unknown mean payoffs of each arm

will be as high as possible, based on observable data.

5.1.3 What is a Contextual Bandit?

In a real-world scenario, we sometimes have data that can help inform decision-making

when choosing between the various actions in a multi-armed bandit situation. This infor-

mation is the "contextual bandit", the context and environment in which the experiment

occurs.
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In remote care applications, contextual bandits rely on incoming user context data as it

can be used to help make better algorithmic decisions in real-time. For example, we can

use a contextual bandit to select an intervention to display to the user. The context is

any historical or current information about the user, such as user anomalous behavior,

user location, user daily routine, etc.

The problem comes from an iterative process generating data as follows:

At each round, the world creates an observation consisting of a set of covariates X of

fixed dimension and a vector of rewards r (which are stochastic but dependent on the

covariates) of a length corresponding to m, the number of arms. An agent must choose

an arm or label for the observation among the set of m arms. The world reveals the

reward for the arm chosen by the agent, but not for the other arms. The purpose is of

course to build a policy that would maximize the rewards obtained by the agent. The

arms might also expire over time and new arms might appear too, leading to the same

exploration-exploitation dilemma faced in multi-armed bandits.

5.2 Persuasion Strategy

Persuasive strategies are techniques that can be employed in PTs to motivate behavior

and/or attitude change. Over the years, a number of strategies for persuading people

to perform the desired behavior have been developed. For example, Fogg [176] devel-

oped seven persuasive tools, and Oinas-Kukkonen [177] built on Fogg’s strategies to de-

velop 28 persuasive system design principles. In addition, the six persuasive strategies

developed by Cialdini – Reciprocity, Scarcity, Authority, Commitment and Consistency,

Consensus and Liking – are among the oldest and most widely employed strategies[223].

The six principles are as follow:

• Reciprocity: Cialdini’s rule of reciprocation is built on a sense of obligation based

on a previous favor or gift. People by their nature feel obliged to return a favor

and to pay back others. Thus when a persuasive request is made by a person the

receiver feels indebted to, the receiver is more inclined to adhere to the request

[223].
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• Scarcity: People tend to place more value on things that are in short supply. This is

due to the popular belief that fewer available options are of higher quality.

• Authority: People defer to experts. Therefore, individuals are more likely to comply

with a request when it is made by a person or people they perceived as possessing

high levels of knowledge, wisdom, or power.

• Commitment and Consistency: People by their nature strive to be consistent with

previous or reported behavior to avoid cognitive dissonance. “commitments are

most effective when they are active, public, effortful, and viewed as internally mo-

tivated (uncoerced)” [223]

• Liking: People can be easily influenced or persuaded by someone they like. Factors

such as similarity, praise, and attractiveness can reliably increase the effectiveness

of the liking strategy.

• Social Proof: Looking at those around oneself to determine what to believe or how

to act in a situation. We often observe the behaviors of others to help us make

decisions. Most influential: when in uncertain or ambiguous situations and when

others are viewed as similar to oneself.

5.3 Persuasive Interventions

Interventions using short messages may be the most effective as a reminder system to

support behavioral management [224]. We create several short messages that imple-

ment different social influence strategies as defined in [225] to be delivered to individual

users [226]. We propose to use three of these six principles in our system, i) reciprocity

that by providing something of value, we create an emotional attachment and increase

the desire to cooperate to achieve mutual goals (e.g., listen to this relaxing song and go

to sleep, including a link to the song); ii) social proof because it has the effect that they

make decisions only after observing the behaviors and consequences of those around

them. (e.g., 70% of the healthy Adolescent Populations go to sleep on a regular time).

This principle is very similar to the relational concept of reputation [227]. It is particu-

larly useful in the absence of the ability to make a sound decision in which individuals
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look for ways to reduce cognitive search costs. iii) authority that expects individuals will

take a shortcut to decision-making by deferring to the judgment to an authority (e.g.,

your doctor says that sleeping late increases your stress level.). Given these different

possible intervention messages, and the anomaly detection module described before, the

persuasion module can be formalized as a contextual MAB problem and addressed using

StreamingBandit.

To improve the quality of the content of intervention messages, we organized a workshop

in which we explained these three principles to the experts in ambient assisted living,

and then we asked them to sort the messages accordingly. Later, those that were hard

to sort or wrongly sorted was omitted. Appendix A contains the list of messages created

in this workshop.

5.4 Intervention Level Classification Using Fuzzy Rule-

Based System

As we mentioned in section 3.2.4, we have developed a Mamdani-type Fuzzy Rule-Based

System that implements a decision-making model presented in Figure 5.2. The purpose

of this module is to recognize the true anomalies with two inputs, a decision rule base

(including all fuzzy rules for decision-making) and one output in charge of selecting the

intervention level. In fuzzy systems, things are assumed to be true to some degree, and

simultaneously false to some degree, where, by mutual agreement, a numerical value

between (or including) 0 and 1 is arbitrarily assigned to represent that degree (i.e.,

degree of membership, µA : X → [0, 1]). Using this information as a starting point, we

aim to infer the degree of the abnormality detected which forms a continuous variable

with values from 0 to 1 that allows us to distinguish between situations characterize as

"No intervention", "Mild Intervention" and "Strong Intervention" needed. The followings

are the three main components of the model for intervention level selection.
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Figure 5.2: Mamdani-type Fuzzy Rule-Based System

5.4.1 Fuzzification

The variables presented in our model restricted to i) the category of the anomalous

activity performed by the user (e.g., cooking, taking medicine, sleeping, toileting, etc.);

ii) the criticality level of accomplished activity and iii) the error measure (δanomaly).

5.4.1.1 Inputs

Amongst the possible elderly activities (for the first input), we only consider "sleeping"

and "taking medicine". For the second input, which is the criticality level of the task, the

information is available in the user task model. On the other hand, the third input has

been calculated as explained in the following section 5.4.1.1.1.

5.4.1.1.1 Error Measurement

When anomalies have been detected, the next step is to measure the error (δanomaly),

which corresponds to the difference between the detected anomalous activity and the

planned activity in terms of time, the number of repetitions and the order of the activity.

This Delta error measure, along with the information about the user context allows our

system to distinguish the level of intervention. We calculated the Delta errors as follows:
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• δtime: In case of having Difference-Early-Time, Difference-Later-Time (i.e. an activity

has been performed before or after the planned time), and Less anomaly, we sub-

tract the time in which the anomaly has been detected from the time the planned

activity should have been happened and we will save it as δtime.

• δorder: In case of having Difference-Order anomaly (i.e., activity has been performed

in the wrong temporal order), we construct the shortest path from the starting

activity(ies) planned in the task model to the anomalous activity occurred. Then,

we subtract the anomalous activity index in the current partial sequence (i.e., the

sequence of activities that have taken place) from the anomalous activity index

in the new sequence (i.e., constructed via shortest path permissible by the task

model). We save the result as δorder.

• δmore: In case of having More anomaly (user performed the activity more times than

expected one), the number of repetition has been considered δmore.

In case of having Difference-Order-Time and More-Order, we consider δtime, δorder and δmore

together to calculate the degree of anomaly. Moreover, each time a new anomaly occurs,

all the above Delta errors will be updated based on the new position of the anomalous ac-

tivity in the currently received sequence P . Also, in case of having Less, More-Order and

Difference-Order, based on the criticality level of the anomalous activities in P , namely

low, medium and high (defined in task model) the δtime measure gets updated relatively

each 10, 30 and 60 minutes.

All input variables (except activity category) are called linguistic variables that later will

be separated into linguistic values. To determine the fuzzy sets we used triangular and

trapezoidal membership functions (MFs) [228]. To define the membership function for

the Criticality level, a range from 0 to 10 has been considered that has three input sets

defined as Low criticality (Lc), Medium (Mc) and High (Hc).

In case of having a Time anomaly (δtime), a range from 0 to 120 is used to describe the

degree of the Time anomaly. Within this range, 0 represents the lowest error, while 120

defines the most undesirable situation. This input has five fuzzy sets defined as follows:

very low (V Lt), Low (Lt), Medium (Mt), High (Ht), and Very Hight (V Ht). In case of

having Order anomaly, δorder has a range from 0 to 10 where 0 defines the minimum
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distance and 10 represents the highest distance compared to the user task model. It has

three fuzzy sets defined as follows: Low (Lo), Medium (Mo) and High (Ho) order. The

δmore range is the same as δorder with the difference that the range numbers represent

the number of repetitions.

The membership functions for both inputs (i.e., criticality level and the δanomaly) are

shown in Figure 5.3 where every set is depicted as described previously.

5.4.2 Decision Rules Base

Returning to our scenario, let us assume that Sarah visits a physician and describes her

situation as follows: Doctor, I should have taken my medicine at 9:00 with a full stomach

to keep my blood sugar in balance. As I had an appointment for doing a simple checkup

this morning, I forgot to take my medicine and now it is 2 hours after my prescribed

time. I am not feeling good.

In this situation, the expert tries to guess how critical the patient’s state is and which

level of treatment should be chosen. He gives his opinion by considering the activity

type, the amount of delayed time for performing that activity (δtime) and the criticality

level of this activity for this specific user. So, if taking the medicine is very critical for

Sarah and, she is late for her medicine, the doctor considers a strong level of treatment

for her (e.g., prescribing a new medicine or suggesting a clinical service). In our model,

those opinions (i.e., expert opinion) are converted to fuzzy rules not only to choose the

most proper level of intervention for the elderly but also to avoid sending false alerts

to healthcare providers or the elderly themselves, if the anomalous activity is not truly

abnormal.

We model our fuzzy system with conventional rules based on the structure:

if < antecedents > then < consequent >. The structure of Mamdani-type fuzzy logic rule

is expressed as follows:

IF x1 is A1 AND....AND xn is An

THEN y is B.
(5.4)

Where xi (i=1, 2,..., n) are input variables and y is the output variable. A1, ..., An and B
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(a) Criticality MFs (b) Delta Time MFs

(c) Delta Order MFs

Figure 5.3: Membership Functions of System Inputs
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define the fuzzy subsets (membership function distributions, conventionally expressed

in linguistic terms like Low, Medium, High, etc.) of the corresponding input and output

variables, respectively.

In our rules structure shown in Equation 5.4, the aggregation of the membership values

(i.e., the process by which the fuzzy sets that represent the outputs of each rule are

combined into a single fuzzy set in order to make a decision) is performed by using

MAX which by far is the most common implementation of the rule aggregation operation

[229]. According to the MAX procedure, the final fuzzy output is calculated from the

set of single outputs taking the maximum truth value where one or more terms overlap.

Thereafter, the new combined fuzzy set representing the outcome for the output variable

"Intervention level evaluation" is ready for the last defuzzification process.

5.4.3 Defuzzification

The fuzzy system output provides information about which intervention level needs to

be considered when applying the personalized interventions for a user. The output is

defined in a discourse Universe between zero and one, where zero indicates the lowest

degree of an anomaly which requires no intervention, and one is the highest degree of

the anomaly which requires the strongest intervention.

Defuzzification selects the appropriate action based on the fuzzy recommendation. The

input for the defuzzifier is a fuzzy set (the aggregated output fuzzy set) and the out-

put is a single number coming from the max-product of the output areas of each rule.

However, the rule itself may be fuzzy, which means the strength of the recommendation

depends on the rule strength expressed as the membership of y in B in the Equation 5.4.

The strength of the rule models differences in statements like " No Intervention", "Mild

Intervention" and "Strong Intervention". For the current case, the final output is the in-

tervention level needed by the elderly. Later, the output is interpreted by the persuasion

module as the different kinds of interventions required for the individual user. The cen-

troid method (also called center of area or center of gravity), which is the most popular

defuzzification method [230, 231] and which returns the center of the area under the

curve, is used by the defuzzifier to estimate the final intervention level.

The fuzzy system output provides information about which intervention level needs to
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Figure 5.4: Defuzzification

be considered when applying the personalized interventions for a user. The output is

defined in a discourse Universe between zero and one, where zero indicates the lowest

degree of an anomaly which requires no intervention, and one is the highest degree of

anomaly which requires the strongest intervention. For example, if the input of the sys-

tem is criticality = 8 and δtime = 75, the final output of the system is a crisp value "0.66"

as shown in Figure 5.4. According to the defined output membership functions, this cal-

culated value "0.66" represents the degree of the detected anomaly which corresponds

to the "Strong intervention".

Therefore, in case the result is "no intervention", the persuasion module does not issue

any message. On the other hand, if the persuasion module receives "Mild Intervention"

and "strong intervention", it informs the elderly and the health professionals relatively

for further support. Thus, in the following section, an intervention message will only be

sent to the older adults when a "Mild intervention" level is encountered.

5.5 Formalize Persuasive Interventions

After the true anomalies have been detected and the level of intervention for each

anomaly has been identified, the persuasion module suggestion engine —by using the in-
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tervention messages and the well-known sequential decision-making formalization, con-

textual multi-armed bandit (cMAB)— provides an abstraction that allows for the imple-

mentation of multiple decision strategies to select persuasive messages in our context.

The module can be used to dynamically learn from user behavior by suggesting actions

that maximize the chances of losing bad habits in older adult’s behavior. The suggested

actions in our work are text-messaging interventions.

5.5.1 Contextual Multi-Armed Bandit

The cMAB problem is a well-known sequential decision-making problem and its formal-

ization provides an abstraction that allows for the implementation of multiple decision

strategies to select persuasive messages based on the true anomalies detected in our

context. The module can be used to dynamically learn from user behavior by suggesting

actions that maximize the chances of losing bad habits in older adults’ behavior. The

suggested actions in our work are text-messaging interventions that are defined based

on the six persuasive principles as described by Cialdini [225].

In abstract terms, a contextual multi-armed bandit problem concerns a sequence of in-

teractions in which an agent chooses, based on a given context, an action from a set

of possible actions such that the total reward of the chosen actions is maximized. The

rewards depend on both the chosen action and the context. A basic formalization of the

cMAB problem is as follows: At each interaction t, the agent observes a context xt and

consequently chooses an action (arm) at to receive reward rt. The aim of the agent is

to maximize the cumulative reward,
T∑
t=1

rt, where T denotes the total number of interac-

tions. To achieve this aim, the agent employs a policy π which is a function that takes the

context xt and the historical interactions (x′, a′, r′), and returns an action. A personalized

persuasive system can easily be described using this formalization: the user’s current

states correspond to the "context", the personalized persuasive interventions correspond

to the different "actions", and the users’ performance on future activities correspond to

the "rewards" [232]. The proposed approach works under the assumption that users can

provide positive and negative feedback regarding the system actions.

113



5.5.1.1 StreamingBandit

StreamingBandit is an open-source RESTful web application [233] that allows formal-

izing sequential decision-making procedures as a cMAB problem and, by virtue of this

formalization, makes it easy to experiment with different policies in situ. The implemen-

tation of a cMAB policy in StreamingBandit is based on two distinct steps that jointly

comprise the policy itself:

1. The summary step: In this step all the data are summarized into a set of parameters

θt. Effectively, the previous state of the parameters θ′t gets updated in each step by

the new information (xt, at, rt). This step implements how the policy learns from

observations that arrive over time. To ensure scalability, often |θ′t| � |(x′, a′, r′)|.

2. The decision step: In this step, by using the new context, xt and the current state of

the parameters θt, the next action at is selected. This step implements the decision

that is made by the policy.

StreamingBandit facilitates the implementation of different summary and decision steps

to compose policies. Subsequently, a policy can be directly employed in the field using

the REST API provided by StreamingBandit. StreamingBandit implements a number of

common policies by default, for example:

• ε-first [234] : For the first εN , where 0 < ε < 1, actions are selected uniformly at

random from the set of possible actions. For the remaining (1 − ε)N interactions

the action that attained the highest mean reward during the period of random

selection is chosen. This policy effectively implements a randomized experiment

(with n = εN), after which the action with the highest mean reward is selected.

• ε-greedy [235]: The best performing action—that with the highest mean reward—is

selected for a proportion 1 − ε of the interactions, and a random action is selected

(with uniform probability) for a proportion ε.

• Thompson sampling [236]: Using a Bayesian model on the underlying parameters

of the reward of each arm, and at each interaction, an arm is played according to

its posterior probability of being the best arm.
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• Bootstrap Thompson sampling [237]: Similar to Thompson sampling, however, in

this policy the posterior distribution is approximated using an online Bootstrap

distribution for computational ease.

5.5.2 Formalizing Personalized Persuasive Interventions Using Stream-

ingBandit

To detail the design of the persuasion module we first give an example and subsequently

introduce the formalism adopted in the system: consider the "sleeping" activity dis-

cussed in the previous scenario and assume that we have various sensors in the older

adult’s house which allow our system to measure this activity. Sleeping has different

criticality levels for different users and each user might have planned to carry out this

activity at a different time of the day, for a different duration or in a different order. Every

day, our system observes the activities and detects whether the user deviates from the

expected routine. Upon detection of a deviation, we initiate an interaction with Stream-

ingBandit. The context that StreamingBandit receives consists of the current state of

the user and the detected anomaly. Next, one of the possible persuasive messages (i.e.,

intervention messages created based on three persuasive principles, namely, reciprocity,

social proof, or authority) is selected. Subsequently, the sensors are used to determine

whether the message was successful: if the users’ behavior is changed by the message,

a reward is received. Looking at the Persuasion module Diagram shown in Figure 3, the

scenario described above consists of the following elements:

1. An index of the interactions t = 1..., t = T where t is every time that an anomaly is

detected.

2. The context xt ∈ Xt where X is a set of variables describing the current state. The

context feature vector x consists of 3 variables that describe the current user, the

activity type (e.g., sleeping) and intervention level respectively. In the following,

and for the sake of clarity, we focus only on “mild” interventions.

3. The action at ∈ At where A is a set of possible interventions that our system can

take. In our case, the action space consists of a list of persuasive messages, one for

each of the three persuasive strategies that we have selected.
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4. The reward rt is a (function of the) measured response at that point in time. In our

system, a decrease in the day-to-day number of anomalies is considered a reward.

5. A policy Π : x1, ..., xt′−1, a1, ..., at′−1, r1, ..., rt′−1

→ at , which is a mapping from all possible interactions (their contexts, actions,

and rewards) up to some point in time t = t′ to the next action at′ in a way that the

cumulative reward is maximized.

In some respects, the integrated platform (i.e., the online anomaly detection and persua-

sion module) emulates the behavior of a physician who meets different elderly patients

sequentially (at each interaction t). For each elderly, the physician observes the current

condition (context xt) and background (historical data θ′) and consequently chooses the

treatment (action at) such that the cumulative reward, measured in terms of the gen-

eral health of the elderly is maximized. To choose the best treatment, which in our case

is the best persuasive intervention message, different decision policies π can be imple-

mented which take the current context and the historical interactions, and assign a new

intervention message.

StreamingBandit provides a RESTful API facilitating the implementation of the afore-

mentioned summary and decision steps which jointly allow one to implement a sequen-

tial decision policy. First, we create a so-called “experiment” within the platform, and

subsequently, we implement a policy consisting of the decision step given θ and xt and

a summary step. To use StreamingBandit as a service, the persuasion module, sequen-

tially retrieves a JSON object containing the current context—using a call we denote

getcontext in Figure 3—and subsequently posts this context to StreamingBandit using

the getaction call. After receiving the action, i.e., the message to show to the current

user, the getreward call queries the users state to see if the number of anomalies has

changed, and the setreward updates θ stored in StreamingBandit for use in future in-

teractions. The code in the getaction and setreward steps implement the decision and

summary steps, respectively. Once a decision policy is implemented in StreamingBan-

dit it is easy to change the policy and experiment with alternatives. A more detailed

simulation study using StreamingBandit is explained in section 5.6.1.
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5.6 Personalized Intervention Simulation and Results

In the real world, evaluating of MAB policies is challenging and include expensive field

trials. Thus, to validate our suggested "Persuasion Module" we implemented a simulation

study based on the scenario introduced in 5.5.2. To do so, we first specify the data

generating mechanism. Table 5.1 lists the possible values that the different variables

can have in our simple scenario; in reality the number of contextual variables is much

larger.

Table 5.1: Variables and possible values in the cMAB scenario describing our personalized persuasive
intervention module.

Type Variable Values

Context User 0, 1

Context Activity "sleeping", "medication"

Context Intervention level "mild"

Action Message "Authority", "Social proof", "Reciprocity"

In concordance with Table 5.1, we setup the following data generating process:

1. A user id ∈ {0, 1} is generated. We assume user 0 has a higher probability of

performing anomalous behavior and we select users with probabilities Pr(user =

0) = .6 and Pr(user = 1) = .4.

2. An activity ∈ {sleeping,medication} is generated. We assume the activity is in-

dependent of the user, and each activity occurs equally often: Pr(sleeping) =

Pr(medication) = .5.

3. A cMAB policy π selects an action. In this simulation study we implement k-arm

Bernoulli Thompson sampling [237] where we define an arm for each possible

context-action combination and we use a Beta(1, 1) prior for each arm. Hence, we

model each context-arm combination independently and we consider 2× 2× 3 = 12

arms.

4. Subsequently, binary rewards are generated using the success probabilities (e.g.,

Pr(r = 1|a, x) provided in Table 5.2. Note that user 0 responds well to Reciprocity
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messages, irrespective of the activity type, while user 1 responds well to Social

proof messages when a sleeping anomaly is detected, and she responds well to

Authority messages when a medication anomaly is detected.

5. Finally, the observed reward is used to update θ (and thus in this case the Beta(α, β)

posterior for each arm).

Table 5.2: Probabilities of rewards in data-generating process

User Activity Message Pr(r = 1)

0 Sleeping Authority .1

0 Sleeping Social proof .1

0 Sleeping Reciprocity .7

0 Medication Authority .1

0 Medication Social proof .1

0 Medication Reciprocity .6

1 Sleeping Authority .2

1 Sleeping Social proof .6

1 Sleeping Reciprocity .2

1 Medication Authority .9

1 Medication Social proof .1

1 Medication Reciprocity .1

Figure 5.5 demonstrates the expected mean reward at each interaction t ∈ {1, . . . , T =

200} for our implemented policy. The expectation is computed over m = 10000 simulation

runs. Note that choosing messages randomly would, in this case, produce an expected

reward of .31, while an optimal policy—an oracle policy that always selects the action

with the highest expected reward for each context—achieves an expected reward of

.69: we indicate these using horizontal dashed lines in Figure 5.5. It is clear that over

time Thompson sampling “learns” to match the correct action to the correct context:

thus, over time, the selected messages are tailored to the user and the system indeed

provides personalized persuasive messages. The detailed code of this simulation in the

"R" language has shown in appendix B.
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Figure 5.5: Performance of Thompson sampling for allocating personalized persuasive messages.

5.6.1 Personalized Intervention Simulation using StreamingBan-

dit Application

A we describe in section 5.5.2, implementation of persuasive intervention in Streaming-

Bandit consists of four steps, i) getcontext; ii) getaction; iii) getreward and, iv) setre-

ward. Let’s say we have two subjects: 0 and 1 which have been monitored for two-class

activity (sleeping and taking medicine). We want to send them a persuasive message

in case an anomaly has occurred. In addition, we use "Rec", "Soc" and "Auth" as a

keyword for our three example intervention messages. And we assume an intervention

message should be sent just in case we encounter a "mild intervention" level. Moreover,

we assume a hypothesis for simulating our model such as the user "0" responds to the

"authority" persuasive intervention with the probability of "0.8" and user "1" responds to

the "social proof" persuasive intervention with the probability of "0.9" irrespective of the

activity type. For the implementation of the decision step, we implemented a ε-greedy

policy. Here we describe the implementation of each of the respective steps.

• getcontext: A JSON object describing the current context should normally be re-

trieved from the environment. The object, in our example scenario, looks as follows:

"context" : {"user id" : 1}

"context" : {"intervention level" : Mild}

"context" : {"activity" : medication}

To simulate the performance of StreamingBandit we generate the context with ran-
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dom values for the user id and the activity using the following code:

# Let’s say we have two subjects: 0 and 1

self.context["subject"] = random.randint(0,1)

# We have two activities: taking medicine and sleeping

self.context["activity"] = random.choice(["medicine", "sleeping"])

# We focus on "mild" interventions only.

self.context["interventon_level"] = "mild"

• getaction: For the implementation of the decision step, we detail how to use the

ε-greedy policy. Thus, we randomly select one of the three arms (auth, soc, rec)

at each decision with probability ε, and we selecting the hitherto best-performing

arm with probability 1-ε. The following code implements this decision policy in

StreamingBandit:

# Declaring epsilon:

e = 0.1

# Only if the interventon_level is mild we need to send a notification

if self.context["interventon_level"]=="mild":

# We save a Theta for each subject and for each activity separately

prop_list = base.List(self.get_theta(key=str(self.context["subject"])+

self.context["activity"]), base.Proportion, ["rec", "soc", "auth"])

# With a probability of 0.1

# we pick a random notification message

if np.random.binomial(1,e) == 1:

self.action["intervention"] = prop_list.random()

# Else choose the message with the highest probability of succeeding

else:

self.action["intervention"] = prop_list.max()

• getreward: As for the context in the getcontext step, the rewards should be gen-

erated by the actual user response to the message selected in the getaction step.
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However, to demonstrate our implementation, we implement our scenario—and the

respective success probabilities for the two different users—using the following

code:

# Generate random rewards for the different notification messages

# if intervention level is mild

# Start with subject 0

if self.context["interventon_level"]

== "mild" and self.context["subject"] == 0:

# Generate random rewards for each intervention

# Let’s say subject 0 is very susceptible to the persuasion by authority

if self.action["intervention"] == "auth":

self.reward["value"] = np.random.binomial(1,0.8)

else:

self.reward["value"] = np.random.binomial(1,0.3)

# Then the subject number 1

elif self.context["interventon_level"] == "mild" and self.context["subject"] == 1:

# Subject 1 responds to social proof well:

if self.action["intervention"] == "soc":

self.reward["value"] = np.random.binomial(1,0.9)

else:

self.reward["value"] = np.random.binomial(1,0.1)

• setreward: Finally, when a reward has been generated, the summary step for the

ε-greedy policy is implemented by retrieving the stored object θ and subsequently

updating it using the observed reward. Using StreamingBandits build in function-

alities this can be achieved using the following code:

# This is the summary step in which the succes probabilities are-

#stored for each distinct context X action combination

# First get currently stored probability:

prop = base.Proportion(self.get_theta(key=str(self.context["subject"])

+self.context["activity"], value=self.action["intervention"]))

# Compute update based on the observed reward:

prop.update(self.reward["value"])
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# Store the new updated probability:

self.set_theta(prop, key=str(self.context["subject"])

+self.context["activity"], value = self.action["intervention"])

As stated in the previous section, the getcontext and getreward codes are not strictly

necessary to use the implemented policy in the field study; these two pieces of code pro-

vide us with the opportunity to simulate the usage of StreamingBandit for our envisioned

system. To demonstrate the result of our implemented code, we simulated our scenario

using N = 1000 interactions. This yields the following JSON response:

"theta":{

"0 medicine:soc": {

"p": "0.36363636363636365",

"n": "11"

},

"0 medicine:rec": {

"p": "0.25",

"n": "20"

},

0 medicine:auth: {

"p": "0.8298755186721987",

"n": "482"

},

"0 sleeping:soc": {

"p": "0.29411764705882354",

"n": "17"

},

"0 sleeping:rec": {

"p": "0.15384615384615385",

"n": "13"

},

0 sleeping:auth: {

"p": "0.7886178861788607",

"n": "492"
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},

1 medicine: soc: {

"p": "0.873661670235546",

"n": "467"

},

"1 medicine:rec": {

"p": "0.06250000000000001",

"n": "16"

},

"1 sleeping:auth": {

"p": "0.08333333333333333",

"n": "24"

},

1 sleeping:soc: {

"p": "0.8974358974358976",

"n": "429"

},

}

Listing 5.1: Number of selected intervention and their respective mean reward

This object clearly shows the number of times the persuasive interventions (i.e. Auth,

Soc, and Rec) messages were selected (n) and their respective mean reward (p), for dif-

ferent user-activity combinations. It is clear that the "Auth" arm is preferred for subject

"0", while for subject "1" the arm "soc" has the highest mean reward regardless of activ-

ity type and is played most often (see the red rows in the listing 5.1). This result shows

that our decision policy indeed predominantly chooses the right message based on our

hypothesis, for the right user.

5.7 Chapter Summary

This chapter introduces a system that takes an approach to generate deeply personal-

ized health feedback. The persuasion module automatically recommends an intervention

message aim at changing user anomalous behaviors to have a healthier lifestyle. The
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system uses a sequential decision-making algorithm, Contextual Multi-armed Bandit, to

generate suggestions that minimize the user anomalous behavior. It utilizes concepts of

Cialdini’s 6 Principles of Persuasion from behavior change theory literature and opera-

tionalized them in machine learning optimization functions.

We presented the results from a simulation study that shows promising results. As more

and more people use automated technologies to track their health, we believe the persua-

sion engine’s ability to auto-personalize suggestions holds great promise for providing

actionable feedback at scale. Note that, our description of the use of StreamingBandit

above is rudimentary; the platform itself enables much more advanced modeling of the

relationship between the rewards, the context, and the actions, and the platform can be

used to easily implement policies in which the action selection probabilities change over

time. However, the current simulations show how activity recognition, anomaly detec-

tion, and active interventions can be used to create a persuasive system that personalizes

interventions.
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Chapter 6

Testbed Infrastructure for

Experimental Validation

After the aforementioned validation using the simulation studies presented in chapters

4 and 5, we decided to conduct an experimental validation using real-data in our lab

testbed. This experiment is employed to assess the performance of the anomaly detec-

tion algorithm and to show the functioning of the integrated system (personalized health

feedback system).

As a result, this experiment determines to what extent the required functionality is

achieved under realistic conditions. In the next sections, we present our smart-lab test-

bed architecture and review some of the technical aspects that have been used in the

building of the test-bed.

6.1 The Test-bed

In order to test our system in a real-time approach with real data, we conducted a lab

test-bed, simulating the user environment at home. To this aim, we have deployed sen-

sors and appliances as they may be placed in a real home environment. Regarding the

choice of sensors, appliance and an application that receives the issued health feedback,

we have chosen those used and developed in a European project (PETAL) carried out in
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the HIIS Lab.

The test-bed used to collect the data is the HIIS Lab (shown in Figure 1) with three

rooms, a corridor, and a bathroom (see Figure 6.1). We labeled these 3 rooms as the

living room, kitchen area, and bedroom.

6.2 The Experimental Procedure

Our experimental procedure is coherent with our methodology explained in this thesis.

We first, allocate devices and sensors in our testbed and log the data based on the typ-

ical scenario while the user is interacting with sensors. The log data gathered through

context manager will be sent to the AR and deviation analysis modules and consequently,

if there is any true anomaly that needs an intervention, the persuasion engine issues a

personalized intervention and delivers it to the user’s application.

6.2.1 Logging Infrastructure

A hybrid (wireless/wired) communication infrastructure is used to read data gathered

from the wearable and environmental sensors. Changes in sensors state may trigger

personalization interventions related to their value. The sensors that have been consid-

ered for this project are standalone and wireless and are as follows:

• Environmental measures:

– Motion (true/false)

– Light detection (lux)

– Temperature (C)

– Humidity

– Gas (true/false)

– Windows/Doors state (Open/Close)

Obviously, all these metrics will be associated to the different environments which

compose the actual context of use. For example, during the laboratory evaluation,
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Figure 6.1: Testbed view

it will be possible to define association rules referring to the motion or the temper-

ature of a specific room. Additionally, the following general user measures will be

used, which may not be related to specific environment.

• User measures:

– Position/Room (in which room the user is)

– Position/Time (how long a user stays in a room)

– Heart Rate (bpm)

– Sleep (What time the user went to sleep? how long did the user sleep tonight?)

– Physical Activity (steps, distance, calories)

– Going out and re-enter home

Although most of the studies use smartphones to identify the user position, they need

the user to have it always with them. This situation, especially at home for older adults,

is not realistic. For this reason, the LEMFO LEM7 Android 7 Smart Watch has been used

that can be worn most of the time and can support both Bluetooth and Wi-Fi connection

at the same time.
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Figure 6.2: Set of sensors and appliances integrated for the trials.

The motion, light level, and temperature can be measured by HUE Motion Sensors 1.

The Hue Motion Sensor has a range of 5 meters and a detection angle of 100 degrees in

both horizontal and vertical directions. These sensors are connected to the Hue Bridge

through the ZigBee communication protocol, then the Hue Bridge exposes some REST

services, which can be called by the Context Delegate in CM.

Also, we considered using Estimote Beacons 2 for taking data about the location and

proximity. Estimote Proximity Beacons have a range of 70 meters and Estimote Location

Beacons can detect the presence in a range of 200 meters. The beacons send a signal

via Bluetooth with an ID that identifies them.

Moreover, the integrated smartwatch, in addition to detecting physiological parameters

such as heart rate and step counter and sending them to the Context Server, is also

able to connect and communicate at the same time through Bluetooth and Wi-Fi. This is

exploited to obtain indoor positioning with the support of Estimote Bluetooth proximity

beacons. The Indoor Proximity Delegate exploits the Estimote Proximity SDK and its

cloud configuration platform in which each beacon is associated with a room. In this

way, when the proximity SDK detects that the smartwatch is inside the region (room)

defined by the beacon, it triggers an event in the delegate by providing the room name

associated to the beacon. Afterward, the delegate sends this information to the context

server.

Figure 6.2 shows various sensors, devices and appliances used in this test-bed.

1www2.meethue.com
2https://estimote.com
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6.2.2 Scenario

We created a typical household scenario consisting of temporally unfolding situations

made out of both complex (e.g., prepare a meal) and atomic activities (e.g., open pill dis-

penser). Naturalistic execution of the scenario is achieved by relying on a hierarchical

task tree and leaving the free interpretation to one volunteer that was recruited to per-

form a set of trials in the test-bed. The scenario describes a sequence of activities (e.g.,

having breakfast, sleeping, resting, etc.) in terms of high-level actions to be performed

by the user, leaving space for a natural execution of the task. For instance, the volun-

teer is allowed to variate the way the scenario is performed, such as changing, to some

extent, the sequence of activities or atomic events involved. The scenario is as follows:

Marco starts his day by taking his medicine before breakfast. He usually has his break-

fast between 8:30 to 9:15. He uses to relax in the afternoon around 5 o’clock by watching

his favorite show on TV. Normally he goes to bed at 18:30. He usually uses the bathroom

5 times a day.

First, we created a task model using CTT, containing user daily behavior. Then, we

associated the user activities with the events gathered by available sensors in the lab.

Below there are some rules created in the association tool:

• toileting = typeOfProximity equal INSIDE AND pointOfInterest equal BATHROOM

AND motion equal true

• relax = typeOfProximity equal INSIDE and pointOfInterest equal LIVINGROOM

AND TV is on

• medication = motion (on pill dispenser) equal true

• breakfast = typeOfProximity equal INSIDE AND pointOfInterest equal KITCHEN

AND (Gas Sensor is true or Fridge Door is open)

• sleeping = typeOfProximity equal INSIDE 1 AND pointOfInterest equal BEDROOM

1 AND timeInsideBedroom more 5H AND Motion is false
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6.2.3 Data Annotation

During the data collection, a human operator annotates (using a piece of paper and

a pen) the activities and locations performed by the user to produce the ground truth

comparable with the data in the database. In this way, we can understand the amount of

missing data from sensors.

6.2.4 Dataset

We gathered real-world data for the test-bed in our Lab facility by storing data from

the context manager while an actor was performing a set of daily-life activities. As the

user interacts with the environment, the sensor’s information is sent from the Context

Delegate to the Context Manager via HTTP(S) through RESTfulservices implemented on

the Context Server. When one or more events are verified and the rule conditions are

met, the Context Manager notifies the Activity recognition module via HTTP(S) POST

to a REST service endpoint (the endpoint is specified during the subscription phase);

then the AR stores the list of verified activities into the database and forwards them to

the Anomaly detection algorithm. The anomaly detection algorithm identifies if there is

any anomaly and updates the activity records in the database with the new information

about their anomaly type, time, and date. Then, it transmits these data to the persuasion

module. In figure 6.3, you can see one day example of the anomaly detection algorithm

output. In figure 6.3, the ”delta” column is the delta anomaly measure, calculated based

on the explanation gave in section 5.4.1.1.1. As we mentioned before, the (δanomaly)

corresponds to the difference between the detected anomalous activity and the planned

activity in terms of time, the number of repetitions and the order of the activity. This

delta is one of the inputs of the fuzzy rule-based system.

Figure 6.3: The output of the anomaly detection algorithm for 1 day
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Later, the fuzzy rule-based module via a query retrieves all the information needed from

the anomaly detection database and calculate the level of intervention needed for each

specific anomaly. If, any detected anomaly goes under the "No intervention" category

means that the problem is not severe and there is no need for issuing any notification or

reminders. But, if the anomaly goes under the "mild intervention" and "high interven-

tion" category, the persuasion engine should analyze the situation and for the former,

issue a personalized intervention notification and for the latter should issue an alarm to

inform the caretaker or the family members. For this test, we did not consider "high

intervention".

In Figure 6.4, the activity "breakfast", first classified as "low intervention" at 9:15, as one

minute of delay is not a true anomaly. Each activity error measure gets updated based

on the criticality level of that activity and consequently, the new anomaly degree will be

calculated. As we mentioned before, activities with a high criticality level get updated

every 10 minutes. Therefore, at 10:15 the error measurement δanomaly changes in a way

that the new calculated anomaly is higher and the "breakfast" activity goes under the

"Mild intervention" category.

In this case, the fuzzy system sends the anomalous task, anomaly type and the level of

intervention to the REST service endpoint (persuasion engine), via HTTP(S) POST.

Figure 6.4: The output of the fuzzy rule-based system

The Persuasion engine in the persuasion module choose the personalized intervention

based on the policy applied in streamingBandit and forwards the intervention to be ap-

plied to the application. The user application will receive the intervention via the MQTT

protocol. In figure 6.5, you can see the example log of interventions sent to the volunteer.

Figure 6.5: Intervention messages log
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For evaluating the second main part of the system, the persuasion module, we need real

data from real users for a long period. Because the persuasion module is based on the

contextual multi-armed bandit formalization which is able to learn the user preferences

based on the user reaction to each issued intervention. It is obvious that achieving such

a result in 2 weeks with emulated data is impossible. The limitations in our experiment

have been addressed in section 6.4. In this experiment, we test the capacity of the

anomaly detection algorithm to find the anomalies in user behavior. The next section

shows the discussion and the results.

6.3 Results

We run the test for 2 weeks and during the 2-week monitoring of the user behavior, we

gathered 123 activities (based on the user annotation) which 113 of them are stored in

the database. This means that our dataset gathered from sensor networks suffer from a

significant fraction of missing data (10 records).

This happened due to issues such as communication and sensor interference, power

depletion, and hardware failure and will be explained in detail in section 6.4.

We constructed a confusion matrix to calculate the performance of the anomaly detec-

tion algorithm. To this aim, we used the measures that already defined in equation

Equations (4.12) to (4.14).

The performance of the proposed deviation analysis module and the experiment result

are shown respectively in table 6.1 and 6.2. The first line of the table 6.1 shows the

behavior of the algorithm when a given anomaly A is generated in a sequence. It reports

the number of cases in which anomaly A is correctly classified (true positives), the num-

ber of cases in which the anomaly is not detected (false negatives), and the number of

cases in which the anomaly A is misclassified as another anomaly A′ (false negatives).

Similarly, the second line shows the behavior of the algorithm for the sequences that do

not contain an anomaly. In this case, it reports the number of cases in which an anomaly

is detected (false positives) and the number of cases in which no anomalies are detected

(true negatives).

The results show that our system is capable of finding abnormal activities with 87%
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Table 6.1: Testbed experimental results

Simulated
System detection

Abnormal No Anomaly Another Anomaly

Abnormal 46 5 4
No Anomaly 6 62

Table 6.2: Deviation analysis performance summary

Measure Rate

Sensitivity 88%

Specificity 92%

FPR 7%

Accuracy 87%

accuracy. The difference between the result of the simulation in section 4.2.2.2 and the

result of the test-bed is due to the missing data. The anomaly detection algorithm per se

has an accuracy of 95%.

Moreover, the "Another Anomaly" considered in the confusion matrix is also due to the

misclassification that happens naturally in real-time analysis. For example, in figure 6.3,

At the end of the day, we can see that "medication" and "sleeping" activities have been

misclassified at 13:09 and 18:30 respectively. But later, the medication task classified

as "More-order" at 13:26 and "sleeping" is classified at 20.13 as "Difference-Later-Time" .

It is worth to note that, none of the mentioned anomalies are classified wrongly, rather,

they are true at that specific moment in the partial (prefix) sequence that received till

then.

6.4 Limitations and Challenge Faced During the Exper-

iments

User behavior is key to the correct detection of the system performance. Given the

difficulty of recruiting elders in the remaining time to complete the thesis, we used an

actor to make a preliminary tests.

In the first experimental part (simulation) in section 4, the anomaly detection process is
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not based on the initial set of sequences from the real world, but we are adding potential

failures with synthetic generation. In the second experiment (test-bed in section 6), we

emulated an older adult behavior in a living lab, but we can not exactly duplicate it. So,

an elderly person that misbehaves may act differently from the way in which the users’

misbehavior is simulated or performed.

Summing up, central challenges in the test-bed were:

• Missing data was a prevalent issue. One of the disadvantages of the smartwatch

used in our experiment was the battery that was not powerful enough to make it

both useful and long-lasting. Due to this problem and the fact that the user location

is where the smartwatch is, data may be missing at times due to sensors not being

available.

• The false and the missing alarms occurring due to the previous problem and weak

technical infrastructure and a long distance between the sensors and the gateway.

Because of the missing sensor data, some alarms reached the mobile phones/tablet

of the volunteer, and some alarms did not.

• Another limitation was the time and the number of users. The idea behind the

persuasion module is that an agent will learn from the environment by interacting

with it and receiving rewards for performing actions. In this approach, the system

can take time to learn the user’s preference. To allow adaptation over time, the

user must be monitored for a long time. Hence, in our test-bed we can not validate

how this module can learn from the experience to improve its performance over

time.

However, we are currently running preliminary experiments in the smart home with

volunteer users (which is part of the PETAL European project). The objective of these

experiments is to test the capacity of our proposed architecture to use users’ feedback

and learn their preferences. We encountered problems during the preliminary phase of

the experiment such as subjects that dropped out of the study or the users who refused

to wear the smartwatch that makes rendering the resulting data incomplete. In addition,

Failure in the analysis to appropriately account for subjects dropping out of the study for

reasons unknown results in biased conclusions.
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Chapter 7

Conclusion and Future Work

The well-being of elderly people depends greatly on proper care and treatment. Their

physical status needs to be monitored regularly on a continuous basis. Normally this can

be accomplished with the help of a human assistant. In modern days people are rarely

available to take care of their elderly relatives. Due to that, the design and development

of the remote care systems is an important issue. This is a complicated process as it

involves numerous concerns. The design and development of an effective full-featured

automated remotecare system is a challenging task. Taking proper care of elderly people

differs from generic caregiving systems in various ways because of the diverse nature of

problems experienced by people at old age.

7.1 Conclusion

The central objective of our method is to extend the time older people can live in their

home environment by increasing their autonomy and assisting them in carrying out ac-

tivities of daily living. In particular, our goals are to support older adults with useful and

usable means to increase their awareness and control of their current lifestyle. This will

be achieved through an intelligent platform able to monitor users’ behavior, detect the

significant changes in their behavior and provide them with relevant and tailored health-

related information and quality of life-improving suggestions. Meanwhile, our method is

not limited to the specific target group (i.e., older adults and e-health systems). Not only
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it can be customized for care programs targeting varying health problems and popula-

tions, but also can be used for the other targets and different context of use.

We proposed a general architecture that describes the flow of information from data ac-

quisition to decision making. Our just-in-time adaptive anomaly detection and personal-

ized health intervention framework, is an intervention design aiming to provide the right

type/amount of support, at the right time, by adapting to an individual’s changing inter-

nal and contextual state. Therefore, our framework for JITAI design and personalization

is an adaptive and personalized solution to support older adults by performing a daily

activity verification and anomaly detection. Moreover, our solution supports implemen-

tations for an automated, personalized and persuasive health intervention generation

system that issues interventions based on the detected anomalous activity and the user

preferences.

The proposed solution first, models the users’ daily routine activities using a task model

specification and associates these activities with the events in user context. The user

model serves as a personalized knowledge-base for detecting the users’ abnormal be-

havior.

Second, it verifies the user activity using the information received from the context man-

ager (which detects relevant contextual events occurring in the older adults’ home envi-

ronment) and associated data in the user model.

Third, it performs an online anomaly detection algorithm to detect any significant changes

in user routine. The deviations in user behavior will be classified in 11 categories regard-

ing the activity type, location, order, time and the duration. Later, the system filters the

anomalies to reduces false alarms using a Mamdani-type fuzzy rule-based system that

as input takes the user context and detected anomalies and outputs the true anomalies

with the level of intervention needed.

Finally, by a systematic validation through a system that automatically generates wrong

sequences of tasks, we show that our online anomaly detection algorithm is able to find

behavioral deviations from the expected behavior at different times by considering the

extended classification of the possible deviations with good accuracy. We also presented

some preliminary results based on the 2-weeks experiment with real-data in our lab

testbed.
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In addition, our system supports implementations to issue personalized interventions

to users aiming to minimize their anomalous behavior. The personalization part em-

ploys a reinforcement learning-based approach to optimize/personalize the intervention

delivery concerning the frequency, type, and timing of interventions dynamically accord-

ing to data aggregated for a person over time. To this aim, we propose the use of a

sequential decision policy, implemented based on the contextual multi-armed bandit for-

malization to select messages adopting distinct persuasive strategies for each individual

so that compliance is maximized. We validated the personalized intervention delivery

mechanism through a simulation in which deviations, interventions and personas, with

differentiating characteristics, are simulated. We present that the personalization algo-

rithm is able to capture the rules associated with the simulated concepts, indicating its

potential to be used in real-world settings.

We are currently running more experiments in our living lab to validate our approach

and architecture in a real environment and we believe that the overall system—which

combines detection and intervention in a closed feedback-loop—can provide a solution

for health-care professionals and the elderly themselves. Overall, the developed system

can improve the quality of support in context-aware remote healthcare systems and help

users to improve significantly the quality of their lives.

7.2 Future Work

There are several possible further developments. First off, while we have proposed

the design of the overall system and parts of it have already been tested in practice,

evaluating the full system in situ poses a future research challenge. In future studies,

we aim to validate our platform’s mechanism, empirically throughout a filed trial that

will be carried out in the scope of Petal project with 10 MCI patients in total. Such an

evaluation should allow us to experiment with different sequential allocation policies and

properly long-term assess the effectiveness of the proposed system with real data. Our

secondary aim is to disseminate the results and tools, so that other studies could easily

make use of our material.

Second of all, there are various health-behavior theories and models for developing ef-
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fective persuasive intervention messages that will help improve people’s health state.

While in this thesis, we applied one of these theories (i.e., Cialdini’s six principles of

persuasion) in future research we aim to apply and evaluate different ones through our

proposed sequential decision-making method and determine which aspects of these the-

ories are most effective for older adults. Another improvement of the system which we

aim to develop in future is to inject dynamically calculated information at the interven-

tion delivery time. The placeholders in the intervention messages may differ according

to the persuasion philosophy behind each intervention.

Third of all, we plan to investigate how to improve the activity recognition module by

considering the complex event processing under uncertainty. Usually there exist two

types of uncertainty, namely uncertainty in the data coming from sources, and uncer-

tainty in the induction step that derives the main activity (e.g., sleeping) from composite

activities. Furthermore, activities may have time-related connections to each other, to

form a composite activity. In this respect, we should process the activities to control

if they are happening in a meaningful time window. In our system, we assumed the

complex events are received in an acceptable time window, and we did not model the

uncertainty of events timestamps.

In addition, as our algorithm has the potential to be useful to detect safety implications,

another possibility to improve the system is to introduce a reliability parameter for each

task associated with events received from the context manager. We plan to compute a

confidence probability (CP) as an estimator on the reliability that the input entry belongs

to a specific task or not, that for each new event and in real-time.

Finally, ambient intelligence (AmI) and intelligent environments, in general, represent

the actual trends in the development of the field of artificial intelligence (AI). Along with

the incorporation of these technologies into our everyday life, there are also existing

issues related to ethics and transparency, which are still not satisfactorily solved. To

be ethical, AI must become explainable and the system must have a transparent design.

Especially in remote care systems, the user must be able to fully understand how deci-

sions are being made. Despite the fact that intelligent systems and agents are becoming

pervasive in the daily-living of users in ambient assisted living and e-health systems, still

the literature reviews on explainable agents are missing. Therefore, we plan to provide

an explanation for our recommendation system in the persuasion module because the
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lack of explanation for the user may increase the risk of self-deception and may degrade

the quality of the interaction [238].
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Appendix A

Interventions

We create several short messages that implement different social influence strategies as

defined in [225] that will be delivered to individual users. Our focuses on these interven-

tions as we mentioned in section 5.4 is on "medication intake" and "sleeping" activities

and between Cialdini’s 6 Principles, we chose Social proof, Reciprocity, and Authority.

Following is the list of intervention messages.

• Interventions for medication intake:

– Social Proof:

1. - 50% of the people take medication as prescribed.

2. 55% of elderly people that fail to comply with medication regiments have

poorer health.

3. 26% of elderly people that fail to comply with medication regimens are

potentially in serious danger according to their doctors.

4. Clinical studies report that the average medication adherence ratio is be-

tween 43% and 78% among elderly people who are frequently taking med-

ications.

5. Poor adherence causes approximately 33% to 69% of medication-related

hospitalizations and accounts for $100 billion in annual health care costs.

6. Researchers have found that adults who don’t take prescriptions as di-

rected have poorer health in general, including more hospitalizations.
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7. take your medicine now. 70% of people find it easier to take their medicine

with a daily routine.

8. According to a 2009 study by Odette Gould, a psychology professor, late

medication intake may not be as effective — or safe — as they are intended

to be.

9. Most of older adults take their medications with a daily routine like brush-

ing the teeth or getting ready for bed to be on time.

– Reciprocity:

1. If you take medication as directed for this week, you receive free health

advice from our experts.

2. If you take medication as directed, the chance of better health improves

dramatically.

3. You’ll enjoy better overall health if you take your medicine on time.

4. Take your medicine on time and at the end of the month receive an exclu-

sive pillbox.

5. Use a pill container that we gave you as a gift and take your medicine as

instructed.

6. If you take your medicine on time, you’ll better manage your ongoing con-

ditions.

7. Keep a “medicine calendar” that we gave you, with your pill bottles and

note each time you take a dose.

– Authority

1. Try to take your medications at the same time every day as written on your

pillbox.

2. It is absolutely essential that you continue to take your medicine on time.

3. Based on expert opinions, cutting off your medication is likely to worsen

your symptoms.

4. As your doctor said, your medication works best when taken every day.

5. Take your medication, please. There is a High Cost of not taking your

medicines as prescribed.
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6. It is time for your medication soon.

7. It is important to take your medication as prescribed.

8. Follow the orders on the pill bottle and take your medicine on time.

9. Do not forget to take your medicine as indicated on your pillbox

10. It is important to take your medicine as prescribed.

11. Time for medication!

12. Taking medication late is certainly much less effective as your doctor said.

13. it is much better for your health to follow your doctor’s instructions.

14. Take your medication at the same time every day as your doctor said.

15. Take your pill as the doctor recommended.

16. Follow your doctor’s instruction and take your medicine on time.

• Intervention messages for sleeping:

– Social Proof

1. Recent researches demonstrate that people who sleep at least 7 hours

achieve better cognitive performance.

2. Based on expert opinions, the ideal sleeping time for people of your age is

7 hours. It is healthy to respect that timing.

3. It has been scientifically proven that sleeping well decreases the risk of

dementia.

4. Researchers say sleeping on time improves your immune system.

5. Expert says that sleep gives our bodies time to rest and fight viruses and

infections.

6. It has been scientifically proven that sleep increases emotional well-being

and you become happier.

7. Researchers have demonstrated that lack of sleep makes you more irrita-

ble.

8. Studies show that a night of good sleep can repair damaged cells and

tissues.

9. One of the largest studies done on sleeping time shows that sleeping late

and short decreases longevity.
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10. Studies show that sleep increase creativity which is crucial to healthy ag-

ing

11. 60% of studies show that, sleep helps to maintain a healthy weight

12. Researchers found that dieters who were well-rested lost 56% more fat

than participants who were sleep-deprived

13. researchers who led the study about sleeping time found that sleep can

help reduce the effects of stress.

14. Researchers found that having a regular sleep routine can calm your body.

15. Studies show that having a regular sleep routine can regulate your mood,

and even improve decision making.

16. Studies show that 44% of seniors take longer to fall asleep, wake more

often during the night.

17. Recent researches demonstrate that the ideal sleeping duration for older

adults is 8 hours.

– Reciprocity

1. Take a little time for your favorite activity and then get ready for bedtime.

2. If you go to sleep on time, you will have more energy to do your hobbies.

3. Reduce screen time before bed, limiting blue light exposure and have night

peace.

4. Liston to this music (link), and night peace!

5. push this button and modify the environment with blue light and comfort-

able temperature and go to sleep.

6. Follow this simple meditation, breathe deeply 5 times and go to sleep.

7. Follow the instruction in this link to do 5 minutes meditation and sleep

tight.

8. Listen to this relaxing music and get ready for going to bed.

– Authority

1. Avoid irregular naps during the day as your caregiver said.

2. As the expert prescribes, Limit fluid intake before bed, especially alcohol.

3. As your doctor prescribed, reduce caffeine intake, especially in the after-

noon, helps you sleep better.
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4. You’ll enjoy better overall health, if you sleep based on your routine sched-

uled by your caregiver.

5. Do your breath exercise as your yoga instructor said and go to sleep.

6. Expert says that having a regular sleep routine can handle stress and anx-

iety.

7. Expert says that having a regular sleep routine reduces falls and accidents.

8. As many studies show, using your bed just for sleep and not anything else

helps you sleep better.

9. Based on your doctor’s order you should go to bed at the right moment.

10. Stay within the sleeping pattern established with your caregiver.

11. You have to sleep at least 7 hours, as your caregiver told.
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Appendix B

Personalized Intervention Simulation

using k−arm Bernoulli Thompson

sampling Algorithm

Thompson sampling is an algorithm for online decision problems where actions are taken

sequentially in a manner that must balance between exploiting what is known to max-

imize immediate performance and investing to accumulate new information that may

improve future performance. It works by maintaining a prior on the the mean rewards

of its arms. In this, it follows a beta-binomial model with parameters alpha and beta,

sampling values for each arm from its prior and picking the arm with the highest value.

When an arm (action) is selected and a Bernoulli reward is observed, it modifies the prior

based on the reward. This procedure is repeated for the next arm (action) selection. the

implemented code in R language is as follow:

# Starting values:

true.prob <- data.frame(

user = rep(c(0,1),each=6),

activity = rep(c("sleep", "med"), each=3, 2),

message = rep(c("A", "S", "R"), 4),

p = c(.1,.1,.7,.1,.1,.6,.2,.6,.2,.9,.1,.1)

)
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sims <- 1000

t <- 200

r.rand <- r.opt <- r.thomp <- matrix(99, nrow=sims, ncol=t)

for(sim in 1:sims){

beta <- data.frame(

user = rep(c(0,1),each=6),

activity = rep(c("sleep", "med"), each=3, 2),

message = rep(c("A", "S", "R"), 4),

a = 1,

b = 1

)

for(i in 1:t){

user <- rbinom(1,1,.6)

activity <- sample(c("sleep", "med"),1)

# random:

action.rand <- sample(c("A", "S", "R"),1)

r.rand[sim, i] <- rbinom(1,1,true.prob[ true.prob$user==user &

true.prob$activity==activity&

true.prob$message==action.rand,]$p)

# optimal:

r.opt[sim, i] <- rbinom(1,1,max(true.prob[true.prob$user==user &

true.prob$activity==activity,]$p))

# thompson

options <- beta[beta$user==user & beta$activity==activity,c(4,5)]

arm <- which.max(apply(options, 1, function(x){rbeta(1, x[1], x[2])}))

r.thomp[sim, i] <- rbinom(1,1,true.prob[true.prob$user==user &

true.prob$activity==activity &

true.prob$message==c("A", "S", "R")[arm],]$p)

beta[beta$user==user & beta$activity==activity &
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beta$message==c("A", "S", "R")[arm],4] <-

beta[beta$user==user & beta$activity==activity &

beta$message==c("A", "S", "R")[arm],4] + r.thomp[sim, i]

beta[beta$user==user & beta$activity==activity &

beta$message==c("A", "S", "R")[arm],5] <-

beta[beta$user==user & beta$activity==activity &

beta$message==c("A", "S", "R")[arm],5] + (1-r.thomp[sim, i])

}

}

rand <- colMeans(r.rand)

opt <- colMeans(r.opt)

thomp <- colMeans(r.thomp)

opt.true <- .6*.5*.7+.6*.5*.6+.4*.5*.6+.4*.5*.9

rand.true <- .6*.5*((.1+.1+.7)/3)+.6*.5*((.1+.1+.6)/3)+

.4*.5*((.2+.6+.2)/3)+.4*.5*((.9+.1+.1)/3)

lo <- loess(thomp~c(1:t), span=0.40)

plot(thomp, type="n", ylim=c(.1,.9),

main="Performance of Thompson samplign", ylab="Expected reward", xlab="Time")

lines(predict(lo), col=’red’, lwd=2)

abline(h=round(mean(rand),2), lty=2)

abline(h=round(mean(opt),2), lty=2)
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