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Systematic Evaluation and Usability Analysis of
Formal Tools for Railway System Design

Alessio Ferrari, Franco Mazzanti, Davide Basile, and Maurice H. ter Beek

Abstract—Formal methods and supporting tools have a long record of successes in the development of safety-critical systems.
However, no single tool has emerged as the dominant solution for system design. Each tool differs from the others in terms of the
modeling language used, its verification capabilities and other complementary features, and each development context has peculiar
needs that require different tools. This is particularly problematic for the railway industry, in which formal methods are highly
recommended by the norms, but no actual guidance is provided for the selection of tools. To guide companies in the selection of the
most appropriate formal tools to adopt in their contexts, a clear assessment of the features of the currently available tools is required.
To address this goal, this paper considers a set of 13 formal tools that have been used for railway system design, and it presents a
systematic evaluation of such tools and a preliminary usability analysis of a subset of 7 tools, involving railway practitioners. The results
are discussed considering the most desired aspects by industry and earlier related studies. While the focus is on the railway domain,
the overall methodology can be applied to similar contexts. Our study thus contributes with a systematic evaluation of formal tools and
it shows that despite the poor graphical interfaces, usability and maturity of the tools are not major problems, as claimed by
contributions from the literature. Instead, support for process integration is the most relevant obstacle for adoption of most of the tools.

F

1 INTRODUCTION

THE development of railway safety-critical systems, such
as platforms for on-board automatic train control [1],

[2] or computer-based interlocking infrastructures to route
the trains [3], [4], has to follow strict process guidelines
to deliver products that are highly dependable and trust-
worthy [5], [6]. Formal methods are mathematics-based
techniques for the specification, development and (manual
or automated) verification of software and hardware sys-
tems [7], [8], and are particularly indicated when rigor is a
main concern. They have a long history of over 30 years of
success stories in railway applications [5], [9], [10], with sev-
eral support tools available in the market [11], [12], [13], [14].
Furthermore, the CENELEC EN 50128 norm [15], which is
the standard for the development of railway software in
Europe, highly recommends the usage of formal methods
for the design and verification of those products that need
to meet the highest safety integrity levels.

Despite these premises, the adoption of formal meth-
ods and their supporting tools by companies is rather
limited [16], [17], and railway practitioners ask for more
guidance to select the most adequate formal tool, or set of
tools, for their development contexts [18], [19], [20]. This is
common also to other application domains. As observed by
Steffen [20]: “Prospective users have a hard time to orient
themselves in the current tool landscape, and even experts
typically only have very partial knowledge. Thus, the need
for a more systematic approach to establish the profiles of
tools and methods is obvious”.

Previous work on applications of formal methods to
railway problems has mostly focused on reporting experi-
ences [1], [2], [3], [4], [21], [22], [23], [24], [25], [26], [27], [28],
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[29], [30], [31], [32], [33], [34], [35], [36], [37], [38], [39], [40],
[41], [42], [43], [44], [45], [46], [47], [48], [49]. Notable cases
are the usage of the B method for developing the Line 14
of the Paris Métro and the driverless Paris–Roissy Airport
shuttle [21], the use of Simulink for formal model-based de-
velopment of the metro control system of Rio de Janeiro [2],
and the application of NuSMV to the ERTMS/ETCS Euro-
pean standard for railway control and management [1].

Recently, a stream of literature also emerged on the
evaluation and comparison of formal tools in railways.
Mazzanti et al. [50] replicates the same railway design
with different tools, informally describing their peculiar-
ities. Haxthausen et al. [51] compares two methods for
the verification of an interlocking system. Basile et al. [52]
consider the differences between two formalisms and their
associated simulation-based tools by applying them to an
industrial railway project. Within this set of comparative
works, the H2020 European Project ASTRail (SAtellite-based
Signalling and Automation SysTems on Railways along with
Formal Method and Moving Block Validation) 1, foresees a
structured analysis of the formal tools’ landscape and the
selection of the most appropriate ones for railways [12]. To
address this goal, the project includes three main empirical
activities: a systematic literature review, a systematic evalu-
ation of tools, and an experimental assessment on a railway
case study.

As part of the ASTRail project, and building on a pre-
vious exploratory judgment study [18], this work reports
on the systematic evaluation of 13 formal tools for railway
system design. We adapt the DESMET methodology for
tool evaluation proposed by Kitchenham et al. [53]. We first
select a comprehensive set of evaluation features based on a
brainstorming involving both formal methods and railway
experts. Then, three assessors evaluate the tools and assign

1. http://www.astrail.eu
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values to the features. To this end, they access the documen-
tation, run the tools and perform trials to have an informed
judgment. Multiple iterations and triangulation sessions are
performed to ensure homogeneity in the assessment. As
usability of the tools is considered as particularly relevant by
railway practitioners according to recent surveys [54], [55], a
preliminary usability study is carried out involving subjects
from a company. More specifically, the subjects assist to
structured live demos of a subset of the tools, and fill in a
usability test questionnaire. This evaluation setting ensures
a trade-off between the need to capture the viewpoint of
railway experts, and the time that is inherently required to
learn formal tools [20]. The data of our study—including
a detailed description of evaluation features, evaluation
sheets for the analysed tools, and data from the usability
test—is shared to facilitate inspection, replication and ex-
tension [56].

Our work provides the following main contributions:
i) we establish a set of features to systematically evaluate
formal tools for railways, which can be adapted to other
domains; ii) we assess the features on 13 different formal
tools and share the tool evaluation sheets; iii) we perform
an initial comparative usability study of 7 of these tools in-
volving railway practitioners; iv) we debunk some common
beliefs about formal tools, especially concerning usability
and maturity.

The rest of the paper is structured as follows. Sect. 2
discusses background and related work. In Sect. 3, we
illustrate the study design, while in Sect. 5 we report the
results. Sect. 6 discusses implications. Sect. 4 reports threats
to validity and Sect. 7 provides some final remarks.

2 BACKGROUND AND RELATED WORK

2.1 The Railway Domain and the ASTRail Project

The railway domain is characterized by a stringent safety
culture, supported by rigorous development practices that
are oriented to prevent catastrophic system failures and con-
sequent accidents. The CENELEC EN 50128 standard for the
development of software for railway control and protection
systems [15] considers formal methods as highly recom-
mended practices when developing platforms of the highest
Safety Integrity Levels (SIL-3/4). Given these premises, the
railway domain has been a traditional playground for prac-
tical experimentation with formal methods and tools [5], [8],
[9], [57].

The European Shift2Rail initiative 2 stimulates the de-
velopment of safe and reliable technological advances to
allow the completion of a single European railway area
with the ambitious aim to “double the capacity of the
European rail system and increase its reliability and service
quality by 50%, all while halving life-cycle costs.” Shift2Rail
funds several projects, among which ASTRail (SAtellite-
based Signalling and Automation SysTems on Railways
along with Formal Method and Moving Block Validation).
The project has the goal to introduce novel technologies
within the railway industry, borrowing from the automotive
and avionics domain. To this end, ASTRail studies the
integration of satellite-based train positioning based on a

2. http://www.shift2rail.org

Global Navigation Satellite System (GNSS), moving block
distancing, and automatic train driving, with the support of
formal methods. One of the objectives of the project is to
identify the most suitable formal methods and tools to be
used for railway system development. To this end, ASTRail
considers three main steps: (1) a systematic literature review
on formal methods and tools for railways, complemented
with surveys with practitioners, and a review of research
projects; (2) a systematic analysis of the most promising
formal tools, based on the results of the previous activity;
(3) a case study in which a selection of tools is used for the
development of formal models of a railway signaling sys-
tem that includes the aforementioned technologies. Results
about the literature review and the surveys are reported in
previous works [12], [54], [55]. The current work presents
the systematic analysis of a selection of tools. Before this
analysis, we also carried out a judgment study, involving
formal methods experts, in which 9 different tools were qual-
itatively analysed and specific strengths and weaknesses
were identified [18].

2.2 Formal Methods and Tools
Formal methods are mathematics-based techniques useful
for the specification, analysis and verification of systems [7].
These methods are normally oriented to the development of
mission-critical software and hardware, and are supported
by software tools that can be used to model the system,
perform automated verification, and, in some cases, produce
source code and tests. The different formal techniques and
tools that we consider can be partitioned into four broad
families, namely theorem proving [58], [59], [60], model check-
ing [61], [62], [63], refinement checking [64] and formal model-
based development [23] 3. Here, we briefly mention some of
the main characteristics of these different families and point
to some representative tools.

Theorem proving is an automated reasoning or deduction
technique that aims to formally verify that some property
holds in a system specification by means of semi-automated
proofs that require interaction with the user. Roughly speak-
ing, a theorem prover assists the user in demonstrating
theorems over a system specification. The theorems can be
related to some invariant that must hold in the specifica-
tion or to the consistency of some specification refinement.
Well-known theorem provers are Atelier B [65], Coq [66],
Isabelle [67] and PVS [68].

Model checking is a technique to verify that some desired
property expressed with a declarative formalization, typi-
cally a temporal logic, is satisfied by a specification. It is
common to distinguish between linear-time and branching-
time model checking, depending on the type of temporal
logic supported by the verification engine, and thus the
way in which the desired properties can be expressed.
The popularity of model checking is mainly due to its full
automation. Traditionally, the model-checking problem is
solved by generating and traversing the entire state space
of the specification, composed with the property to be
analyzed. This is the approach of tools such as ProB [22],
SPIN [69] and UMC [70].

3. As we focus on system design, we do not consider deductive
verification or abstract interpretation, which are applied to source code.
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The full state-space exploration leads to the well-known
state-space explosion problem, and several techniques have
been developed to overcome this scalability issue, such as
for example symbolic model checking [71], supported by
tools like NuSMV/nuXmv [72], [73] and PRISM [74], which
applies also probabilistic model checking; statistical model
checking [75], [76], applied by tools like UPPAAL [77]; and
automata minimization techniques, which are supported by
tools like CADP [78] and mCRL2 [79], both based on the
formalism of process algebras.

Other tools, such as TLA+ [80] and SAL [81], take a dif-
ferent approach and combine model checking and theorem
proving. Theorem proving does not depend on the problem
space, and this avoids the state-space explosion problem,
although at the cost of reduced automation.

Refinement checking [64] is a verification technique that
consists in automatically assessing that a certain specifica-
tion is a correct refinement of a higher-level specification.
This is the main technique used by FDR4 [64], but it is
supported also by other tools, such as ProB [22].

Formal model-based development tools, finally, focus on
specification through graphical models, which can then be
simulated, analyzed and verified by means of various tech-
niques. Although these tools often embed model-checking
capabilities to support verification, their main emphasis is
on the modeling phase, and for this reason we classify them
in a different family. Examples of such tools are Colored
Petri Net (CPN) Tools [82], Modelica [83], SCADE [84] and
Simulink [85].

2.3 Related Work

The different families of formal tools briefly listed above
give an intuition of the wide landscape of choice available.

On the other hand, empirical comparisons between tools,
both for railways and other fields, are limited [18], [19],
[20]. This, together with other issues largely discussed in
the literature, such as the prototypical level of the tools, the
skills required, the psychological barriers, tool deficiences,
etc. [8], [9], [16], [86] has seriously hampered the adoption
of formal tools by industrial practitioners.

To address this issue, several efforts have been per-
formed in the community of formal methods for system and
software engineering. Early comparative works are those
by Gerhart et al. [87] and Ardis et al. [88]. The former
analyses the results of 12 case studies, and reports a lack of
adequate tool support at the time of writing. The latter, in-
stead, performs a critical evaluation of 7 formal specification
languages, highlighting that maintainability of the models,
especially in terms of modularity, is one of the most common
issues to address. More recently, Abbassi et al. [89] qual-
itatively compares three specification languages, namely
B, TLA+ and Dash—an extension of the Alloy language,
and show specific language features that characterize each
language. Overall, these works mainly focus on methods
and specification languages, rather than tools.

Well-known initiatives targeting a comprehensive and
comparable view of formal tools are: tool competitions
(cf., e.g., [90]), mostly oriented to assess performance over
shared benchmarks [11]; the ETI initiative [91], aimed at cre-
ating an online service to experiment with different formal

tools; the comprehensive study by Garavel and Graf [10],
a report of over 300 pages characterizing the landscape of
available methods and associated tools; the recent expert
survey on formal methods by Garavel et al. [8], a report of
67 pages on the past, present, and future of formal methods
and tools in research, industry, and education based on a
survey among 130 high-profile experts in formal methods.

In the railway domain, different surveys have been
performed about formal methods and tools (cf., e.g., [5],
[21], [92], [93], [94], [95]). Bjørner [92] presents a first, non-
systematic survey of formal methods applied to railway
software. With a focus on the B method, the book edited
by Boulanger and Abrial [95] discusses successful industrial
usages, including railway experiences at Siemens and other
companies. Aspects of railway system development are cov-
ered by the book edited by Flammini [94], where two entire
chapters are dedicated to formal methods applications. New
applications and future challenges related to the increasing
complexity of railway systems are indicated in the reviews
of Fantechi et al. [5], [93]. A special issue dedicated to formal
methods for transport systems contains two experiences in
the railway domain [57]. A systematic literature review [12],
including 114 research papers on formal methods and rail-
ways, and two surveys with practitioners [54], [55], were
also recently published, highlighting the importance given
by the railway industry to maturity and usability of formal
tools.

Efforts in comparing formal tools have been performed
also in railways. Specifically, Haxthausen et al. [51] com-
pares two formal methodologies for interlocking system
development. Mazzanti et al. [50] replicates the same rail-
way design with multiple formal methods, and qualita-
tively discusses the peculiarities of each tool, namely CADP,
FDR4, NuSMV, SPIN, UMC, mCLR2 and CPN Tools. Basile
et al. [52] compares two formalisms and their associated
simulation-based tools, among which UPPAAL, by applying
them to a case study from an industrial railway project.
During the ABZ 2018 conference, a case study track was
specifically dedicated to a railway problem [96]. The specifi-
cation provided by the organizers was modeled by different
authors through different tools, including SPIN, Atelier B
and ProB, leading to independent publications (e.g., [42],
[44], [45], [46]) in a dedicated special issue [97]. Finally, Fer-
rari et al. [18] performs a judgment study considering 9 tools
(all those used by Mazzanti et al. [50], except for mCRL2
and CPN Tools), and produces a table with strengths and
weaknesses, to guide the adoption of formal methods in
railways. The study does not consider specific evaluation
features, and takes more of a bird-eye view on the tools.

Contribution. Overall, none of the existing studies and
initiatives, both in railways and in the other domains, per-
forms a systematic evaluation of formal tools. The current
work addresses this gap. Compared to previous contri-
butions in railways [18], [50], [51], [96], our work: 1) is
systematic and considers a comprehensive set of evaluation
features; 2) takes into account a larger set of tools; and
3) is the first that presents a usability study with railway
practitioners.
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3 RESEARCH DESIGN

Our study is oriented to provide a catalogue of the char-
acteristics of available formal tools for railway system de-
sign, and achieve a more structured understanding of the
field. To this end, we perform a systematic tool evaluation
adapting the guidelines of the DESMET methodology by
Kitchenham [53], according to the qualitative feature anal-
ysis paradigm. Specifically, we first select a set of relevant
features, and then we consider existing documentation and
perform tool trials to qualitatively evaluate the features
with a sufficient degree of objectivity. Usability in terms
of ease-of-use is evaluated through a usability study. The
produced comparison table and the results of the usability
study are used as a basis to compare the different tools
and discuss research gaps as well as mismatches between
railway designers’ expectations as identified by previous
work [54], [55], and tools’ functionalities and qualities.
Although the DESMET methodology normally suggests a
numerical scoring scheme for the evaluation features (i.e.,
qualitative values are mapped to numbers), we did not
adopt this approach, as our goal is not to rank the tools, but
to provide a comprehensive comparison without the need
to establish winners and losers.

Our research focuses on the railway domain, given the
long history of applications of formal methods in this field,
and the demand for a more widespread knowledge dissemi-
nation towards practitioners and system designers [18], [19].

3.1 Research Questions
Our overall research goal is to systematically evaluate formal
tools for system design in the railway domain. The goal is
decomposed into the following research questions (RQs):

• RQ1: Which are the features that should be considered to
evaluate a formal tool? This question aims at creating
a taxonomy of features to evaluate the tools. To
address this goal, we perform a brainstorming ses-
sion of feature elicitation, followed by consolidation
activities to come to a well-defined set of features and
associated values.

• RQ2: How do different tools compare with respect to
the different features? With this question, we want
to highlight strengths and weaknesses of the tools
according to the selected features. The 13 tools are
individually evaluated by three assessors with the
support of the tools’ documentation, research papers,
and through brief trials with simple draft models
defined by the assessors themselves. The evaluation
enables the identification of individual as well as
collective weaknesses and strengths of the tools. For
each tool, an evaluation sheet is produced.

• RQ3: How do different tools compare with respect to
usability? Usability is a particularly relevant macro-
feature that needs to be assessed by different subjects
to be properly evaluated. To compare the ease-of-
use of the tools we perform a preliminary usability
assessment with railway practitioners. The practi-
tioners did not directly use the tools, but assisted to
structured tools’ live demos, and used the System
Usability Score (SUS) test to evaluate them. This un-
orthodox usability assessment compensates for the

inherent complexity of learning formal methods, and
give a first intuition of the potential ease-of-use the
tools from the viewpoint of practitioners.

3.2 Tools

The 13 selected tools for the evaluation are CADP (2020-g),
FDR4 (4.2.7), NuSMV (1.1.1), ProB (1.9.3), Atelier B (4.5.1),
Simulink (R2020a), SPIN (6.4.9), UMC (4.8), UPPAAL (4.1.4),
mCLR2 (202006.0), SAL (3.3), TLA+ (2) and CPN Tools (4.0).
The first ten were included as they are evaluated among
the most mature formal tools for railways, according to
Ferrari et al. [18]. The last four were added to consider a
more representative set of the different flavors of formal sys-
tem modeling and verification available. Specifically, CPN
Tools was included to consider Petri Nets, a widely used
graphical formalism also for railway modeling [39], [55].
mCLR2 is based on the algebra of communicating processes
and supports minimization techniques, as does CADP, but
mCRL2 is open source [79]. Finally, SAL and TLA+ are
particular tools that integrate both theorem proving and
model checking, and TLA+ is also used at Amazon [98].
More information about the peculiarities of each tool is
reported in the evaluation sheets that were produced for
each tool [56]. Further work can update the list of tools,
using the features proposed in this paper as reference for
assessment. The tools were tried in their free or academic
license, depending on the available options. The commercial
license was not purchased for any of the tools.

TABLE 1
Characteristics and expertise of the study participants

ID
Role in

Milieu Main Function Age Sex
Years of Experience in

Study
Formal Railway FM in

Methods (FM) Industry Railways
1 assessor academic workpackage leader 39 M > 13 3 13

2 assessor academic tool developer 62 M > 20 0 9

3 assessor academic researcher 36 M > 6 0 4

4 expert academic group leader 48 M > 15 0 9

5 expert academic project leader 66 F > 30 0 > 25

6 expert academic professor 65 M > 30 0 > 25

7 expert industry system engineer NA M 0 > 10 0

8 expert industry system engineer 52 M 0 > 10 0

9 expert industry system engineer 48 M 0 > 10 0

10 expert industry software developer 43 M 0 > 10 0

11 expert industry product manager NA M 0 > 10 0

12 expert industry system engineer 48 M 0 > 10 0

13 expert industry innovation engineer NA M 0 > 10 0

14 expert industry software developer 45 M 0 > 10 0

15 expert industry innovation engineer NA F 0 3 to 10 0

3.3 Study Participants

Table 1 summarizes the study participants’ characteristics
and expertise.

The main participants are the first three authors of the
paper, who were involved in all the phases of the study.
They are referred to as assessors. The assessors are male aca-
demics, with 13 years (1st author), 9 years (2nd author) and
4 years (3rd author) of experience in applications of formal
methods to the railway industry, but with complementary
expertise: semi-formal methods, classical model checking,
and probabilistic and statistical methods and tools, respec-
tively.
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The association between tools and assessors was based
on their expertise, to have an authoritative analysis. It is
worth noting that the 2nd author has over 25 years of
experience in formal methods, as well as hands-on expe-
rience on formal tool development, while the 1st author has
3 years of experience with applying semi-formal methods in
the railway industry. The adopted DESMET methodology
is inspired by systematic literature reviews [99], in which
the authors are normally involved in the evaluation, and, as
in our case, aims to reach objectivity through the selection
of appropriate evaluation features, triangulation, and cross-
checking between the authors.

The additional participants included three researchers
(referred to as academic experts) and 9 railway practition-
ers (industry experts). One of the researchers is the last
author, a male academic that has more than 15 years of
experience with multiple formal methods, with a specific
focus on the application of model-checking tools, among
which probabilistic and statistical variants, recently also to
railway problems. The other two academics (one male and
one female) each have more than 25 years of experience
in the application of formal methods to railways. Finally,
the 9 practitioners, of which one female, have in general
more than 10 years of experience in railways, but no prior
experience in the application of formal methods.

3.4 RQ1: Feature Selection
The features were elicited with a collaborative approach
inspired by the KJ method [100]. A 3 hour workshop was
organized involving 8 participants: the assessors, the aca-
demic experts, and two of the industry experts (ID 8 and 9
in Table 1). Participants were given 5 minutes to think about
relevant features that should be considered when evaluating
a formal tool for railway system design. Each participant
wrote the features that they considered relevant in a sheet
of paper that was not made visible to the others. Then,
the moderator asked the participants to list their features
and briefly discuss them. When the explanation given by
the feature proponent was not clear, the others could ask
additional questions to clarify the meaning of the feature.
The moderator reported each feature in a list that was
made visible to all participants through a projector. When a
feature was already mentioned, it was not added to the list.
At the end of the meeting, the assessors homogenized the
feature names. For each feature, the assessors jointly defined
the possible values, as well as a systematic way to assess
it. Features that could not be evaluated with a sufficient
degree of objectivity, and that required specific experimental
evaluations (i.e., notation readability, resource consumption,
learning curve, and scalability [20]) were excluded from the
analysis. The final list of features and possible values was
later cross-checked by the other participants. A reference
evaluation document was redacted with all the information
to be included for each tool.

3.5 RQ2: Feature Evaluation
The three assessors performed the systematic feature eval-
uation. The assessors worked independently on a subset
of the considered tools, and they produced an evaluation
sheet for each tool, based on the reference document. The

assessors worked on the tools that they were more familiar
with, according to their previous experiences, so to give
a more informed judgment. Specifically, one assessor (3rd
author) used UPPAAL and Atelier B; one used Simulink
(1st author); the assessor with more experience in formal
methods (2nd author) used the remaining tools. To perform
the evaluation, the assessors followed a structured proce-
dure: 1) install and run the tool; 2) consult the website
of the tool, to check the official documentation; 3) oppor-
tunistically search for additional documentation to identify
useful information to fill the evaluation sheet; 4) refer to the
structured list of papers on formal methods and railways
published in the previously referred literature review [12] 4

(cf. Sect. 2.1), to check for tools’ applications in railways;
5) perform some trials with the tools to confirm claims
reported in the documentation, and assign the value to
those features that required some hands-on activity to be
evaluated; 6) report the evaluation on the sheet, together
with the links to the consulted documents and papers, and
appropriate notes when the motivation of some assignment
needed clarification.

In subsequent face-to-face meetings, the assessors chal-
lenged each others’ choices, and asked to provide motiva-
tions and evidence for the assigned values. The evaluation
sheets were further revised by all three assessors to align vi-
sions, and balance judgments. The process was incremental,
and carried out across several months. In total, six meetings
of 1 to 2 hours were carried out, and the evaluation sheets
were used as living documents during these meetings. Fi-
nally, a summarizing table was produced to systematically
compare the tools. The final evaluation sheets were part of a
deliverable of the ASTRail project, and were thus subject
to external review. Furthermore, the last author of this
paper cross-checked the table with the evaluation sheets.
The sheets, together with a detailed description of features
and assessment criteria, are shared in our repository [50].

3.6 RQ3: Usability Evaluation
This section outlines the methodology adopted for the
usability evaluation of the tools performed with railway
experts. First, a set of models of the same sample system
was developed by the assessors using 7 different tools,
namely Atelier B, NuSMV, ProB, Simulink, SPIN, UMC, and
UPPAAL. The other tools were not included as, from the
feature evaluation, they were considered to require advanced
mathematical background to be understood (i.e., CADP,
FDR4, mCLR2, SAL, or TLA+, cf. Fig. 1) or they were known
from the literature to be inadequate to handle industry-
size problems (this is the case of CPN Tools [50]). One
exception is Atelier B, which, although requiring advanced
background, is one of the few tools already used in the de-
velopment of real-world railway products (cf. “Integration
in the CENELEC process”, Fig. 1).

Each assessor worked only on a subset of the tools,
depending on their skills, as in the feature evaluation phase.
The models were used to showcase the different tools, and
evaluate their usability from the point of view of the 9 in-
dustry experts. A usability assessment in which the experts

4. The list of 114 papers, and associated categories, can be accessed
at https://goo.gl/TqGQx5.
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would directly interact with the tools was not considered
reasonable, due to the skills required to master the tools,
and due to time constraints. Therefore, the three assessors
showed the different characteristics of the tools in a 3 hour
meeting with the experts, using the developed models as a
reference. The experts were already familiar with the sample
system considered, i.e., the moving block system, which was
also used as reference by other works in the literature [18],
[96], [97]. The assessors asked the experts to evaluate the
usability of each tool based on their first impression. It
should be noticed that, although unorthodox, this approach
is meaningful. In practical cases, formal tool users need to
be tool experts [20], [50], and railway engineers will have to
interact with them. This requires the engineers to be able to
understand the models and make sense of the results, but
not to be proficient with the formal tools.

The meeting was performed as follows:

1) Introduction: an introduction was given to recall
the main principles of the considered system. This
served to provide all participants a uniform per-
spective on the system that they were going to see
modeled.

2) Tool Showcase: each tool was presented by an as-
sessor in a 15 minutes demo, covering the following
aspects: 1. General structure of the tool: the presenter
opens the tool, and provides a description of the
graphical user interface (if available); 2. Elements of
the model: the presenter opens the model, describes
its architecture, and navigates it; 3. Elements of the
language: minimal description of the modeling lan-
guage constructs, based on the model shown; 4.
Simulation features: a guided simulation is performed
(if supported); 5. Verification features: description
of the language used for formal verification, and
presentation of a formal verification session with
counter-example (if supported).

3) Usability Evaluation: after the presentation of each
tool, a usability questionnaire for the tool (see be-
low) is filled by the experts.

To evaluate the usability of the tool, we use a widely
adopted usability questionnaire, the System Usability Scale
(SUS) developed by Brooke [101], [102]. We preferred
SUS over other questionnaires like QSUC, QUIS, and USE
(cf. [103] for pointers), since the questions were considered
appropriate for our context. Some questions from the orig-
inal SUS had to be tailored to our evaluation. The final
questionnaire was:

1) I think that I would like to use this tool frequently.
2) I found the tool unnecessarily complex.
3) I thought the tool was easy to use.
4) I think that I would need the support of a technical

person to be able to use this tool.
5) I found the various functions in this tool were well

integrated.
6) I thought there was too much inconsistency in this

tool.
7) I would imagine that most people with industrial

railway background would learn to use this tool
very quickly.

8) I imagine that the tool would be very cumbersome
to use.

9) I imagine that I would feel very confident using the
tool.

10) I imagine I would need to learn a lot of things before
I could get going with this tool.

Answers are given in a 5-points Likert Scale, where 0 =
Completely Disagree; 1 = Partially Disagree; 2 = Undecided;
3 = Partially Agree; 4 = Agree. To calculate the SUS score, we
follow the guidelines of Brooke [101]. Overall, the SUS Score
varies between 0 and 100, with the following interpretations
for the scores, based on the work of Bangor et al. [104]:
100 = Best Imaginable; 85 = Excellent; 73 = Good; 52 = OK;
39 = Poor; 25 = Worst Imaginable.

4 THREATS TO VALIDITY

Construct Validity. The set of considered tools does not
represent the complete universe of formal tools. However,
the selection rationale was motivated by other works in
railways [18], and by the need to have representatives of
different families (cf. Sect. 3). Overall, there is a bias towards
model-checking tools with respect to theorem proving ones,
but this also occurs in the railway literature, where the
preference for this technique is rather common [12]. It is
worth noting that we did not purchase commercial licenses
for those products offering them. This should not affect our
evaluation, as academic licenses appear to support the same
features.

The different features, as well as the possible values,
were defined by a limited group of persons. However,
the group represents both academic and railway industry
viewpoints, and several triangulation activities were carried
out to ensure clarity, a sufficient degree of completeness
and a uniform interpretation. We moreover made an effort
to define sufficiently objective features. In fact, we argue
that the partially subjective features are a minority (namely,
easy to install, quality of documentation, and complexity of
license management).

The means that was adopted to evaluate usability, i.e.,
the SUS questionnaire, is widely used and has been proven
effective [104]. On the other hand, the presented usability
evaluation is based on a demo showcase of the tools and
different results may be obtained with a direct evaluation by
railway experts. Given the relatively high number of tools
and the resources required for such a direct evaluation by
railway experts, we opted for a pragmatic approach that
provides an indication of the potential usability of the tools.

Internal Validity. The evaluation of the tools may have
suffered from subjectivity. To limit this problem, triangula-
tion activities were performed to align the evaluation, and
the assessors were required to report appropriate evidence
in the evaluation sheet, when some judgment required ex-
plicit justification. For some features, the value also depends
on the available evidence that comes from the literature and
from the websites of the tool, and may not reflect reality. To
mitigate these aspects, different sources of information, and
practical tool trials have been considered.

In the usability study, the researchers could have biased
the audience towards a certain tool, based on their pref-
erences. To mitigate this threat, the researchers rehearsed
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the tool showcase before the evaluation with the participa-
tion of one of the academic experts, and provided mutual
recommendations. Therefore, we argue that the tools were
presented in a quite uniform manner.

Another issue is related to the number of subjects in-
volved, i.e. 9, which may be regarded as a limited sample.
However, for different methods it has been shown that a
group of 10±2 evaluators can identify 80% of the usability
problems and that “optimal sample sizes of ‘10±2’ can
be applied to a general or basic evaluation situation, for
example, just basic training provided to evaluators and a
limited evaluation time allowed” [105]. Therefore, we argue
that, although limited, the sample size is in line with the
samples typically used in usability testing.

External Validity. The usability evaluation, as well as the
preceding activities, involved railway experts with multiple
roles, i.e., system engineers, developers, and managers, and
with different degrees of experience in railways, although
more than 10 years in the vast majority of the cases. This
covers a large spectrum of perspectives. On the other hand,
the participants were all from the same railway supply com-
pany, and this may limit the results. However, it is worth
noticing that railway companies follow standardized pro-
cesses and, in addition, railway systems are well-established
and even standardized in some cases (e.g., ERTMS [96],
[106]). Moreover, the railway industry is an oligopoly and
according to experts from the Shift2Rail project NEAR2050
(Future challenges of the railway sector)5 “the rail supply
industry will continue to be an oligopoly, but core rail
system knowledge will have moved to IT departments or IT
companies” [107]. Therefore, we argue that the perspectives
of companies may be similar to each other and backgrounds
and practices are comparable between companies, thus sug-
gesting a sufficient degree of external validity of our results.

5 EXECUTION AND RESULTS

5.1 RQ1: Feature Selection

The feature selection process led to the identification of
33 features, which have been hierarchically grouped into
functional, language expressiveness, and quality features, with
8 categories in total. Below, we report categories, features
and possible values with evaluation criteria.

5.1.0.1 Functional Features: Functional aspects have
been organized in two categories: development functionali-
ties and verification functionalities.

Development Functionalities.

• Specification, modeling: specifies whether the model
can be edited graphically (GRAPH), in some textual
representation (TEXT) inside the tool or whether the
model is just imported as a textual file (TEXTIM).

• Code generation: indicates if the tool supports au-
tomated code generation from specifications (YES,
NO).

• Documentation and report generation: the tool supports
automated generation of readable reports and doc-
uments (YES), allows the user to produce diagrams
or partial reports that can be in principle included

5. http://www.near2050.eu

in official documentation (PARTIAL) or does not
generate any usable documentation (NO).

• Requirements traceability: indicates if it is possible to
trace requirements to the artifacts produced with the
tool (YES, NO).

• Project management: specifies if the tool supports the
management of a project, and the GUI-based naviga-
tion of its conceptual components (YES, NO).

Verification Functionalities.

• Simulation: indicates whether a model is executable,
so that simulation is possible. The simulation could
be either graphical (GRAPH) or textual (TEXT), a mix
of the two (MIX) or absent (NO).

• Formal verification: the type of formal verification sup-
ported can be linear-time model checking (MC-L),
branching-time model checking (MC-B), observer-
based model checking (MC-O), theorem proving (TP)
or refinement checking (RF).

• Scalability approach: indicates the type of approach
adopted to verify large scale models. Can be on-the-
fly model checking (FLY): the state is generated on
demand; Partial order reduction (POR): exploitation
of symmetries in the state space; Parallel computa-
tion (PAR): parallel computation distributed on more
hosts; Bounded Model Checking (BMC): state-space
exploration up to a certain depth; Symbolic Model
Checking (SYM): compact state space representation;
SAT/SMT constraint solving and theorem proving
(SCT): avoid explicit reasoning on the state space;
Statistical Model Checking (SMC): avoid full state-
space generation using simulations and provide an
approximate solution; Compositionality and mini-
mization (COM): divide the problem into smaller
subproblems; No technique (NO).

• Model-based testing: support for automatically de-
rived testing scenarios (YES, NO).

5.1.0.2 Language expressiveness: This group of fea-
tures collects technical aspects related to the main modeling
language made available by the tool.

• Non-determinism: evaluates if non-determinism is ex-
pressible. In particular, whether the language allows
internal non-deterministic system evolution (INT) or
external choices associated to inputs or trigger-events
allow the expression of non-determinism (EXT).

• Concurrency: evaluates if and how concurrency as-
pects can be modeled. The model can be consti-
tuted by a set of asynchronously interacting elements
(ASYNCH), synchronous elements (SYNCH), both
((A)SYNCH) or just one element (NO).

• Temporal aspects: considers if modeling language sup-
ports the notion of time (YES, NO).

• Stochastic or probabilistic aspects: evaluates if it is pos-
sible to model aspects related to randomness, such as
for example stochastic delays (YES, NO).

• Modularity of the language: evaluates how the archi-
tecture of the model can be structured in the form
of different hierarchically linked modules. The cases
are: the tool allows the user to model in a hierarchical
way, and the partitioning of the model into modules
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(HIGH); the tool allows the partitioning of the model
into modules, but without a notion of hierarchy
(MEDIUM); modules are supported, but the they
have no way to interact, neither by messages nor
by shared memory (LOW); modules not supported
(NO).

• Supported data structures: the language supports nu-
meric types, but no composite expressions (BASIC)
or it has complex expressions like sequences, sets,
and array values (COMPLEX).

• Float support: indicates if floating-point numbers are
basic data types (YES, NO).

5.1.0.3 Quality Features: Quality aspects are orga-
nized into six categories: tool flexibility, maturity, usability,
company constraints, and domain-specific criteria.

Tool Flexibility.

• Backward compatibility: indicates to which extent
models developed with previous versions of the tool
can be used in the current version. Cases are: the ven-
dor guarantees that legacy versions of the models can
be used in the current version of the tool or the future
availability of legacy versions of the tool (YES); the
tool is open source, the input language is stable
and de facto standard or there is evidence of interest
in preserving backward compatibility (LIKELY); the
tool is not open source and the provider does not
show evidence regarding backward compatibility,
even if the language is rather stable and a de facto
standard (MODERATE); source code is not available,
input format is not stable, and no information is
available from the vendor (UNCERTAIN).

• Standard input format: evaluates if the the input lan-
guage is based on a language standardized by an
international organization (STANDARD); the input
language is open, public, and documented (OPEN);
the structure of the model specifications is easily
accessible, but not publicly documented (PARTIAL);
the internal structure of the model specification is
hidden (NO).

• Import from or export to other tools: evaluates whether
the tool provides several import/export functional-
ities (HIGH); the tool has a standard format used
by other tools or exports to some other formats
(MEDIUM); the tool does not have import/export
functionalities (LOW).

• Modularity of the tool: evaluates if the tool includes
different modules and packages. Values are: the tool
is composed of many modules that can be loaded to
address different phases of the development process
(HIGH); the tool offers multiple functionalities, but
not in the form of loadable modules (MEDIUM); the
tool offers a limited number of functionalities in a
monolithic environment (LOW).

• Team support: specifies support for collaborative
model development (YES, NO).

Maturity.

• Industrial diffusion: the website of the tool reports
multiple (HIGH), a few (MEDIUM), or no (LOW)
cases of industrial usage;

• Stage of development: the tool is a stable product with a
long history of versions (MATURE); the tool is recent
but with a solid infrastructure (PARTIAL); the tool is
a prototype (PROTOTYPE).

Usability—in the broad sense of ISO 9241-11:2018 [108].

• Availability of customer support: considers if reliable
customer support can be purchased for maintenance
and training (YES); free support is available in the
form of bug reports and forums (PARTIAL); or com-
munications channels need to be established between
producers and users to have support (NO).

• Graphical user interface: the tool has a well-designed
and powerful GUI (YES); a user-friendly GUI exists,
but it does not cover all the tool functionalities in a
graphical form (PARTIAL); a GUI exists, but not par-
ticularly powerful (LIMITED); the tool is command
line (NO).

• Mathematical background: this feature aims at giving
an idea of how easy it is to learn the tool for
an electronic or computer engineer (i.e., the typical
railway practitioner). Cases are: the tool does not
require particular logical/mathematical skills (BA-
SIC); the tool requires the knowledge of temporal
logic (MEDIUM); the tool requires the knowledge of
theorem proving or process algebras (ADVANCED).

• Quality of documentation: the documentation is ex-
tensive, updated and clear, includes examples that
can be used by domain experts, it is accessible and
navigable in an easy way (EXCELLENT); the docu-
mentation is complete but offline, and requires some
effort to be navigated (GOOD); the documentation is
not sufficient or not easily accessible (LIMITED).

Company Constraints.

• Cost: the tool is available under payment only (PAY);
free under certain conditions (e.g., academic) and
moderate cost for industrial use (MIX); the tool is
free (FREE).

• Supported platforms: indicates possible platforms sup-
ported by the tool (e.g., Windows, MacOS, Linux, or
ALL three).

• Complexity of license management: the tool is free for
commercial use, and no license management system
is required (EASY); the tool offers academic and com-
mercial licenses, both upon payment, limited effort
was required to handle the academic license, and
adequate information is provided for the commercial
one (ADEQUATE); the tool has a free and a pur-
chasable version, limited problems were encountered
when trying the free version, but limited information
is provided in the website about the licensing system
of the other one (MODERATE); several problems
were encountered with the license management sys-
tem (COMPLEX).

• Easy to install: the tool requires little or no external
components (YES); the tool installation depends on
external components or the installation process is not
smooth (PARTIAL); the installation can interfere with
the customer development environment (NO).
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Domain-specific Criteria.

• CENELEC Certification: the tool is certified according
to the CENELEC norm (YES); the tool includes a
CENELEC certification kit or it is certified accord-
ing to other safety-related norms like DO178C [109]
(PARTIAL); none of the above (NO).

• Integration in the CENELEC process: estimates how
easy it is to integrate the tool in the existing rail-
way life-cycle as described by the CENELEC norms.
Cases are: in the literature review from [12] or in
the tool documentation evidence was found of tool
usage for the development of railway products ac-
cording to the CENELEC norms (YES); evidence
was found of the usage of the tool in railways,
but no CENELEC products developed with the tool
(MEDIUM); no usage in railways was found (LOW).

5.2 RQ2: Feature Evaluation

Figure 1 reports the table resulting from the feature evalu-
ation activity. The reader is invited to consult the sheet of
each tool to have clarifications on the judgments provided.
Here we summarise the most evident trends, and contrast
them with existing literature on desired features of formal
tools in railway as indicated by recent surveys [12], [54], [55],
and limitations and barriers for formal methods adoption
(cf. [11], [16], [17], [19], [20], [110], [111], [112]).

Development Functionalities. Concerning development
functionalities, we observe that the majority of the tools are
based on textual specifications of the models (TEXT and
TEXTIM) and, with the exception of Simulink, most of them
support only a limited subset of the other complementary
functionalities, such as code generation and requirements
traceability. Interestingly, the project management feature,
common in any IDE for software development, is only
available in Simulink, ProB, and Atelier B.

Observations. The tools appear to give limited relevance
to development functionalities. This, to our knowledge,
was not observed by other authors discussing limitations
of formal tools (cf. [11], [16], [17], [20]). Traceability in
particular is regarded as one of the most relevant function-
alities by railway stakeholders [12], who need to ensure
that all the artifacts of the process are explicitly linked.
The scarce support for traceability is therefore a relevant
pain point. Concerning the type of specification language
supported (graphical vs. textual), some railway stakeholders
may in principle prefer graphical languages [23], while
few tools support them. However, Ottensooser et al. [113]
have empirically shown that a pictorial specification is not
necessarily more understandable than a textual one, and
code-like models may be easier to maintain. Therefore, the
need for graphical languages—and the understanding of
specifications by all stakeholders—could be conflicting with
the need for flexibility. Regardless of the language format, a
project management feature is needed to manage complex
industrial models.

Verification Functionalities. Verification functionalities,
including model-based testing and simulation, are sup-
ported by a larger number of tools. However, specific
strategies in terms of formal verification and scalability

approaches are adopted by each platform, and this suggests
a rather wide difference in terms of types of properties that
can be verified on the models by each tool.

Observations. The difference between approaches is justi-
fied by the academic origin of most of the tools, which were
primarily used to implement novel verification techniques,
as observed by Garavel and Mateescu [11]. This has an
impact on the degree of experience required to master a
tool. Several authors (cf. [11], [20], [50]) highlighted that
the differences in terms of verification strategies, together
with the wide range of optimization options made available
to address scalability issues, require users to be experts in
the tool to successfully verify large designs. The presence of
several tools supporting model-based testing suggest that
tool developers appear to be aware of the need for comple-
mentarity between testing and formal verification, which are
not interchangeable activities.

Language Expressiveness. In terms of language expres-
siveness, the variety of feature value combinations, and
therefore the specificity of each modeling language, is also
quite evident, as for verification functionalities. In other
terms, each tool is somewhat unique, both in terms of spec-
ification and in terms of verification strategies. Probabilistic
aspects and floats have in general limited support. Only
UPPAAL and mCLR2 allow the expression of probability,
and floats are native types only for Simulink, nuXmv, and
UPPAAL.

Observations. The uniqueness of each language shows
that after twenty years, the issues of isolation of formal spec-
ification languages pointed out by Van Lamsweerde [112]
have yet to be solved. The limited support for floats suggests
that, in most of the cases, tools are oriented to designing
models that do not go down to the expressiveness of source
code in terms of numerical data representation. Abstracting
from details is nevertheless one of the principles of systems
modeling, and other tools oriented to static analysis should
be used to deal with errors arising from floating point
numerical types [114].

We note that probabilistic features are traditionally asso-
ciated to specialized tools for the analysis of performances
and other dependability aspects [13], [14]. In this paper, we
consider tools oriented towards system design, and this is
the reason why this feature has limited support.

Tool Flexibility. Tool flexibility sees a major weakness in
the team support feature, with Atelier B as the only tool
including it. Only Simulink, ProB, UPPAAL, and CADP
can be regarded as flexible toolboxes (cf. “Modularity of
the Tool” = HIGH), and only ProB, CADP, and mCLR2
are open to different formats with several import/export
functionalities. This suggests that in many cases the tools are
independent ecosystems, and their integrated usage may be
complicated.

Observations. This issue also observed by other au-
thors [11], [20], who pointed out the high degree of special-
ization of languages and tools. Combining at least a subset
of the tools and integrating them in a coherent process is ex-
tremely relevant. Indeed, as observed by previous work [18],
[115], and given the “uniqueness” of each tool, the needs of
an industrial process cannot be fulfilled by one platform
only.
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Category Name SPIN Simulink nuXmv ProB Atelier B UPPAAL FDR4 CPN Tools CADP mCRL2 SAL TLA+ UMC

Development Specification/Modeling TEXT GRAPH TEXTIM TEXT TEXT GRAPH TEXTIM GRAPH TEXTIM TEXT TEXTIM TEXT TEXT
Functionalities Code Generation NO YES NO NO YES NO NO NO YES NO NO NO NO

Document/Report Generation PARTIAL YES NO PARTIAL PARTIAL PARTIAL PARTIAL NO PARTIAL PARTIAL NO NO PARTIAL
Requirements Traceability NO YES NO NO NO NO NO NO NO NO NO NO NO
Project Management NO YES NO YES YES NO YES YES NO NO NO NO NO

Verification Simulation TEXT GRAPH TEXT MIX NO GRAPH TEXT GRAPH TEXT TEXT TEXT NO TEXT
Functionalities Scalability Approach FLY,POR,PAR BMC BMC,SYM SCT SCT SMC,SYM COM,POR BMC COM,PAR COM PAR,SCT SYM,SCT FLY

Formal Verification MC-L MC-O MC-L,MC-B MC-L,MC-B,RF TP MC-L,RF RF MC-B MC-B,RF MC-B,RF MC-L,TP MC-L,TP MC-B
Model-based Testing NO YES NO YES NO YES NO NO YES NO YES NO NO

Language Non-determinism INT EXT INT,EXT INT,EXT INT,EXT INT,EXT INT,EXT INT INT,EXT INT,EXT INT,EXT INT INT
Expressiveness Concurrency ASYNCH NO SYNCH NO NO SYNC ASYNCH ASYNCH ASYNCH ASYNCH (A)SYNCH ASYNCH (A)SYNCH

Temporal Aspects NO YES YES NO NO YES YES YES NO YES YES NO NO
Probabilistic/Stochastic Aspects NO NO NO NO NO YES NO NO NO YES NO NO NO
Modularity of the Language HIGH HIGH MEDIUM LOW LOW MEDIUM HIGH HIGH HIGH HIGH MEDIUM MEDIUM HIGH
Supported Data Structures BASIC COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX COMPLEX
Float Support NO YES YES NO NO YES NO NO NO NO NO NO NO

Tool Flexibility Backward Compatibility LIKELY LIKELY LIKELY LIKELY MODERATE LIKELY MODERATE LIKELY LIKELY LIKELY MODERATE MODERATE MODERATE
Standard Input Format OPEN PARTIAL OPEN OPEN OPEN PARTIAL OPEN PARTIAL STANDARD OPEN OPEN OPEN STANDARD
Import/Export vs. Other Tools MEDIUM LOW MEDIUM HIGH MEDIUM LOW MEDIUM MEDIUM HIGH HIGH MEDIUM LOW MEDIUM
Modularity of the Tool LOW HIGH LOW HIGH MEDIUM HIGH LOW LOW HIGH MEDIUM LOW LOW MEDIUM
Team Support NO NO NO NO YES NO NO NO NO NO NO NO NO

Maturity Industrial Diffusion HIGH HIGH HIGH HIGH HIGH HIGH MEDIUM MEDIUM MEDIUM MEDIUM LOW MEDIUM LOW
Stage of Development MATURE MATURE MATURE MATURE MATURE MATURE MATURE MATURE MATURE MATURE MATURE MATURE PROTOTYPE

Usability Availability of Customer Support PARTIAL YES PARTIAL YES YES YES PARTIAL PARTIAL PARTIAL PARTIAL PARTIAL PARTIAL PARTIAL
Graphical User Interface LIMITED YES NO PARTIAL PARTIAL YES LIMITED PARTIAL LIMITED PARTIAL NO LIMITED PARTIAL
Mathematical Background MEDIUM BASIC MEDIUM MEDIUM ADVANCED MEDIUM MEDIUM MEDIUM ADVANCED ADVANCED ADVANCED ADVANCED MEDIUM
Quality of Documentation GOOD EXCELLENT GOOD GOOD EXCELLENT GOOD EXCELLENT GOOD GOOD GOOD GOOD GOOD LIMITED

Company Cost FREE PAY MIX FREE FREE MIX MIX FREE MIX FREE FREE FREE FREE
Constraints Supported Platforms ALL ALL ALL ALL ALL ALL ALL Windows ALL ALL ALL ALL ALL

Complexity License Management EASY ADEQUATE EASY EASY EASY MODERATE MODERATE EASY MODERATE EASY EASY EASY EASY

Easy to Install YES YES YES YES YES YES YES YES PARTIAL YES YES YES YES
Railway-specific CENELEC Certification NO PARTIAL NO NO NO NO NO NO NO NO NO NO NO
Criteria Integration in CENELEC Process MEDIUM YES MEDIUM YES YES MEDIUM MEDIUM MEDIUM MEDIUM LOW LOW LOW MEDIUM

SPIN Simulink nuXmv ProB Atelier B UPPAAL FDR4 CPN Tools CADP mCRL2 SAL TLA+ UMC

Fig. 1. Evaluation table

Maturity. The majority of the tools has a mature stage of
development, and diffusion appears to be medium-high.

Observations. The high degree of industry-readiness ob-
served is in contrast with the observation of previous work
(cf., e.g., [9], [111]) reporting that the low maturity and
prototypical level of many tools are among the main ob-
stacles for formal methods adoption. As maturity is, by
far, recognized as the most relevant quality attribute that a
formal tool should have to be applied in the conservative
world of railways [54], [55], we argue that low maturity
can be considered as a false barrier for formal methods
adoption.

Usability. Usability aspects appear, at first glance, as
major pain points, with limited customer support, limited
GUI and the need for a medium to advanced mathematical
background.

Observations. Ease of learning, which is the second-most
desired feature [54], [55], is notoriously a problem for formal
tools [16], [116], and it is complicated by the decreasing
mathematical competence of engineers over the years [116].
In this sense our work confirms the literature. On the other
hand, it also highlights that, to address this problem, not
only engineering curricula should be enriched, and better
GUIs should be developed, but also more effort should be
dedicated to customer support, which is acceptable only for
Simulink, ProB, Atelier B, and UPPAAL.

Company Constraints. Company constraints are in gen-
eral fulfilled, with several platforms supported and ease of
install and license management. This confirms the maturity
and industry-readiness of the majority of the tools—cf.
“Maturity” for related observations.

Railway-specific Criteria. Railway-specific criteria are

not fulfilled, with MEDIUM/LOW easiness in integrating
a tool in the CENELEC process, and no certified tool. How-
ever, three tools, namely Atelier B, ProB, and Simulink have
been used to develop railway products, indicating that their
integration in the CENELEC process is at least possible.

Observations. The issue of CENELEC integration is re-
garded as the third most desired quality feature by railway
practitioners [54], [55]. It appears that a major pain point
that industry may face is that practitioners do not have
guidance to accommodate these tools within their industrial
processes, and how to combine the tools together in a
flexible way. This was also observed in other domains, such
as aerospace [16].

5.3 RQ3: Usability Evaluation

Figure 2 presents the results of the SUS questionnaire.
The tool that clearly stands out as being considered the
most usable is Simulink (SUS Score = 76.39). This is a for-
mal model-based development tool, with appealing, effec-
tive GUIs, powerful languages and simulation capabilities.
Simulink is followed by three other tools with acceptable
GUIs, but with widely different capabilities, namely ProB
(SUS Score = 62.22), UPPAAL (61.67), and UMC (57.22).
ProB and UMC allow the user to model in textual form,
but present the results of the simulation also in graphical
form. Instead, the UPPAAL language is entirely graphical,
and presents a graphical simulation style that recalls mes-
sage sequence charts, which are well known by railway
practitioners. Finally, SPIN (SUS Score = 56.94), Atelier B
(45.56), and nuXmv (36.67), with some differences, are
considered among the least usable tools. Although SPIN is
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Fig. 2. SUS scores for the different tools

a command-line tool, with only a limited GUI, its scores
are higher than Atelier B. This can be explained considering
the following observations discussed with the participants:
(a) SPIN uses a modeling language that is very similar to the
C language, and therefore was considered familiar by the
participants, who, in turn, gave higher scores; (b) Atelier B
uses a refinement-based theorem-proving approach, which
requires advanced skills to be mastered.

When computing the average SUS Score, we obtain 56.67,
which is between OK and Good [104]. Hence, the general
usability of the tools can be considered acceptable.

6 SUMMARY AND IMPLICATIONS

Considering the inherent limitations of the DESMET
methodology [53], our take-away messages are as follows:

1) Many of the formal tools lack support for de-
velopment features and process-integration as-
pects;

2) Most of the formal tools are independent
ecosystems, with unique, non-standard lan-
guages and specialized verification capabilities;

3) Formal tools are mature, as highly desired by
railway industry [54], [55];

4) Most usability aspects appear to be low in prin-
ciple, but, when the formal tools are assessed by
practitioners, usability is considered acceptable.

In the following, we discuss the main implications of our
results. Our goal is to foster the debate about the adoption
of formal tools in safety-critical software engineering, and
therefore we also indulge in expressing personal opinions.

Implications for Tool Developers. The majority of the con-
sidered formal tools lack support for process-related aspects,
including development functionalities such as traceability
and document/report generation, and no evidence of their
integration in the railway process. With some differences,
exceptions are Simulink, Atelier B, and ProB. Tool develop-
ers are encouraged to give more relevance to process-related
aspects and enrich their tools with additional development
functionalities. Furthermore, they are encouraged to invest
in customer support and consultancy: companies need to
be accompanied in the introduction of novel tools, and

tailored recommendations need to be provided on how to
best adapt their processes. Making their tool more interop-
erable/standardized is also suggested, as importing from
known formats could in principle facilitate the transition of
users to their tool.

Implications for Researchers. Tool certification, or qualifi-
cation according to the norms, is regarded as a relevant
problem by industrial practitioners, as also observed by
Garavel [11] and Mazzanti [50]. However, none of the tools
considered here is CENELEC certified (the formal model-
based development tool SCADE is). Nevertheless, if a for-
mal tool does not go down to code generation, we argue
that tool qualification is not a radical issue. Railway systems
get certified also without using formal design tools, as these
are highly recommended but not required [17]. We argue
that evidence should be provided in terms of cost-benefit
analyses on the introduction of formal methods. Researchers
should focus more on empirically showing that introducing
a formal tool actually allows companies to reduce the cost
of the testing phase, either by detecting errors beforehand
or by facilitating the production of test cases.

Our work shows that the usability of the tools is in
general acceptable. We also observe that there are conflicting
reports regarding the ease of learning of tools that require
advanced mathematical background. For example, New-
combe et al. [117] reported that Amazon engineers with no
prior knowledge of formal tools required only few weeks
of training to utilize TLA+, and similar reports are available
for the B method [118]. Therefore, circumstantial evidence
seems to contradict common beliefs about the inherent com-
plexity of learning formal methods, and we encourage more
empirically grounded evaluations to answer the question:
“Are formal methods truly difficult to learn?”.

Implications for Railway Practitioners. Several suggestions
have been given to address the skill barriers, and these
are mostly oriented to improve education of engineers [16],
[116]. However, we argue that this may be a workable prob-
lem. To be effectively used, most formal tools currently re-
quire experts in formal methods and in the chosen tool [20],
[50]. Engineers need to understand the principles of a tool
to interact with the experts, but do not necessarily need to
be experts themselves. Our usability study suggests that
current tools may be sufficiently acceptable by engineers,
when they see the tools used by another subject. Consider-
ing that also the maturity prejudice appears to be not well
founded, we invite practitioners to overcome their notorious
skepticism [9], [86], and give formal tools a chance. Not in
the least because Miller [119] provides economical evidence
of the benefits of the application of formal methods and
tools (including nuSMV, PVS, SAL, SCADE, and Simulink)
to industrial problems in avionics.

7 CONCLUSION

This paper presents a systematic evaluation of 13 formal
tools for railway system design as well as a preliminary
usability analysis of 7 of these formal tools. We show that
the majority of the considered tools are mature and con-
solidated products, with a reasonably sufficient degree of
industry readiness. Although many tools have limited GUIs,
and require strong mathematical background, our usability
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study shows that, on average, the degree of usability of
these 7 tools is between OK and Good, thus suggesting
that usability may not be a strong barrier for formal tools’
adoption. Main barriers are the limited support for develop-
ment functionalities, such as traceability, and other process-
integration features. We share our evaluation sheets [56],
which include synthetic yet industry-relevant information
about each single tool.

Our work provides a contribution that follows the rec-
ommendations of Huisman et al. [120], who ask different
stakeholders—next to tool developers, researchers and prac-
titioners, also policy makers and education staff—to join
in an effort to reduce the gap between formal methods
research and practice. Our study, and the shared data, can
be useful to practitioners interested in introducing formal
methods in their company, and to the research community
of software engineers dealing with system development.
Through our contribution, these two different profiles can
have a clear and up-to-date opinion about the landscape of
available tools, and their salient characteristics. Finally, tool
developers can profit from our independent evaluation to
identify the most suitable improvements for their tools.
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