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ABSTRACT
Today, Artificial Intelligence is still facing a major challenge which
is the fact of handling and strengthening data privacy. This chal-
lenge rises from the collected data which are associated with the
fast development of mobile technologies, the huge capacities of high
performance computing, and the large-scale storage in the cloud. In
this paper, we focus on a possible solution to this challenge which
is the use and application of federated learning. Specifically, be-
yond the federated learning based approaches proposed in different
application domains, we mainly focus and discuss a federated learn-
ing approach for privacy-aware analysis of semantically enriched
mobility data. We introduce the main motivation and opportunities
of applying federated learning in mobility data, and highlight the
main concepts and basics of our approach by describing our ob-
jectives and our approaches’ requirements. We, also, describe our
workplan that will permit achieving our predefined objectives via
the setup of several research questions.

CCS CONCEPTS
• Information systems → Data federation tools; Information
systems applications; •Computer systems organization→Cloud
computing; • Security and privacy→ Privacy protections.
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1 CONTEXT AND MOTIVATION
The pervasiveness of smartphones and various connected sensors
and wearables is leading to a wide collection of data including
positioning and trajectories, reflecting the user’s mobility. This
movement data can be enriched with various semantic dimensions,
either collected by additional mobile sensors, or derived from ex-
ternal sources in the web by map-matching, e.g., with POIs, or
localized events. Mobility data analysis and mining is of paramount
interest for several applications such as traffic engineering, urban
planning, and environmental studies. Nonetheless, individual tra-
jectories pose risks by being highly sensitive information [8], as
they can easily become personally identifiable, even when they
are pseudo-anonymized and scrubbed of unique personal informa-
tion. The use of such data has become more and more restricted.
Eventually, the risks are exacerbated in the context of semanti-
cally enriched trajectories, that encompass more information on
the individual habit, and surrounding context. Therefore, there is
a great need to develop new solutions that could allow analyzing
mobility and trajectories data while preserving the privacy of indi-
viduals. Several recent works have tackled this problem in different
settings such as in location based services, aggregate queries, and
anonymous trajectory publishing.

The question of individual privacy has become a paramount
question today with all the collected data associated with the fast
development of mobile technologies, the huge capacities of high
performance computing, and the large-scale storage in the cloud. In
the market, companies propose applications to citizens who install
these without (in the general case) knowing exactly what kind of
data is collected and how it is really used [17] since they see the
short-term benefit of the applications.

While the above-mentioned concerns were not a huge problem
in the beginning of the spread of mobile technologies, with the
fast development of intelligent and mining techniques in the cloud
and the large deployment of mobiles devices, companies are now
not only able to collect numerous data from individuals’ mobile
devices but also to correlate them with data from other sources and
eventually infer additional personal information about individuals
that go beyond the services being provided [6, 20].

Some countries have already tried to regulate this collection of
personal data (e.g. with GDPR in Europe). However, this target is
difficult to fully achieve due to the unbalanced relation between
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IT companies and individuals: many, if not most, of the mobile
applications and services are provided for free and the personal
data collected from them represent the value on which companies
build their revenue by profiling users and targeting their advertise-
ments. In such a context, individuals are confronted with a dilemma
whether to use these applications and accept the risk of losing their
privacy or not being able to use these applications and be excluded
from the associated innovations (even socially sometimes).

Location Privacy-Preserving Mechanisms (LPPM) have been
extensively studied in the last decade, and it is still a hop topic.
Most approaches assume a trusted proxy server which acts as an
anonymizer of the user’s location [7]; and adopt k-anonymity, dis-
tortion, or obfuscationmechanisms [16]. Other techniques are based
on encryption, but remain impractical due to the high computa-
tion costs incurred. More recently, Differential Privacy (DP), and
its variant Local Differential Privacy, have been developed and
successfully applied to data sanitization for statistical purposes
[25]. Geo-indistinguishability extends the definition of DP to deal
with location privacy, by adding a distance condition from the
user’s location [1][5]. But when the data distribution is skewed,
this method compensates by adding more noise, which compro-
mises the utility. Another limitation is the loss of privacy when the
mechanism is used repeatedly for a user’s trajectory, due to the
depletion of the privacy budget. This is why Apple uses a privacy
budget which limits user contributions to two donations per day [9].
Basically, several techniques were designed for the Location Based
Services (LBS) context when the user issues a single LBS query.
Dedicated solutions specifically address continuous LBS queries
[4], and privacy preserving trajectory publishing [24], [13]. In the
context of privacy-preserving mobile participatory sensing, a mo-
bile distributed architecture based on secure mobile devices (e.g.,
equipped with Intel SGX)[19] has been proposed. It allows accurate
computation of spatial aggregates in real-time. In addition to data
publishing and statistical queries, there is a great interest by the
community in the application of data mining and machine learning
on mobility data [27]. Machine learning is already being used in
privacy like clustering to adapt the obfuscation, but recent work
shows their convergence [15]. Only recently, Federated learning is
becoming popular, and few works exist that apply this paradigm on
mobility data, except maybe [21], and [11]. Nonetheless, while pri-
vacy in semantically rich trajectories has been addressed in [12, 18],
incorporating trajectory semantics in differential privacy and/or in
federated learning will need further investigation.

The rest of the paper is structured as follows: Section 2 describes
the background and the opportunity of Federated Learning. Sec-
tion 3 presents the objectives and requirements to the problem
of inference of mobility trajectory that are preserving by design
the privacy of the end-users. Section 4 presents the methodology
that will be adopted to achieve the privacy goal. Finally, Section 5
presents the discussion and the main conclusions.

2 BACKGROUND AND OPPORTUNITIES OF
FEDERATED LEARNING

Artificial intelligence is taking the stage as the most promising tech-
nology for analysing and making predictions over large amounts
of data. Machine learning, and specifically deep learning, are the

most promising technologies that are receiving huge interest in the
literature and as applications in the industries. However, in many
applications’ fields, the privacy of the data to be analysed presents
a high priority. Federated Learning (FL) is a kind of encrypted dis-
tributed machine learning technology, in which participants can
build a model without disclosing the underlying data, so that the
self-owned data does not leave the local device. It is, therefore, a
promising solution for developing privacy preserving data analysis
for mobility data.

Mobility data, representing the movement of individuals, is not
only sensitive from a privacy point of view, but is also a highly
complex kind of data as it covers space, time and semantics. These
are all aspects that have to be collected, stored and considered for
analysis. Despite being a promising solution, federated learning
has not been consistently used in mobility data analysis. This is
mainly due to the high complexity and heterogeneity of the data
that have to be combined with the current challenges of federated
learning like the communication costs and the heterogeneity of the
environment.

Federated learning has emerged as a new paradigm, where learn-
ing algorithms are executed and embedded in mobile clients, such
as mobile devices, to collaboratively train a model without exchang-
ing any training data and keeping it solely computed in the devices
[14, 22, 26]. This so-called cross-device FL basically applies on a hor-
izontal data partitioning among possibly a large number of devices.
Within this schema, the training task is fully distributed and is
iterated over the overall or a subset of devices. The global model(s)
is (are), therefore, aggregated in a distributed manner. A central
server eventually orchestrates the overall process ranging from
the installation of the learning algorithms in the mobile devices, to
handling their distributed training and convergence as well as the
execution of the inference requests without breaking at any point
of time the privacy of the end-users.

Our ultimate aim is to investigate, study, and apply this FL ap-
proach in the context of privacy preserving mobility mining, which
to the best of our knowledge has not been fully investigated yet.
Performing such a thorough study is of high importance as mobil-
ity mining is considered to be a very specific problem due to its
continuous evolution in both time and space. Thus, rethinking the
FL algorithms and the overall orchestration architecture is highly
required [3, 10].

Another important aspect to mention is when personal mobile
devices run analysis algorithms on the edge. In this case, the privacy
conditions might dynamically change depending on where these
devices are located and if there are other individuals around. It is,
therefore, fundamental that such privacy preserving algorithms
dynamically recognize the privacy needs and conditions.

Figure 1 shows an abstract view of the architecture where local
training and model updates are made at the level of Mobile Clients,
and the Federated Learning Server coordinates the participants and
the whole FL plan, receives the model updates in multiple rounds
and, once the process reaches the stop criteria, the final model
is deployed at client side. The use case here is related to privacy-
preserving traffic monitoring, but the functioning principle remains
the same in other scenarios.
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Figure 1: An Abstract View of the FL Approach.

3 OBJECTIVES AND REQUIREMENTS
We envisage the need for novel solutions to the problem of inference
of mobility trajectory that are preserving by design the privacy
of the end-users. We aim to consider in this work non-functional
requirements such as convergence time, accuracy, complexity (of
request), etc.

To achieve this objective FL appears as a great solution that
permits both avoiding the collected data to be sent outside the mo-
bile devices (privacy preservation) while permitting applications
with a distributed logic to extract global parameters from individu-
als’ personal data without necessarily processing them outside the
individuals’ computers.

Our objective is to propose appropriate solutions for privacy
preserving mobility data mining, based on the paradigm of FL.
This will consider main mining tasks such as trajectory clustering,
mobility pattern mining and mobility prediction.

To make our objective achievable and our FL-based solutions
operational, we address three research questions:

• How to efficiently and dynamically decentralize the mining
process of mobility data by means of Federated Learning
mechanisms?

• How does this solution compare with the conventional cen-
tralized setup in terms of model performance and cost effi-
ciency?

• How do we embed privacy-by-design mechanisms in the
federated learning tasks?

These general questions can be broken up into several specific
challenges and issues that need to be addressed:

• Unlike the conventional vector data, mobility data is a long
evolving time sequence. The training instance is tricky. So,
how can we adapt the FL pipeline?

• Geographical vicinity is paramount in grouping, discrimi-
nating or comparing mobility patterns. How can this char-
acteristic be handled in FL in a way to save the processing
and the communication costs?

• So far, FL builds on two types of actors: distributed clients
and an orchestrator central server. Many mobility analysis
tasks, such as cluster density, and next-location prediction,
are based on a geographically close subset of devices, which
can be connected at the fog level [3, 10]. Could the FL process
be distributed over the edges-fog-cloud architecture?

• How should the existing algorithms of trajectory mining be
adapted to FL? Should they be re-designed from scratch? In
particular, should the local model training account for the
devices’ resource limitation [23]?

• As shown for time series, the on-IID (non-Independent and
Identically Distributed) data distribution may lead to shifts
between the training and testing data [14]. How to remedy
this shift in the context of mobility data?

• Which methods of analysis preserving the confidentiality of
mobility data are best suited to the architecture, and how to
optimize or adapt them?

• How to deploy the FL privacy preservation process on an
edge-fog-cloud architecture?

4 WORKPLAN
We intend to design novel solutions for privacy-preserving mobility
data mining based on FL and compare them with baseline solutions
under different usage contexts and corresponding datasets.

To achieve this goal, we envision a workplan as reported in the
following points and illustrated in Figure 2:

(1) Propose a conceptual framework of the FL solutions for
privacy-preserving data mining of mobility data: This can
be an extension of an existing open-source framework such
as FATE 1;

(2) Propose a classification of mobility datasets based on their
level of privacy preservation;

(3) Identify the main metrics for the evaluation of the approach
in mobile data mining applications;

(4) Propose several alternative designs for FL privacy preserv-
ing algorithms and evaluate their performances using the
available datasets and configurations: for each task (mobility
prediction, traffic forecasting, event detection, etc.), several
algorithms can be investigated. We plan to tackle the specific
problems related to various existing mobility data models,
starting from sequential check-ins, time-use diary, dense
GPS trajectories, and finally, multi-aspect trajectories;

(5) Compare performance measures of the proposed solutions
against other state of the art approaches for mobility data
mining with and without privacy preservation: by leveraging
the performance metrics previously specified, we will assess
the loss in FL algorithms compared to their traditional ML
counterpart, and highlight the privacy-utility trade-off in
such context.

The proposal will be demonstrated on real datasets (use cases)
collected from various application contexts which are the following:
(i) traffic analysis on public data, (ii) privacy-preserving tourism
analysis based on social media recordings, and (iii) study of expo-
sure to environmental risk based on mobile crowdsensing [2].

1https://fate.fedai.org



Figure 2: Different steps of the methodology for the evalua-
tion of Federated Learning solutions for privacy preserving
on semantically enriched mobility data

5 CONCLUSIONS
In recent years, the emphasis on data privacy has become among
the main challenges in artificial intelligence. Federated learning
has been considered as a promising solution since it establishes a
joint architecture of different connected devices while protecting
the local data. In this paper, we have introduced the background
and opportunities of federated learning, and discussed its potential
in privacy-aware analysis of semantically enriched mobility data.
New machine learning methods should be further developed on
top of this. Also, new performance metrics of the model quality,
the privacy and utility would be necessary to be defined. Yet, it is
important to note that applying these metrics for the evaluation of
a model in a distributed manner remains a challenge. The federated
learning based framework offers plenty of opportunities, and there
are many application fields that can benefit from it like, for example,
the explosion of the Internet of Things.
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