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A B S T R A C T   

Context: System of Systems (SoS) is an emerging paradigm by which independent systems collaborate by sharing 
resources and processes to achieve objectives that they could not achieve on their own. In this context, a number 
of emergent behaviors may arise that can undermine the security of the constituent systems. 
Objective: We apply the Delphi method with the aims to improve our understanding of SoS security and related 
problems, and to investigate their possible causes and remedies. 
Method: Experts on SoS expressed their opinions and reached consensus in a series of rounds by following a 
structured questionnaire. 
Results: The results show that the experts found more consensus in disagreement than in agreement about some 
SoS characteristics, and on how SoS vulnerabilities could be identified and prevented. 
Conclusions: From this study we learn that more work is needed to reach a shared understanding of SoS vul-
nerabilities, and we leverage expert feedback to outline some future research directions.   

1. Introduction 

A System of Systems, abbreviated as SoS, refers to a set of constituent 
systems that cooperate by sharing resources and processes to achieve a 
common goal, or mission, that they could not achieve individually. 
Although the origins of the discipline could be dated back to the 1950′s 
[1], it is Maier’s work in 1998 [2] that is commonly cited as the SoS 
seminal work. Maier introduces a SoS as an assemblage of components 
that possess operational and managerial independence and concludes 
his description of SoS characteristics by predicting that SoSs “will exist 
more widely in the future […] with the ubiquity of smart systems operated 
and managed independently”. 

Although it took several years, his prediction eventually came true, 
and today research on SoS has gained momentum. As evidence of the 
growing relevance of the topic, the curve in Fig. 1 depicts the yearly 
distribution of the over one thousand citations reported in Scopus for the 
cited Maier’s work: we clearly see the citations reach a peak in the last 
five years. Furthermore, a tertiary study [3] of the SoS literature has 
been completed in 2020, in which Cadavid and coauthors collect and 
review a set of 19 secondary studies published on the topic since 2013, 

which is quite remarkable. However, what emerges from this recent 
review of the literature in [3] is that, in contrast to some specific areas 
such as SoS architecture, modeling, or design, which have received 
greater attention, there are other important aspects of SoS that have 
been disregarded (e.g., security, flexibility, evolution). In another recent 
study [4], Teixeira and coauthors have focused on quality attributes for 
a specific class of SoS oriented to business processes they call “System-
s-of-Information Systems”. The authors conclude that relevant SoS 
quality attributes (e.g., reliability, security, and testability) are scarcely 
covered or even not mentioned. 

The inherent composite nature of a SoS produces quite complex 
scenarios, such as examining the quality attributes of which is a non- 
trivial task. In particular, the non-composability of attributes such as 
security or reliability individually exposed by the constituent systems 
hinders their generalization over the resulting SoS. Actually, despite the 
fact that the constituent systems were secure when working on their 
own, the joint work and shared resources might produce new vulnera-
bilities that affect various constituent systems to arise. Furthermore, the 
concepts of ’secure’ or ’security’ are subjective, as it is the importance of 
the constituent systems for certain assets. In fact, something that could 
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be critical to secure for a constituent system could be redundant for 
another. 

The evolving and dynamic behavior of SoS makes it difficult to 
recognize the new vulnerabilities that emerge in a SoS. This is because of 
the dynamic cooperation among the constituent systems, which pro-
duces emergent behaviors. The vulnerabilities that might be introduced 
along with these unexpected behaviors cannot be easily addressed or 
detected in advance. As an example, in [6] we present how, by 
leveraging unforeseen matches among personal data belonging to 
different own digital identities, new security risks emerge for the digital 
persona (which is an instance of a SoS) that did not exist for each in-
dividual identity. Considering this, in previous studies we have inves-
tigated approaches to assess SoS security [5]. 

In our own recent systematic literature study on SoS security [7] we 
could ascertain that while several works exist that address the engi-
neering of security in SoS, vulnerabilities emerging at global SoS level 
are not well understood yet and are not given adequate consideration. 
Therefore, in this work we present a study aiming at identifying the 
relevance of the issue: precisely, we use the Delphi method [8] to survey 
a group of experts to determine the potential existence of security issues 
due to the composition of shared resources on SoSs, their nature, and 
extent. Delphi studies allows for the validation of hypotheses in sce-
narios not yet mature, by leveraging experts’ judgment. 

The results of this Delphi study allowed us to identify the interests of 
the academia and the industry regarding SoS security, discover the main 
gaps and challenges to be addressed, and draw the requirements for a 
possible solution. The study has also been useful to determine the rele-
vance of this research line for both academia and industry. 

The remaining of this paper is organized as follows: Section 2 in-
troduces the background and summarizes some related work. Section 3 
presents the Delphi method. Section 4 describes our execution of the 
Delphi study. This section has been organized in three subsections cor-
responding to the three stages: A) planning, B) conducting and report-
ing, and C) results. Section 5 compares the current state of the art with 
the results obtained. Finally, Section 6 draws conclusions and suggests 
some research lines for future work. 

2. Background and related work 

In 2005, Maier highlighted the existing research challenges to be 
addressed in the SoS context [9] that mostly differed from the handling 
of more conventional systems. Among others, he listed the need to ac-
count for social and technical aspects when designing SoS; the problem 
of defining adequate architectures in view of evolution; the lack of 
adequate methods for describing and analyzing upper layers of the SoS 
(e.g., concerning security, or reliability properties); the complexity of 
decision-making concerning management of resources and missions. 

Considering the future work directions pointed out by Maier, many 

authors have produced scientific contributions according to these chal-
lenges. According to a 2013′s systematic review [10], SoS architecture 
has been the most researched challenge so far. Regarding the studies 
analyzed, only 7.2% (14/194) focused on SoS security aspects. The 
authors emphasized that the maturation rhythm of the SoS area of 
research was slower than that of others. 

During 2015, three relevant literature reviews were published. One 
of them is a Systematic Mapping Study (SMS) which structured the 
scientific developments in SoS [11]. The authors concluded that until 
2015 the most researched areas were architecture, modeling, and 
simulation. They also highlighted the immaturity of this area, the lack of 
citations of existing works, and the predominant participation of US 
researchers in this topic. This SMS studied nearly 3000 works, but the 
list of selected studies is not available. 

Another Systematic Literature Review (SLR) conducted in 2015 
analyzed SoS according to their architecture [12]. Despite the fact that 
SoS architecture had been the most researched topic, the authors 
concluded that there was a lack of consensus on how SoS architectures 
are described. In addition to that, they found that security was barely 
mentioned. 

The third review conducted in the same year examined the quality 
attributes of SoS [13]. The authors highlighted that the three most 
relevant quality attributes were security, performance, and interopera-
bility, with 14 selected primary studies referring to each of them. This 
work also highlighted the increasing difficulty in ensuring security in 
SoS given the dependencies, trade-offs, and relationships that existed 
between the different quality attributes. 

A year later, another systematic review analyzed the software engi-
neering methods that can assist in the integration of constituent systems 
[14]. The authors noticed that most studies were carried out to tackle 
specific issues, making it difficult to generalize the proposed approaches 
to broader SoS contexts. 

In 2018, Daneva and Lazarov [15] present the results of a SLR 
focusing on the SoS requirements of smart cities. Their results showed 
that among the 32 selected studies, architecture requirements were still 
the most discussed topic and little was mentioned about security or 
privacy challenges. Similarly, in an SMS focusing on a specific class of 
SoS (i.e., Systems of Information Systems, SoIS) [4] the authors found 
out that only 2 of the 25 selected primary studies included security as a 
quality attribute in their research. Besides, the authors concluded that 
there is no specific modeling language that supports all the particular-
ities of a SoIS, including the quality attributes. 

According to the overviewed literature reviews, SoS security con-
tinues to be an area that is still immature as relatively few scientific 
contributions have been found. In a recent study [6] the security of 
Virtual SoSs are examined, but no clear guidelines or approaches were 
found that define how to identify if shared resources among the con-
stituent systems were creating the vulnerabilities that affect the whole 
composition. 

Experts’ judgements techniques are often used for planning purposes 
as well as a support for taking decisions. They involve a set of experts on 
a topic to provide their opinion or criterion on their area of expertise. 
The purpose of using an experts’ judgment technique in this study is to 
improve our understandings of the SoSs concept and more specifically to 
determine the interest and awareness of the academia and the industry 
regarding security of SoS. In particular, we focus on issues related to 
security vulnerabilities seen as emergent behaviors. Additionally, this 
survey would help identifying whether the slow pace of maturation in 
SoS Security is motivated by the lack of interest of researchers or its 
novelty. 

According to the experts’ judgment technique purpose and the re-
sources available, there are different alternatives that can be used. Some 
of the best-known techniques are: (i) Brainstorming [16,17], (ii) Delphi 
Method [18], (iii) Didactic Interaction and (iv) Nominal Group Technique 
[19]. 

Considering our goal, we require to use an alternative that 

Fig. 1. Citations to Maier’s work per year.  
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guarantees the experts’ freedom to clearly describe and communicate 
their knowledge and opinion. Such alternative should be compatible 
with a limited number of participants because of the novelty of the SoS 
area of research. 

Delphi is an experts’ judgment method on which a group of well- 
recognized experts in a certain field express their opinions in a series 
of rounds by following a structured questionnaire. Delphi method is not 
designed to be conducted face to face, nor to be run synchronously. Also, 
Delphi method preserves the anonymity of the participants, which 
guarantees complete freedom of expression, and the questionnaire 
design is not restricted just to binary responses. 

A recent study has surveyed the use of the Delphi method in infor-
mation systems area [20]. That survey highlights that the feedback 
received from the experts contributes to evaluate the studies research 
questions. Therefore, we found the Delphi technique as the experts’ 
judgment technique that fits the best to conduct this survey. 

The main purpose of a Delphi questionnaire [21] is to reach 
consensus in the answers among the expert panel participants. The de-
gree of consensus on a survey round can be measured by means of 
several approaches. A literature review conducted by Heiko [22] sum-
marizes some of them. Two main methods are identified from this sur-
vey: (i) Descriptive statistics. This method uses a subjective analysis of the 
results to detect the level of consensus among the participants. This 
analysis is usually done by examining the mean, median and standard 
deviation of experts’ responses. (ii) Inferential statistics. This method 
covers statistical methods used to assess the consensus using a defined 
scale. Among these methods there are: Cronbach’s Alpha [23,24], 
Cohen’s Kappa [25] or Kendall’s W [26], or Simple Correspondence 
Analysis [27] among others. 

Also, beyond the quantitative results, a descriptive analysis of the 
justifications provided by the experts help in understanding their per-
spectives. This analysis enriches the results of the survey as it allows to 
detect the degree of interest of the topic and the areas of improvements. 

The Delphi method has been previously used as a reference method 
to assist in a common knowledge understanding in other areas as in 
[28]. This method has also been widely used in fields as social or medical 
sciences and in the software development field [29–31]. 

This method has been also applied in the Computer Science area, for 
example to validate the use of methodological proposals of frameworks 
[32], or to characterize the reversibility of Cloud computing decisions 
[33]. 

We find that the Delphi method well supports our research because it 
allows to assess the opinion of the panel and to understand the experts’ 
reasoning and disagreements. Using a Delphi survey, we can determine 
if the experts agree that SoS emergent behaviors can be a source of se-
curity vulnerabilities, and what could be a potential solution to avoid 
the identified vulnerabilities being exploited. 

3. Research method 

The Delphi method is usually structured in subsequent stages that 
orchestrate the process of defining the survey, conducting it, and pro-
cessing the results. Some studies have defined five main activities: 
Selecting the subject, Selecting experts, First round, Further rounds and 
Conclusions [34]. 

In this study we have organized these activities into three main 
stages (Planning, Conducting and Reporting, Results) as summarized in 
Fig. 2. And we have also made explicit two additional activities Statis-
tical processing and Generating statistical data on which the results for 
each round are calculated. This structure is closer to researchers’ 
workflow as it is similar to Systematic Research’ stages common struc-
ture [35]. The first two stages are, in turn, structured into three steps 
each, as we describe in the following. 

3.1. Stage 1: planning 

Selecting the subject. This activity focuses on choosing the topic of the 
survey to which the experts will participate. A proper definition of the 
subject impacts on the quality of the results and the requirements to 
select the experts. Indeed, this activity is the most important one as the 
clearer the topic is identified and the more specific each question is, the 
more relevant the information that can be extracted from the survey. 
The outcomes of this activity are the research questions that define the 
purpose of the questionnaire, and the questionnaire itself that helps in 
gathering the required information to give an answer to these research 
questions. 

Selecting the experts. This activity focuses on choosing the experts that 
will participate in the survey. A good selection improves the quality of 
the results. There are not clear guidelines for selecting the participants; 
their knowledge on the subject being studied and their willingness on 
participating in the survey are the key factors. The authors of [36] state 
that a number from 15 to 20 participants is an acceptable number to 
balance results and effort. 

Statistical processing. During this activity the statistical process for 
analyzing the experts’ responses is defined. Defining the statistical 
process before launching the survey prevents authors’ bias to determine 
the results. Stopping conditions are also defined at this stage to deter-
mine when it is no longer necessary to launch additional rounds. Such 
stopping conditions can be reached by consensus, by a stability level, or 
when enough rounds have been conducted, among others. 

3.2. Stage 2: conducting and reporting 

First round. The first round introduces the questionnaire to the par-
ticipants. There are two approaches to conduct this stage, either by using 
a well-structured questionnaire or by using a preliminary version and 
this first round as a test round to validate the questionnaire. In any case, 
the experts respond to this questionnaire and provide their opinion to 
the Delphi organizers, who analyze all the responses before launching 
further rounds. We chose the first alternative. 

Generating statistical data. This activity is conducted by the Delphi 
organizers. In this activity, the answers of the experts are analyzed and 
interpreted by means of previously defined statistical processing (e.g. 
descriptive analysis, homogeneity, concordance). The organizers shall 
produce an anonymous summary of the experts’ panel opinion as a 
round outcome. This summary is used to determine if Delphi method has 
reached a stop condition, or it should be sent to the experts before the 
next round if needed. 

Further rounds. When other rounds are launched, the Delphi orga-
nizers send to the experts a summary of the previous round including an 
assessment of the values when possible. Such assessment includes sta-
tistical data with the participants comments for each question in the 
survey. Based on this, the experts analyze the general results on the 
panel, compare it with their responses and they can modify their pre-
vious answer or decide to confirm their previous argument. Experience 
with Delphi surveys shows that three iterations are usually enough to 
gather the information about the panel opinion [32]. 

Fig. 2. Delphi process.  
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3.3. Stage 3: results 

Conclusions. Once a stopping condition (one among those defined in 
Stage1, Planning, Activity 3, Statistical Processing) is met, a report is pro-
duced containing an analysis of the gathered information. 

4. SoS security study 

In this section we report about the conduction of the three stages of 
our survey. 

4.1. Stage 1: planning 

As said, Stage 1 establishes the purpose of the questionnaire and 
describes how the study has been planned. 

1. Selecting the subject 

Both the subject definition and the questionnaire design impact the 
conduction of the survey. In fact, the Delphi questionnaire begins with a 
well-defined purpose that impacts on the questionnaire design [34]. 
Despite the questionnaire has been defined before launching the survey, 
this questionnaire suffered small modifications along the rounds ac-
cording to experts’ comments. 

This survey aims to validate a research hypothesis that arises from 
our previous studies. The first one refers to an SMS [7] that looks for-
ward to identifying the state of the art of security in the SoS context. The 
second one [37] is a study that identified which are the main security 
challenges a SoS faces according to its architecture. 

Considering the insights gained in these preceding works, the 
research hypothesis that leads this survey is “Emergent behaviors of the 
SoS generate security vulnerabilities”. In other words, “SoS emergent 
behaviors produce unexpected flaws that could be exploited by at-
tackers.”. When doing joint work, systems accountants may have a 
different concept of what “security” is, what do they need to protect and 
what they should protect against. Such heterogeneity might be used by 
an attacker to scale privileges from one system to another up to gaining 
access to the whole SoS in a sort of cascade attack. 

Three research questions have been identified to help validating such 
hypothesis and achieving this goal: 

RQ 1. Do experts interpret SoS in the same way? This question helps in 
identifying if experts understand the SoS in the same way according to 
SoS main characteristics defined in the literature. This RQ allows to 
determine if the cases are detailing a SoS, and what experts consider as a 
SoS. 

RQ 2. Do experts agree on what are the causes of the vulnerabilities? This 
question focuses on the security aspects, and how undesired emergent 
behaviors could impact on the security. It helps in identifying if experts 
do agree on a same opinion when determining which SoS characteristics 
are causing the exploited vulnerabilities, which ones are affected by the 
consequences, and how these vulnerabilities could be prevented. This is 
the main RQ for this study. From this RQ we can identify if experts do 
have the same understanding of SoS, Security and Good Practices. This 
RQ may highlight if Security on SoS is a context of interest and worth of 
research. 

RQ 3. What do experts identify as a potential solution? The third 
research question aims to identify how a solution should be designed so 
to help in reducing the impact of vulnerabilities that arise as emergent 
behaviors. This RQ is useful to help at identifying future work and 
challenges to be addressed. 

Previous studies have postulated towards modeling a SoS to examine 
its vulnerabilities and potential countermeasures by means of test cases 
[5]. However, not having found similar works, doubt arose whether the 
research proposal is quite novel or not of interest to the SoS community. 
These three questions would help providing the general opinion of ex-
perts and determine whether the topic is relevant enough to invest 

further effort researching it, as well as how experts imagine a potential 
solution, or to identify and understand the reasons of such a lack of 
scientific contributions regarding in this area. The comments received 
from the experts would allow us to define the future work according to 
the suggestions and clarifications. 

Each one of the research questions is directly related to one dimen-
sion to be analyzed. Each dimension is independent from the others, 
meaning that experts may agree or disagree for each one of these di-
mensions individually. For each dimension we develop one or more 
survey questions as described below. In total there are six different 
questions (see Tables 1–6) These questions are composed of a Statement, 
which is the question itself, a set of Alternatives, which can be either a set 
of different alternatives which Experts can choose or a Liker scale, and a 
Motivation. 

The survey aims to discover what the experts think regarding the 
characteristics of described SoS, the causes of the security vulnerability and 
the nature of a solution. 

(i) Characteristic of described SoS. This dimension helps in identifying 
how the scenarios are understood by the experts. We refer to the SoS 
characteristics identified in other literature studies [2]. The purpose is to 
respond to RQ1 and determine if all experts do interpret the SoS in the 
same way. The question designed to analyze this dimension (Question1) 
is described in Table 1. 

(ii) Causes of the security vulnerability. This dimension explores two 
main areas and is covered by three Delphi questions. Its purpose is to 
provide answer to Research Question 2, (i.e., understand what are the 
causes of the vulnerabilities). These three questions allow us to under-
stand if experts consider that these vulnerabilities emerge from the 
constituent systems or if the vulnerabilities are the result of an un-
planned composition [37,38]. The responses help in identifying which is 
the nature of the threat for the vulnerabilities according to experts. On 
one side it studies the origin of the exploited vulnerability. A question 
(Question 2) asks about what is being affected because of the vulnera-
bility, namely the consequences of the vulnerabilities (described in 
Table 2). Another question (Question 3) asks for those elements that 
could be analyzed to help in detecting the vulnerability before it is 
exploited. These elements represent the causes of the vulnerabilities (see 
Table 3). On the other side, a question (Question 4) asks specifically 
about the nature of the vulnerability to know if the experts consider the 
vulnerability as an emergent behavior (detailed in Table 4). This ques-
tion highlights the nature of the vulnerability. Were the nature of the 
vulnerabilities not to belong to the SoS, this research area would be not 
of interest to promote the security on SoS. 

(iii) Identify the nature of a solution. This third dimension is related to 
the third Research Question, aiming to identify a potential solution. Two 
Delphi questions are presented to determine the nature of a potential 
solution to address the security issue described in the scenarios. These 
questions would provide knowledge regarding the requirements of a 
solution and can help enhancing approaches that aim at assessing the 
security of SoS [5]. A question (Question 5) asks for the need of homo-
geneous security standard (Table 5) and helps in understanding if a 

Table 1 
Delphi question 1.  

Question 1 

Statement Among the following characteristics, which one would apply to this 
scenario? 

Alternatives A1. Operational Independence  
- A2. Managerial Independence  
- A3. Geographical distribution  
- A4. Emergent Behaviors  
- A5. Evolutionary Development Processes  
- A6. Heterogeneity of constituent Systems 

Motivation This question aims to determine the characteristics of described SoS. 
More precisely if these alternatives are present on the different 
scenarios. The alternatives are the characteristics belonging to a SoS. 
Each alternative has two options: Yes or No.  
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homogeneous security is feasible and effective. A second question 
(Question 6) focuses on the need of guidelines to mitigate such SoS 
vulnerabilities (Table 6). 

The questionnaire presents three different cases describing each one 
an attack on a different SoS. Such attacks are caused because of the 
shared resources among the constituent systems. The questionnaire asks 
for these three dimensions for each one of these three cases. The purpose 
of these cases is to get information about how the experts understand the 
emergent behaviors in SoS and generate knowledge from this. We have 
introduced three different cases on this survey to reduce the effects of 
single scenario misinterpretation when discovering the experts’ point of 
view. These cases are not fully described due to the difficulty when 

looking for formal definitions of SoS in the scientific literature. The cases 
described have been inspired by real attacks which are described in the 
web [39], and in Darktrace reports [40]. These cases belong to the 
health care domain (see Table 7), the social networks domain (see 
Table 8), and the nuclear plants domain (see Table 9). These domains 
were chosen to offer a diversity of cases. 

A pilot round was conducted internally before launching the first 
round. In this preliminary round we detected spelling errors and design 
issues, which were addressed before launching the first round. Later, in 
the first round, the questionnaire included some additional questions to 
allow characterizing the participants. The only authentication required 
was a token that was sent to each participant individually, so that they 
can use it to continue the survey when desired, allowing to pause the 
questionnaire if needed, and avoiding registering participants’ personal 
data. To provide the required background, the survey was designed with 
a brief introduction describing the purpose of the Delphi questionnaire, 
and descriptions about SoS and security. 

After each round the participants received an anonymized report 
including a statistical analysis of the results and the comments provided 
by other experts to allow its analysis from their side before the next 
round begins. 

2. Selecting the experts 

There are no common guidelines in the literature to define a rec-
ommended number of participants or criteria to set up the fittest 
participant profile on the surveys. It depends on the analyzed topic. 

This survey browses the effects of security vulnerabilities in a SoS, 
and the nature of a solution approach. Thus, the panel of experts should 
be composed of experts regarding SoS, Security, Privacy, Trust, and Good 

Table 2 
Delphi question 2.  

Question 2 

Statement The vulnerability is affecting the… 
Alternatives A1. Data from a vulnerable constituent 

A2. Data from the whole set of systems involved 
A3. Functionalities from a vulnerable constituent 
A4. Functionalities from the whole set of systems involved 
A5. The reason why a vulnerable system is doing joint work 
A6. The reason why the whole set of systems involved are working 
together 

Motivation This question aims to determine the causes of the security 
vulnerability described. More precisely what is being affected because 
of the attack. The alternatives are the shared resources (Data and 
Functionalities) and the mission for the SoS. 
Each alternative has two options: Yes or No.  

Table 3 
Delphi question 3.  

Question 3 

Statement This vulnerability could be early detected by analyzing the... 
Alternatives A1. Data from a vulnerable constituent 

A2. Data from the whole set of systems involved 
A3. Functionalities from a vulnerable constituent 
A4. Functionalities from the whole set of systems involved 
A5. The reason why a vulnerable system is doing joint work 
A6. The reason why the whole set of systems involved are working 
together 

Motivation This question aims to determine the causes of the security 
vulnerability described. More precisely what could help in identifying 
the attack. The alternatives are the shared resources (Data and 
Functionalities) and the mission for the SoS. 
Each alternative has two options: Yes or No.  

Table 4 
Delphi question 4.  

Question 4 

Statement The vulnerability is an emergent behavior of this particular 
combination of systems. 

Motivation This question aims to determine the causes of the security vulnerability 
described. More precisely to determine if the attack is produced 
because of an unexpected behavior (emergent behavior). 
This question is ranked in a 1 to 5 Likert-scale.  

Table 5 
Delphi question 5.  

Question 5 

Statement The vulnerability is caused by a lack of agreement in homogeneous 
security levels 

Motivation This question aims to determine the nature of a solution. More 
precisely to identify the need of a homogeneous security level to 
prevent the vulnerability. 
This question is ranked in a 1 to 5 Likert scale.  

Table 6 
Delphi question 6.  

Question 6 

Statement What is the minimum coordination that may be required to address 
this issue? 

Alternatives Work on demand 
Each work is planned and controlled without considering global 
guidelines 
A standard procedure, each work is planned and controlled uniformly 
among the parties 

Motivation This question aims to determine the nature of a solution. More 
precisely to identify the coordination level required to address the 
issue among the different SoS accountants. 
These alternatives are interpreted as follows: 
Low maturity level: Work on demand. 
Moderated maturity level: Each work is planned and controlled without 
considering global guidelines. 
High maturity level: A standard procedure, each work is planned and 
controlled uniformly among the parties. 
This question is ranked in a 1 to 3 Likert scale.  

Table 7 
Security vulnerabilities. Case 1.  

Case 1 

ACME Health is a health care company. This clinic works in collaboration with a 
hospital. This clinic uses a central system that manages all the electronic healthcare 
records of their patients. In the clinic each doctor owns a computer in the office that 
they use for daily working. Doctors need to use biometric identification to unlock 
the office computer to avoid externals access patient’s data. 
A company hired by the hospital, has installed new systems in the waiting room to 
manage the patient’s queue with the aim of provide a better experience to their 
patients. This system is connected to the ACME Health main system among others to 
manage patients’ queue. The purpose of this new system is to allow patients retrieve 
their data and prioritize them in the queue according to their history and give 
instruction to what office shall they go. 
An attacker exploited this new system and was able to gain access to the whole 
Electronic Health-Record every patient data in the waiting list for ACME Health 
revealing confidential data.  
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practices. Among the invited participants there are active members in the 
SoS community, members of the program committee, and organizers of 
SoS related conferences such as International Conference on System of 
Systems Engineering (SoSE) and International Workshop on Software Engi-
neering for Systems-of-Systems (SESoS). The other participants who were 
not actively researching in SoS were examined on how their area of 
expertise would help this survey. The community of researchers in SoS is 
not as large as the communities in other more mature areas such as 
Testing, MDE, or Security. This fact makes it difficult to find experts to 
invite them to participate in this survey. For this reason, theoretical 
knowledge is a required quality and practical experience is only desired. 
Initially, 37 participants were invited to collaborate on this study; 18 of 
them accepted to participate, and 15 of them actually participated. 

Table 10 summarizes the decision of the experts to participate. 
Table 11 summarizes the type of organization in which participants have 
identified their work profile. Among them, all participants have worked 
in academia for some time. However, four of them also worked for in-
dustrial companies, and they have been correspondingly identified. 
Finally, Table 12 shows the years of experience of the panel in their 
respective areas. 

Regarding the geographical distribution of the experts, they are from 
7 different countries (described in Table 13). This geographical distri-
bution enhances the general responses of the questionnaire since cul-
tural bias is reduced, providing different perspectives to the survey. 

After reviewing the nature of the participants, a balanced group 
among diverse knowledge areas has been reached, which allowed us to 

conduct a Delphi study able to produce results by considering different 
perspectives. 

3. Statistical processing 

A statistical processing of the results for each round is used to 
identify the general opinion of the panel. These results are also used to 
identify stability on the answers among rounds and to determine if ex-
perts have reached consensus on their answers. 

The survey questions were measured using Likert scales. The alter-
natives chosen by each expert have been converted to a numeric value 
(as represented in Tables 14 and 15) so that the data for the statistical 
processing can be calculated for each one of the statements. 

The consensus on a survey round can be measured by means of 
several approaches. A literature review conducted by Heiko [22] sum-
marizes some of them. The analysis of the experts’ responses on this 
questionnaire is made by using three different statistical techniques, 
each one with a different purpose. The responses are processed with a 
Descriptive Analysis to generalize the results, Cronbach Alpha to mea-
sure the reliability of the questionnaire and Kendall’s W to measure the 
stability of the results among rounds. 

Descriptive analysis. The questions in the survey were measured using 
a Likert scale. Notwithstanding, to produce a statistical study of the 
results these Likert values have been converted to a numeric value. 
Therefore, median and mode are calculated for each statement as rated 
by the experts. 

To visualize the panel opinion, two keywords are defined to describe 

Table 8 
Security vulnerabilities. Case 2.  

Case 2 

Honan is a journalist who was victim of an attacker that gathered information 
available on various systems he used. 
Honan is a very active internet user. At the time of this attack he used several 
services on different systems in Internet as Twitter, Amazon, Facebook, iCloud, 
Google, among others. 
Due to a controversial message in a social network, an offended attacker decided to 
destroy Mr. Honan digital life as a revenge. By combining information from one 
system after another, they could generate a complete profile of his life, use recovery 
password assistance, thus they were able to exploit the security on the systems and 
impersonate Mr. Honan’s identity. 
Consequently, the attacker gained access to Mr. Honan digital life and was able to 
delete his entire digital existence.  

Table 9 
Security Vulnerabilities. Case 3.  

Case 3 

Systems in a nuclear power plant are being audited. The experts are analyzing Geiger 
counters that workers use to detect leaks and launch contingency plans if needed. 
During the audit, the experts detected that the Geiger counters being used had a 
security issue on its design. A vulnerability could be exploited on these counters 
because of their firmware, and the unencrypted data they send. An attacker may use 
this vulnerability to trick the power plant control room and send fake signals of 
radiation leaks, or to hide real radiation leaks warnings. 
Despite in the nuclear plants the Geiger counter systems are not directly joint 
working with reactor and control systems, it may become a real-life risk if leaks are 
not detected. Auditors concluded that other systems and sensors worked as 
expected.  

Table 10 
Responses to participation invitation.  

Participants responses Number Percentage 

Total experts invited 37 100% 
Formally Refused 1 2.70% 
Did not respond 16 43.24% 
Agreed to participate 18 48.64% 
Participated 15 40.54%  

Table 11 
Participants’ organizations.  

Organization Number Percentage 

Academy (exclusively) 11 73.33% 
Academy + Industry 4 26.66%  

Table 12 
Experts’ experience.  

Years of experience < 3 Years >= 3 and < 5 
Years 

> 5 Years 

Experts in Good practices 0 (0%) 1 (6.66%) 14 
(93.33%) 

Experts in Security, Privacy, 
Trust 

10 
(66.66%) 

1 (6.66%) 4 (26.66%) 

Experts in SoS 4 (26.66%) 3 (20.00%) 8 (53.33%)  

Table 13 
Participants’ geographical distribution.  

Country Number Percentage 

Argentina 2 13.33% 
Belgium 1 6.66% 
Brazil 2 13.33% 
Germany 3 20.00% 
Italy 5 33.33% 
Netherlands 1 6.66% 
Spain 1 6.66%  

Table 14 
Likert scale interpretation.  

5-points Likert Statement Binary Likert Statement Numeric value 

Strong Disagreement No 1 
Disagree  2 
Neutral  3 
Agree  4 
Strong Agreement Yes 5  
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and summarize the experts’ decision as agreement and disagreement. The 
agreement of the panel is measured by calculating the percentage of 
experts who chose Yes, Agree, or Strong Agreement on each one of their 
responses. Likewise, disagreement is measured through the percentage of 
experts who chose No, Disagree, or Strong Disagreement. For the sake of 
consistency when summarizing the results, Question 6 results have been 
categorized as agreement when experts chose a high maturity level and 
disagreement when experts chose a low maturity level. 

These values are used to determine whether a question has reached 
consensus or not either for an agreement or disagreement cluster by 
highlighting the common opinion for each statement. 

We require at least a 60% of the participants answering the same to 
determine that consensus has been reached either for agreement or 
disagreement. On the other hand, if more than 80% of the experts agree 
on the same response it is understood as a solid consensus. Table 16 
summarizes these values. 

In the survey we show three different cases of security vulnerabil-
ities. However, the results of each round are analyzed by studying each 
one of these three cases individually. In this way, after analyzing the 
results of the three cases, we compare them and evaluate the general 
rating for each question. Such general rating can adopt four different 
values: (i) Consensus: Agreement and (ii) Consensus: Disagreement for 
those cases on which the experts provided a common response in at least 
two of three cases. (iii) No consensus reached determines these experts’ 
choices where consensus has been not achieved for at least two cases. 
(iv) Depend on the case results determine these answers that reached a 
different consensus depending on the case. 

Cronbach Alpha. The Cronbach Alpha [23,24] is used to measure the 
reliability of the metric used in each question to measure the value 
provided to the experts. The values provided by the Cronbach Alpha are 
interpreted according to the values described in [41] and summarized in 
Table 17. 

Kendall’s W. The Kendall’s’ W [26], also known as coefficient of 
concordance, is a statistic algorithm used to measure the agreement 
among raters assessing a certain number of items [26]. This algorithm is 
used to assess the similarity of two ordered sets. The more similar is the 
order of the two sets of items, the closer is the W of Kendall to 1. The 
more different ordered are the set of items, the closer is the Kendall’s W 
to 0. 

In the analysis of the results the Kendall’s W is used to sort the al-
ternatives’ average agreement on each round and evaluate how similar 
the rank of responses agreement is, and then the similarities between 
rounds to assess the evolution of the responses. 

4.2. Stage 2: conducting and reporting 

The Delphi survey has been conducted with the help of 15 experts 
belonging to different research areas providing their opinion. The 
communication with these participants has been done by email, sending 
them individual and personalized messages for each one. The study 

started its first round on February 4th, 2020 and took three rounds to 
reach consensus. The study finished after the third round on July 10th, 
2020, lasting 157 days in total. To participate, the experts received 
questionnaires containing all the defined questions by means of Lime-
Survey tool [42]. 

The execution of the Delphi method is described with details round 
by round, detailing the results of the experts’ panel for each one. Readers 
looking for the outcome of this survey could jump to Section 4.3. Stage 
3. where the results are described and discussed. 

1. First Round 

First Delphi Round started on February 4th, 2020 and was receiving 
answers from the experts until March 12th, 2020 (37 days). The results 
of this round are studied by using the median, and the mode, and ho-
mogeneity and concordance are described. 

Descriptive analysis 
The descriptive analysis for the rounds has been organized individ-

ually by cases. Therefore, the results of the questionnaire are grouped by 
each one of the cases. 

As a general overview, this round does not show a well-defined 
trend. The values each question got from each case is detailed next. 

Case 1. The results of the first round for Questions 1–6 over Case 1 
are reported below in Tables 18–23, respectively. 

Case 2. The results of the first round for Questions 1–6 over Case 2 
are reported below in Tables 24–29, respectively. 

Case 3. The results of the first round for Questions 1–6 over Case 3 
are reported below in Tables 30–35, respectively. 

Homogeneity and concordance analysis 
The consensus for some alternatives is observed after analyzing the 

results from the three cases together. Table 36 summarizes the 
consensus for the first round and Table 37 outlines the statistical results. 

Consensus: agreement: There is a consensus for agreement in at least 
two cases, and there is no case with disagreement consensus. The gen-
eral result for each question or alternative is considered as consensus if 
the question has a consensus for the same hub in the three cases, or the 
question has a consensus for the same hub in two cases and the third one 
is without consensus. Consensus: Agreement is achieved for Q2 A1 

Consensus: disagreement: There is a consensus for disagreement in at 
least two cases, and there is no case with agreement consensus. General 
disagreement is achieved for Q1 in A3 and A5; Q2 A6, and Q3 A2, A5 

Table 15 
Maturity level interpretation.  

Question 6 statements Numeric value 

Low maturity level 1 
Moderated maturity level 2 
High maturity level 3  

Table 16 
Consensus interpretation rates.  

Assessment percentage Interpretation 

>80% on agreement or disagreement Solid consensus 
>60% on agreement or disagreement Consensus 
<60% on agreement or disagreement Consensus not reached  

Table 17 
Cronbach’s Alpha interpretation.  

Cronbach Alpha Range Interpretation 

1.0 > α > 0.9 Excellent 
0.9 > α > 0.8 Good 
0.8 > α > 0.7 Acceptable 
0.7 > α > 0.6 Questionable 
0.6 > α > 0.5 Poor 
0.5 > α > 0.0 Unacceptable  

Table 18 
Round 1 - case 1 - question 1.  

Question Alternative Agreement Disagreement 

Q1 A1 47% 53% 
A2 80% 20% 
A3 20% 80% 
A4 53% 47% 
A5 7% 93% 
A6 47% 53% 

The consensus was reached in 3/6 alternatives. A high number of the experts 
said that this case has Managerial Independence and the case lacks Geographical 
distribution and Evolutionary Development Processes. The remaining 3/6 alterna-
tives (Operational Independence, Heterogeneity of constituent Systems and Emergent 
Behaviors) have not a clear position. 
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and A6. 
Consensus not reached: No consensus reached for at least two cases. 

Other alternatives have not reached consensus in at least two of the 
cases. This lack of consensus is achieved in A4 for Q1, Q2 and Q3, Q4 
and Q5. 

Depends on the case: There is a difference of opinion among agree-
ment and disagreement for the cases. The remaining of the questionnaire 
continued without a clear consensus whether agreement or disagree-
ment. The more variable responses among the cases are for Q1 A2, Q1 
A6, Q2 A2, and Q3 A3. 

The Cronbach Alpha is calculated individually for each question, 
using the responses of the three cases. The Cronbach Alpha, as illustrated 
in Table 38, shows that the metric used to assess the experts’ responses is 
excellent in this round. 

Table 19 
Round 1 - case 1 - question 2.  

Question Alternative Agreement Disagreement 

Q2 A1 60% 40% 
A2 60% 40% 
A3 33% 67% 
A4 7% 93% 
A5 20% 80% 
A6 13% 87% 

There is a strong consensus in 3/6 alternatives: A2, A5, and A6. The remaining 
3/6 alternatives have not a well-defined position. 

Table 20 
Round 1 - case 1 - question 3.  

Question Alternative Agreement Disagreement 

Q3 A1 27% 73% 
A2 40% 60% 
A3 53% 47% 
A4 47% 53% 
A5 33% 67% 
A6 27% 73% 

There is not an agreement among the experts for any of the alternatives for this 
question. A high number of experts share the same opinion in disagreeing with 
A1, A2, A5 and A6. 

Table 21 
Round 1 - case 1 - question 4.  

Question Mode Median Agreement Disagreement 

Q4 1 3 40% 40% 

For this question there is not a decided position as agreement and agreement 
were chosen the same (40%). 

Table 22 
Round 1 - case 1 - question 5.  

Question Mode Median Agreement Disagreement 

Q5 4 4 53% 10% 

For this question there is not a clear decision for one position. On one side the 
53% of the participant agree with this sentence, 10% were disagree and the 
remaining 37% did not vote. 

Table 23 
Round 1 - case 1 - question 6.  

Question Mode Median High maturity level Low maturity level 

Q6 3 3 73% 13% 

73% of the participants chose the third alternative for this question. Other two 
alternatives remained with a 13% of agreement each. 

Table 24 
Round 1 - case 2 - question 1.    

Question 

Alternative Agreement Disagreement 

Q1 A1 47% 53% 
A2 27% 73% 
A3 40% 60% 
A4 53% 47% 
A5 27% 73% 
A6 60% 40% 

For this question, a strong disagreement has been reached in 2/6 alternatives: A2 
and A5. A moderate consensus is reached in 2/6, being an agreement and a 
disagreement in A3 and A6. The remaining 2 alternatives have not a clear 
position. 

Table 25 
Round 1 - case 2 - question 2.  

Question Alternative Agreement Disagreement 

Q2 A1 60% 40% 
A2 60% 40% 
A3 20% 80% 
A4 47% 53% 
A5 0% 100% 
A6 20% 80% 

There is strong consensus in disagreeing with 3/6 alternatives for this question: 
A3, A5 and A6. Moderate agreement is achieved in two alternatives: A1 and A2. 

Table 26 
Round 1 - case 2 - question 3.  

Question Alternative Agreement Disagreement 

Q3 A1 27% 73% 
A2 47% 53% 
A3 33% 67% 
A4 47% 53% 
A5 0% 100% 
A6 20% 80% 

For Question 3, a Strong disagreement is reached in 4/6 alternatives: A1, A3, A5 
and A6. 

Table 27 
Round 1 - case 2 - question 4.  

Question Mode Median Agreement Disagreement 

Q4 1 2,5 40% 47% 

Experts are not decided whether this vulnerability is an emergent behavior of the 
SoS or not, with half of the panel deciding differently. 

Table 28 
Round 1 - case 2 - question 5.  

Question Mode Median Agreement Disagreement 

Q5 1 2,5 33% 47% 

As it happened for Question 4 the experts were not able to reach a consensus for 
this one. 

Table 29 
Round 1 - case 2 - question 6.  

Question Mode Median High maturity level Low maturity level 

Q6 3 3 53% 7% 

The panelists agreed that a higher coordination maturity level is required to 
address the identified issue. 
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Round results 
The first round provided the experts’ first impression, which are 

examined by the whole panel in further rounds. 
As identified through the results analysis, the experts’ responses have 

not provided a well-defined consensus within the responses. It is evi-
denced when observing the comments provided by the experts, which, 
eventually are contradictory. This is quite remarkable for question 4. 
Some of them are shown in Tables 39–41. 

Additionally, experts provided some description of a potential solu-
tion, listed in Table 42, which allow to define how future work should be 
considered. 

Also, as this is the first round, there is no chance of reaching stability. 
Thus, a second round is proposed to the participants. Experts were 
provided with an anonymized version of the results, and the survey 
responses to allow them to reconsider their previous vote or to reinforce 
their previous decision. 

Table 30 
Round 1 - case 3 - question 1.  

Question Alternative Agreement Disagreement 

Q1 A1 67% 33% 
A2 33% 67% 
A3 33% 67% 
A4 33% 67% 
A5 33% 67% 
A6 40% 60% 

Experts reached an agreement in all the alternatives. Experts only agreed in the 
A1, reaching a disagreement in the remaining 5/6 SoS properties. 

Table 31 
Round 1 - case 3 - question 2.  

Question Alternative Agreement Disagreement 

Q2 A1 67% 33% 
A2 27% 73% 
A3 67% 33% 
A4 47% 53% 
A5 40% 60% 
A6 40% 60% 

Experts reached consensus in 5/6 alternatives. 2/5 are consensus for agreement 
(A1, A3), and the remaining 3/5 are consensus for disagreements (A2, A5, A6). 
The only alternative on which the experts showed not a clear position A4. 

Table 32 
Round 1 - case 3 - question 3.  

Question Alternative Agreement Disagreement 

Q3 A1 60% 40% 
A2 7% 93% 
A3 87% 13% 
A4 20% 80% 
A5 27% 73% 
A6 13% 87% 

This question reached consensus in all its alternatives, being 2/6 agreements 
(A1, A3) and 4/6 disagreements (A2, A4, A5 and A6). 

Table 33 
Round 1 - case 3 - question 4.  

Question Mode Median Agreement Disagreement 

Q4 4 3 40% 40% 

Experts were not able to reach a consensus regarding if the vulnerability is an 
emergent behavior. 

Table 34 
Round 1 - case 3 - question 5.  

Question Mode Median Agreement Disagreement 

Q5 4 4 60% 27% 

There is a moderate consensus in agreeing that the vulnerability is caused by a 
lack of a homogeneous security. 

Table 35 
Round 1 - case 3 - question 6.  

Question Mode Median High maturity level Low maturity level 

Q6 3 3 73% 20% 

A high number of experts think that a higher coordination maturity level is 
recommendable to address the described issue. 

Table 36 
Round 1 - aggregated results.  

Question Alternative Overall result 

Q1 A1 Depends on the case 
A2 Depends on the case 
A3 Consensus: Disagreement 
A4 Consensus not reached 
A5 Consensus: Disagreement 
A6 Depends on the case 

Q2 A1 Consensus: Agreement 
A2 Depends on the case 
A3 Depends on the case 
A4 Consensus not reached 
A5 Consensus: Disagreement 
A6 Consensus: Disagreement 

Q3 A1 Depends on the case 
A2 Consensus: Disagreement 
A3 Depends on the case 
A4 Consensus not reached 
A5 Consensus: Disagreement 
A6 Consensus: Disagreement 

Q4 Consensus not reached 
Q5 Consensus not reached 
Q6 Consensus: Agreement  

Table 37 
Round 1 - statistical results.  

Result Number 

Consensus: Disagreement 28.57% (6) 
Consensus: Agreement 4.76% (1) 
Not consensus reached 23.80% (5) 
Depends on the case 42.85% (9)  

Table 38 
Round 1 Cronbach Alpha values.   

Q1 Q2 Q3 Q4 Q5 Q6 

Cronbach Alpha 0.98 0.97 0.97 0.99 0.95 0.96  

Table 39 
Round 1. Contradiction A.  

Case 1. Question 4. 

The attacker only gained access to the patients’ data thanks to a communication 
between the ACME Health, clinics software and queue software. That is, the 
vulnerability emerged from the combination of different systems. 

I would consider something "emerging" where there is no formalized interaction, an 
evolution on the usages of the platform, users or natural evolution of the 
aggregation of the systems. In this case, the situation is quite standard and 
predictable.  
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The comments from the experts also let us to know that there are still 
room for improvement in the questionnaire design, which is improved to 
better reflect the experts’ opinion in the further rounds. 

2. Second round 

The second round was launched on April 8th, 2020 and was receiving 
answers until May 25th, 2020 (47 days). In this round all the partici-
pants agreed to continue with the survey. Experts received a report 
summarizing an anonymous version of aggregated results on the first 
round and the comments provided by the experts. After reading 
considering this information four experts decided to keep their previous 
answers, and the remaining eleven participants changed their mind. 

Questionnaire redesign 
The questionnaire in this round suffered a minor revision to agree 

with the experts’ comments. Experts agreed that Question 1, Question 2, 
and Question 3 were difficult to rate only by using binary values. Experts 
claimed that an absolute Yes or absolute No were not always compliant 
with their thinking. Experts argued that there were some conditions in 
the described cases that could be met occasionally, so just a Yes would 
not represent their real meaning. 

To mitigate such flaw a wider range of responses was provided for 
Question 1, Question 2 and Question 3. Two more values are provided 
for this assessment. The result for these questions is that the possible 
answers are: “No”, “Rarely”, “Might be”, and “Yes”. 

A numeric value was given to each value to measure the variation on 
the responses for these questions as shown in Table 43. These values 
override the values previously assigned to “No” and “Yes” in round 1 to 
allow calculating the variation on the responses. 

The remaining of the questionnaire (Descriptive texts, and Questions 
4, 5 and 6) remained without any changes. 

Descriptive analysis 
The results of the second round are described by analyzing each case 

individually as it was done for the first round. 
Five participants did not modify their previous answers and decided 

not to modify any of their previous responses or justifications. The 
number of comments has not been affected in this second round. Only 
one of the participants did not provide details about their responses. As 
it has been done for the first round, the results for this second round are 
discussed grouped by cases. 

Case 1. The results of the second round for Questions 1–6 over Case 1 
are reported below in Tables 44–49, respectively. 

Case 2. The results of the second round for Questions 1–6 over Case 2 
are reported below in Tables 50–55, respectively. 

Case 3. The results of the second round for Questions 1–6 over Case 3 
are reported below in Tables 56–61, respectively. 

Results discussion 
Provided results were justified by the experts’ as it was done in the 

previous round. These justifications help to discover the reasoning of the 
disagreements. The general understanding has been studied after 
analyzing the experts’ answers according to the results obtained in each 
question. 

The main contradictions highlighted when analyzing the results of 
Round 1 are still present on this round. Experts were not able to convince 
each other about their thinking. This could be motivated due to a lack of 
a common understanding on the SoS context. The definition of Emergent 
Behavior is the one that presents the major issue. Experts were unable to 
reach consensus when considering if the cases were describing an attack 
on a SoS or over a single system. See Tables 62 and 63. 

The Cronbach Alpha is calculated individually for each question, 
using the responses of the three cases. The Cronbach Alpha shows in 
Table 64 that the metric used to assess the experts’ responses is excellent 
in this round. 

Kendall’s W is used to measure the stability among rounds. The 
agreement on the responses for all the cases are ordered. The Kendall’s 
W measures the variation in set of responses sorted by agreement per-
centage. Using this method, the Kendall’s W presents a value of 0.61. 
This value represents a moderate consensus, still with room for 
improvement in further rounds. 

Round results 
The second round provides the experts’ impression after analyzing 

the results provided in the first round. 
The experts’ analyzed the comments and the general results. Then 

the experts take one among three alternatives. To retain their previous 
results, to change their previous opinion, or to reinforce their position. 

As identified through the results analysis (summarized in Tables 65 
and 66), the experts’ responses have increased their consensus, reducing 
the difference in the responses depending on the case. The number of 
questions without a clear consensus have been also increased because of 
reducing the difference of response among the questions. 

The changes in the responses showed that stability is moderated but 
a third round is needed to confirm the stability on the answers. Thus, a 

Table 40 
Round 1. Contradiction B.  

Case 2. Question 4. 

I don’t think the vulnerability is due to the combination of systems, rather to the use of 
the different data inside each one of them. 

Each system handles its own security, but the SoS system that emerges when using 
them together is more vulnerable than any single system stat-alone.  

Table 41 
Round 1. Contradiction C.  

Case 3. Question 4. 

This vulnerability can result in not handling a leak or treating a leak that does not 
exist. These are undesired emergent behaviors. 

The security issue specifically concerns a vulnerable constituent.  

Table 42 
Potential solutions description.  

All cases. Question 6 

A standard procedure could help 
Again, coordinating the security levels end-to-end seems to be the better strategy 
As explained in the text on the link "The very four digits that Amazon considers 

unimportant enough to display in the clear on the Web are precisely the same ones 
that Apple considers secure enough to perform identity verification". So, if there is a 
standard procedure, maybe this vulnerability could be avoided. 

It is important to consider global guidelines  

Table 43 
4-Point scale interpretation.  

Likert statement Clustered as Numeric value 

No Disagreement 1 
Rarely Disagreement 2 
Might be Agreement 3 
Yes Agreement 4  

Table 44 
Round 2 - case 1 - question 1.  

Question Alt. Mode Median Agreement Disagreement 

Q1 A1 1 2 40% (− 7%) 60% (+7%) 
A2 4 4 87% (+7%) 13% (− 7%) 
A3 1 1 33% (+13%) 67% (− 13%) 
A4 4 4 53% (-) 33% (− 14%) 
A5 2 1 13% (+6%) 80% (− 13%) 
A6 4 4 80% (+33%) 20% (− 33%) 

Question 1 suffered a very relevant modification in Alternative 6. Consequently, 
this alternative passed from a not consensus to a consensus for the agreement. 
Other questions remained without relevant modifications. 
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third round is proposed to the participants. As it was done when starting 
round 2, the experts were provided with an anonymized version of the 
results and the survey responses to allow them to reconsider their pre-
vious vote or to reinforce their previous decision. 

Table 45 
Round 2 - case 1 - question 2.  

Question Alt. Mode Median Agreement Disagreement 

Q2 A1 4 4 80% (+20%) 13% (− 27%) 
A2 4 4 67% (+7%) 33% (− 7%) 
A3 1 2 47% (+14%) 47% (− 20%) 
A4 1 1 20% (+13%) 73% (− 20%) 
A5 1 1 27% (+7%) 60% (− 20%) 
A6 1 1 13% (-) 73% (− 14%) 

Question 2 experienced relevant changes in Alternative 1. The modification did 
not affect the assessment for question, which remained the same. 

Table 46 
Round 2 - case 1 - question 3.  

Question Alt. Mode Median Agreement Disagreement 

Q3 A1 4 1 33% (+6%) 67% (− 6%) 
A2 1, 4 1 40% (-) 60% (-) 
A3 3, 4 3 53% (-) 40% (− 7%) 
A4 2 2 40% (− 7%) 53% (-) 
A5 1, 4 2 40% (+7%) 53% (− 14%) 
A6 1, 2, 4 1,5 27% (-) 67% (− 6%) 

Question 3 got light variations in the assessment, with no relevant modifications. 

Table 47 
Round 2 - case 1 - question 4.  

Question Mode Median Agreement Disagreement 

Q4 1 2 27% (− 13%) 53% (+13%) 

Opinion for Question 4 moved to the disagreement. There is still not consensus 
reached, but the experts’ tendency is to disagree in for this issue. 

Table 48 
Round 2 - case 1 - question 5.  

Question Mode Median Agreement Disagreement 

Q5 4 4 53% (-) 20% (+10%) 

Question 5 was unaffected in this second round. 

Table 49 
Round 2 - case 1 - question 6.  

Question Mode Median High maturity level Low maturity level 

Q6 3 3 73% (-) 20% (+7%) 

Question 6 was unaffected in this second round. 

Table 50 
Round 2 - case 2 - question 1.  

Question Alt. Mode Median Agreement Disagreement 

Q1 A1 4 3 60% (+13%) 40% (− 13%) 
A2 4 4 53% (+26%) 47% (− 26%) 
A3 1, 4 1 40% (-) 60% (-) 
A4 4 3.5 60% (+7%) 33% (− 14%) 
A5 1 1 20% (− 7%) 73% (-) 
A6 4 4 67% (+7%) 33% (− 7%) 

Question 1 experimented light modification in the values. These modifications 
have produced two new agreements, for alternative 1 and alternative 4. Previous 
consensus that disagreed alternative 3 (Geographical distribution) is no longer a 
consensus, as the 26% of the votes moved from disagreement to agreement. 

Table 51 
Round 2 - case 2 - question 2.  

Question Alt. Mode Median Agreement Disagreement 

Q2 A1 4 4 80% (+20%) 20% (− 20%) 
A2 4 4 67% (+7%) 33% (− 7%) 
A3 1 1 33% (+13%) 67% (− 13%) 
A4 4 1 40% (− 7%) 60% (− 7%) 
A5 1 1 13% (+13%) 80% (− 20%) 
A6 1 1 27% (+7%) 67% (− 13%) 

Consensus for Question 2 improved, having all its alternatives with a consensus 
reached. 

Table 52 
Round 2 - case 2 - question 3.  

Question Alt. Mode Median Agreement Disagreement 

Q3 A1 1 1 33% (+6%) 60% (− 13%) 
A2 1 2 40% (− 7%) 53% (-) 
A3 1 3 53% (+20%) 47% (− 20%) 
A4 3, 4 3 47% (-) 53% (-) 
A5 1 1 20% (+20%) 73% (− 27%) 
A6 1 1 33% (+13%) 60% (− 20%) 

Question 3 had light and moderated modifications along the alternatives. A 
previous consensus for disagreeing alternative 3 has been lost, as 20% of the 
experts changed their mind to agree with this alternative. 

Table 53 
Round 2 - case 2 - question 4.  

Question Mode Median Agreement Disagreement 

Q4 1, 4 2 33% (− 7%) 53% (+7%) 

Question 4 suffered light modifications in the assessment but remain without 
consensus. 

Table 54 
Round 2 - case 2 - question 5.  

Question Mode Median Agreement Disagreement 

Q5 4 3 47% (+14%) 40% (− 7%) 

Question 5 suffered light modifications in the assessment but remain without 
consensus. 

Table 55 
Round 2 - case 2 - question 6.  

Question Mode Median High maturity level Low maturity level 

Q6 3 3 60% (+7%) 7% (-) 

A 7% or participants changed their vote for a high maturity level in Question 6, 
making it a consensus for this option. 

Table 56 
Round 2 - case 3 - question 1.  

Question Alt. Mode Median Agreement Disagreement 

Q1 A1 4 4 73% (+6%) 27% (− 6%) 
A2 4 2 47% (+14%) 53% (− 14%) 
A3 1 2 40% (+7%) 60% (− 7%) 
A4 4 1 40% (+7%) 53% (− 14%) 
A5 1 1 20% (− 13%) 73% (+6%) 
A6 4 3 47% (+7%) 40% (− 20%) 

Question 1 got no relevant modification it the assessments. These modifications 
produced three alternatives (2, 4, 6) to lose the consensus. The remaining al-
ternatives remained without changes in the consensus. 
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3. Third Round 

The third round was launched on June 12th, 2020 and was receiving 
answers until July 10th, 2020 (28 days). As in previous rounds, all the 
fifteen experts agreed to continue with this round. A report containing a 

summary from the second round was provided to the experts. 
The questionnaire for this round was the same as for the previous 

one. According to the feedback given by the experts the questionnaire 
was able to capture their knowledge and they were able to provide a 
proper answer to the questions. 

All experts ratified their previous assessment, therefore there are no 
changes on the results already described in round 2. The analysis of such 
data is omitted in this manuscript for this round to avoid unnecessarily 
repeating the same results. In this meaning, the conclusion for this round 
remains the same as the previous round, without any modifications. 

Regarding stability, as no changes occur in this round the Kendall’s 
W is 1. As stability is reached, the Delphi method can be considered as 
concluded with a consensus reached on 14 of 21 issues (66%), being 3 of 
them (14%) a consensus that depends on the case being studied. 

4.3. Stage 3: results 

After conducting three rounds using the Delphi method, we have 

Table 57 
Round 2 - case 3 - question 2.  

Question Alt. Mode Median Agreement Disagreement 

Q2 A1 4 4 73% (+6%) 27% (− 6%) 
A2 1 1 40% (+13%) 60% (− 13%) 
A3 4 4 53% (− 14%) 40% (+7%) 
A4 1, 2, 4 2 33% (− 14%) 60% (+7%) 
A5 1 1 27% (− 13%) 67% (+7%) 
A6 1 1 27% (− 13%) 67% (+7%) 

Question 2 suffered few modifications in the assessment on its alternatives. It 
removed an agreement consensus for alternative 3 and produced a disagreement 
consensus for alternative 4. The remaining alternatives remained without 
changes in the consensus. 

Table 58 
Round 2 - case 3 - question 3.  

Question Alt. Mode Median Agreement Disagreement 

Q3 A1 4 4 60% (-) 27% (− 13%) 
A2 1 1 7% (-) 87% (− 6%) 
A3 4 4 80% (− 7%) 7% (− 6%) 
A4 1 1 13% (− 7%) 73% (− 7%) 
A5 1, 4 1 20% (− 7%) 67% (− 6%) 
A6 1, 4 1 33% (+20%) 53% (− 34%) 

Relevant changes in alternative 6 for Question 3 cleared a consensus for 
disagreement. The remaining alternatives remained without changes in the 
consensus. 

Table 59 
Round 2 - case 3 - question 4.  

Question Mode Median Agreement Disagreement 

Q4 1, 4 2 47% (+7%) 53% (+13%) 

Question 4 did not experience relevant modification and still remains without 
consensus despite in this round the 100% of the experts chose an option for this 
question. 

Table 60 
Round 2 - case 3 - question 5.  

Question Mode Median Agreement Disagreement 

Q5 4 4 73% (+13%) 13% (− 14%) 

Question 5 remained without changes in the consensus. 

Table 61 
Round 2 - case 3 - question 6.  

Question Mode Median High maturity level Low maturity level 

Q6 3 3 80% (+7%) 7% (− 13%) 

Question 6 remained without changes in the consensus. 

Table 62 
Round 2. Contradiction A.  

Case 2. Question 4. 

Each system handles its own security, but the SoS system that emerges when using 
them together is more vulnerable than any single system stand-alone. 

Emergent behavior (= defined with "New functionalities") is not the reason, because 
there are no new functionalities that have emerged in the SoS.  

Table 63 
Round 2. Contradiction B.  

Case 3. Question 4. 

The vulnerability is an emergent behavior since the problem happens when leakage 
sensors interact with the other constituent systems. Other systems and sensors work 
as expected. 

I don’t see here any of the element of emergent behavior.  

Table 64 
Round 2 Cronbach Alpha values.   

Q1 Q2 Q3 Q4 Q5 Q6 

Cronbach Alpha 0.98 0.97 0.97 0.99 0.95 0.96  

Table 65 
Round 2 - statistical results.  

Result Number Difference with round 1 

Consensus: Disagreement 33.33% (7) +1 
Consensus: Agreement 19.06% (4) +3 
Not consensus reached 33.33% (7) +2 
Depends on the case 14.27% (3) − 6  

Table 66 
Round 2 - aggregated results.  

Question Alternative Overall result Previous result 

Q1 A1 Depends on the case Same 
A2 Consensus: Agreement Depends on the case 
A3 Consensus: Disagreement Same 
A4 Consensus not reached Same 
A5 Consensus: Disagreement Same 
A6 Consensus: Agreement Depends on the case 

Q2 A1 Consensus: Agreement Same 
A2 Depends on the case Same 
A3 Consensus not reached Depends on the case 
A4 Consensus: Disagreement Consensus not reached 
A5 Consensus: Disagreement Same 
A6 Consensus: Disagreement Same 

Q3 A1 Depends on the case Same 
A2 Consensus: Disagreement Same 
A3 Consensus not reached Depends on the case 
A4 Consensus not reached Same 
A5 Consensus not reached Consensus: Disagreement 
A6 Consensus: Disagreement Same 

Q4 Consensus not reached Same 
Q5 Consensus not reached Same 
Q6 Consensus: Agreement Same  
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been able to discover what are the experts’ opinion for each one of the 
three dimensions being studied in this study. In this section we have 
summarized the experts’ agreements and disagreements along the Del-
phi rounds by using tables that describe the evolution of each question. 

The results obtained after applying the Delphi method show that the 
experts did not reach consensus on all the questions for all the cases. In 
fact, a wide diversity of opinions was found depending on the case. This 
difference of opinions between one case and another might be caused by 
the complexity of the topic, as there is not a single point of view. The 
reasoning is that the way of dealing with the SoS security is different 
depending on the SoS and the vulnerabilities under consideration. On 
the one hand, experts answered with neutral marks when they did not 
have evidence enough, which made not reaching consensus on some 
questions. On the other hand, when experts reached consensus, they 
tended more frequently to disagree than to agree. 

As a final remark, some experts suggested that a better opinion 
would be provided if well-defined cases describing real examples plenty 
of details were used, so that they would analyze the SoS better. 

Dimension 1. Characteristics of described SoS. 
The first dimension aims to discover if experts interpret SoS in the 

same way. Question 1 asked about the characteristics that define a SoS 
according to the literature for each case. At the end of the three Delphi 
rounds the experts reached a consensus by describing the scenarios with 
following features:  

• A1: Some cases have operational independence.  
• A2: Only one of the cases clearly has shown Managerial 

Independence.  
• A3: Do not have geographical distribution.  
• A5: Do not have evolutionary development processes.  
• A6: Have heterogeneity of constituent systems. 

On one hand, experts agreed that described SoS had Operational In-
dependence and Heterogeneity of constituent Systems. On the other hand, 
experts converged on disagreeing about the Geographical distribution or 
Evolutionary Development Processes. 

The results of this dimension show that experts could not reach 
consensus when determining if the SoS presented in the cases had 
Managerial Independence or to discern the Emergent Behaviors. Having 
such a variety of opinions from the experts has made it explicit that 
identifying whether a SoS does or does not possess some characteristics 
is far from simple, even though these characteristics have remained the 
same for more than two decades. These results show that, given the 
current definitions, there is still margin for misunderstanding. Table 67 
summarizes the evolution of experts’ agreement for this question. 

Dimension 2. Causes of the security vulnerabilities. 
The second dimension aims to determine how the presented vul-

nerabilities were originated and how it could have been prevented. 
Question 2 in the Delphi survey asked for what items were affected 

by the vulnerability. According to this question, experts agreed that data 
from all the systems have been affected on all cases. Experts also agreed 
that joint work on the SoS are not affected on these cases. The results of 
the questionnaire is summarized in Table 68, where experts agreed on 
the following for the presented cases:  

• A1: Vulnerabilities do affect data from a vulnerable constituent.  
• A2: Vulnerabilities could affect data from the whole set of systems 

involved.  
• A4: Vulnerabilities do not affect functionalities from the whole set of 

systems involved.  
• A5: Vulnerabilities do not affect the reason why a vulnerable system 

is doing joint work.  
• A6: Vulnerabilities do not affect the reason why the whole set of 

systems involved are working together. 

Regarding Question 3, it asked for ways of preventing such vulner-
abilities from being exploited. This question did not have consensus 
among the experts. In fact, experts only agreed partially on two state-
ments. The lack of consensus is an indication that there are not bases on 
which base a common opinion. Agreement for this question has been 
summarized in Table 69. 

For the described cases, experts reached consensus to disagree that:  

• A1: Vulnerabilities could be early potentially detected by analyzing 
the data from a vulnerable constituent.  

• A5: Vulnerabilities could be early detected by analyzing the reason 
why the whole set of systems involved are working together. 

Question 4 identifies the vulnerability as an Emergent Behavior on 
the SoS. The lack of consensus in Question 4 (either agreement and 
disagreement as summarized in Table 70) is produced because some 
experts’ think that the case description depicts a vulnerability generated 
by a single system and not because of the shared resources on the SoS. 
So, these experts consider that these vulnerabilities should not be 
considered as vulnerabilities generated because of an SoS emergent 
behavior. 

Vulnerabilities in SoS have been proven to have an impact on the 
reliability of SoS, and therefore vulnerabilities resonate with the result 
of the shared goal among the constituent systems. As it has been iden-
tified in a recent SMS [43], malicious actions that cause malfunctions 

Table 67 
Question 1 summary.  

Alt. Case Round 1 Round 2 & Round 3   
Agreement Disagreement Agreement Disagreement 

Alt. 1 Case 1 47% 53% 40% (− 7%) 60% (+7%) 
Case 2 47% 53% 60% (+13%) 40% (− 13%) 
Case 3 67% 33% 73% (+6%) 27% (− 6%) 

Alt. 2 Case 1 80% 20% 87% (+7%) 13% (− 7%) 
Case 2 27% 73% 53% (+26%) 47% (− 26%) 
Case 3 33% 67% 47% (+14%) 53% (− 14%) 

Alt. 3 Case 1 20% 80% 33% (+13%) 67% (− 13%) 
Case 2 40% 60% 40% (-) 60% (-) 
Case 3 33% 67% 40% (+7%) 60% (− 7%) 

Alt. 4 Case 1 53% 47% 53% (-) 33% (− 14%) 
Case 2 53% 47% 60% (+7%) 33% (− 14%) 
Case 3 33% 67% 40% (+7%) 53% (− 14%) 

Alt. 5 Case 1 7% 93% 13% (+6%) 80% (− 13%) 
Case 2 27% 73% 20% (− 7%) 73% (-) 
Case 3 33% 67% 20% (− 13%) 73% (+6%) 

Alt. 6 Case 1 47% 53% 80% (+33%) 20% (− 33%) 
Case 2 60% 40% 67% (+7%) 33% (− 7%) 
Case 3 40% 60% 47% (+7%) 40% (− 20%)  

Table 68 
Question 2 summary.  

Alt. Case Round 1 Round 2 & Round 3   
Agreement Disagreement Agreement Disagreement 

Alt. 1 Case 1 60% 40% 80% (+20%) 13% (− 27%) 
Case 2 60% 40% 80% (+20%) 20% (− 20%) 
Case 3 67% 33% 73% (+6%) 27% (− 6%) 

Alt. 2 Case 1 60% 40% 67% (+7%) 33% (− 7%) 
Case 2 60% 40% 67% (+7%) 33% (− 7%) 
Case 3 27% 73% 40% (+13%) 60% (− 13%) 

Alt. 3 Case 1 33% 67% 47% (+14%) 47% (− 20%) 
Case 2 20% 80% 33% (+13%) 67% (− 13%) 
Case 3 67% 33% 53% (− 14%) 40% (+7%) 

Alt. 4 Case 1 7% 93% 20% (+13%) 73% (− 20%) 
Case 2 47% 53% 40% (− 7%) 60% (− 7%) 
Case 3 47% 53% 33% (− 14%) 60% (+7%) 

Alt. 5 Case 1 20% 80% 27% (+7%) 60% (− 20%) 
Case 2 0% 100% 13% (+13%) 80% (− 20%) 
Case 3 40% 60% 27% (− 13%) 67% (+7%) 

Alt. 6 Case 1 13% 87% 13% (-) 73% (− 14%) 
Case 2 20% 80% 27% (+7%) 67% (− 13%) 
Case 3 40% 60% 27% (− 13%) 67% (+7%)  
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are one of the main factors that can jeopardize a SoS. Moreover, if the 
human factor is considered a constituent system within the SoS, it would 
be the one providing more vulnerabilities to the whole SoS as the human 
factor is prone to social engineering attacks [44]. Not having a standard 
concept of whether emergent behaviors do or do not involve the exis-
tence of vulnerabilities may well be a challenge when designing a so-
lution to improve the security of SoS. 

Dimension 3. Identify the nature of a solution. 
Research Question 3 aims to identify the nature of a potential solu-

tion for SoS vulnerabilities. 
Question 5 identifies if the attack is originated because of a lack of 

homogeneity in the security. This question reached consensus only in 
one of the cases, as summarized in Table 71. Nevertheless, experts did 
agree in their justification that a homogeneous security level improves 
the security. The reason behind this apparent contradiction is that some 
experts also thinks that the attackers could keep exploiting such ho-
mogeneous security level even if homogeneous security level was used. 

Therefore, experts could not reach consensus to determine what is 
causing the vulnerabilities. They did agree on some of the alternatives of 
what could be affected, and how a solution would be. However, they 
were not able to identify if emergent behaviors are involved in the 
presented cases, or if these attacks were produced because a lack of a 
standard security among the constituent systems. 

Question 6 asked about the structure and behavior of a solution to 
prevent emergent behaviors as vulnerabilities. Experts agreed that the 
minimum coordination that may be required to address this issue is 
planning and controlling individual works without considering global 

guidelines. This is evidenced with a general agreement on all the three 
cases, as summarized in Table 72. 

Notwithstanding, it has been identified that existing SoS documen-
tation is not often shared among the SoS accountants. Hence, there is a 
limited shared knowledge about the structures and behaviors of con-
stituent systems [45]. Though, enhancing the security of a SoS requires 
detecting and correcting deviations in the behavior, which in turn re-
quires from a visualization of constituent systems’ interactions and their 
erroneous behavior. Furthermore, the human factor has an unpredict-
able behavior. Therefore, the need of detecting and correcting the 
erroneous behavior is a must if the human factor acts as a constituent 
system. 

5. Discussion 

Experts have discussed about the origin of vulnerabilities as emer-
gent behaviors in SoS, and they have also described the nature of a 
potential solution to prevent them. Considering the background and the 
results obtained in this survey, we observe that there is interest in this 
area of research. This conclusion comes from the observation of the 
many manuscripts published in this context, and from the interest shown 
by the experts on this topic in their responses. The general opinion of the 
experts was that this topic is relevant for both academia and industry. 
However, experts seemed not to share the same understanding of the 
concepts in their responses, and the lack of homogeneous standards to 
define SoS has been highlighted. 

In order to diagnose the causes of a security problem in a SoS, it 
seems that it is essential to clearly define the characteristics of a SoS. Due 
to the difficulty in understanding the characteristics of a SoS, more 
specifically concerning Management independence and Emergent Behavior, 
experts could not reach a consensus to determine the cause the vulner-
abilities. Also, they were not able to identify whether emerging behav-
iors are involved in the presented cases, or these attacks were caused by 
the lack of a homogeneous security among the constituent systems. 

So far, the level of information available to assess and evaluate SoS 
security and the capability to coordinate such information may 
considerably vary according to the architecture used to compose the 
SoS. These challenges have been identified in a previous study [37]. 
Such a study examines the differences when comparing security prop-
erties in different architectures. For instance, when comparing Directed 
and Virtual architectures, the existence of a central entity coordinating 
the SoS goal achievement, and the existence of interaction guidelines 
may help in determining policies and expected behavior for those con-
stituent systems within the SoS, whereas in a virtual SoS it is quite 
difficult to control or predict the behavior of a constituent system due to 
its nature. Therefore, considering the current state of the art it would be 
easier to predict and prevent emergent behavior-based vulnerabilities in 
a Directed or Collaborative SoS rather than in an Acknowledged or 
Virtual one. 

Previous research has focused on modeling the functionalities of SoSs 
by considering the available information. On the one hand, there are 
some approaches to model specific SoS features such as mKAOS [46] (a 
model used to describe the goal, or mission, of the joint work) or SoSADL 
[47] (a language used to describe the architectural composition). On the 
other hand, there is an approach aiming to describe the composition of 
constituent systems and includes relevant information to better under-
stand the SoS business logic within the SoIS context [48] (a model that 

Table 69 
Question 3 summary.  

Alt. Case Round 1 Round 2 & Round 3   
Agreement Disagreement Agreement Disagreement 

Alt. 1 Case 1 27% 73% 33% (+6%) 67% (− 6%) 
Case 2 27% 73% 33% (+6%) 60% (− 13%) 
Case 3 60% 40% 60% (-) 27% (− 13%) 

Alt. 2 Case 1 40% 60% 40% (-) 60% (-) 
Case 2 47% 53% 40% (− 7%) 53% (-) 
Case 3 7% 93% 7% (-) 87% (− 6%) 

Alt. 3 Case 1 53% 47% 53% (-) 40% (− 7%) 
Case 2 33% 67% 53% (+20%) 47% (− 20%) 
Case 3 87% 13% 80% (− 7%) 7% (− 6%) 

Alt. 4 Case 1 47% 53% 40% (− 7%) 53% (-) 
Case 2 47% 53% 47% (-) 53% (-) 
Case 3 20% 80% 13% (− 7%) 73% (− 7%) 

Alt 5 Case 1 33% 67% 40% (+7%) 53% (− 14%) 
Case 2 0% 100% 20% (+20%) 73% (− 27%) 
Case 3 27% 73% 13% (− 7%) 73% (− 7%) 

Alt. 6 Case 1 27% 73% 20% (− 7%) 67% (− 6%) 
Case 2 20% 80% 33% (+13%) 60% (− 20%) 
Case 3 13% 87% 33% (+20%) 53% (− 34%)  

Table 70 
Question 4 summary.  

Case Round 1 Round 2 & Round 3  
Agreement Disagreement Agreement Disagreement 

Case 1 40% 40% 27% (− 13%) 53% (+13%) 
Case 2 40% 47% 33% (− 7%) 53% (+7%) 
Case 3 40% 40% 47% (+7%) 53% (+13%)  

Table 71 
Question 5 summary.  

Case Round 1 Round 2 & Round 3  
Agreement Disagreement Agreement Disagreement 

Case 1 53% 10% 53% (-) 20% (+10%) 
Case 2 33% 47% 47% (+14%) 40% (− 7%) 
Case 3 60% 27% 73% (+13%) 13% (− 14%)  

Table 72 
Question 6 summary.  

Case Round 1 Round 2 & Round 3  
High mat. level Low mat. level High mat. level Low mat. level 

Case 1 73% 13% 73% (-) 20% (+7%) 
Case 2 53% 7% 60% (+7%) 7% (-) 
Case 3 73% 20% 80% (+7%) 7% (− 13%)  
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involves social and economic systems as constituent systems). Also, 
there is an approach that considers modeling SoS emergent behaviors 
[49]. Notwithstanding, even though these artifacts are useful to provide 
information and to describe SoSs regarding a specific context, there has 
not been defined a standard language to represent simultaneously the 
SoS components and the responsibilities for each of the constituent 
systems. Such language should consider depicting what each system 
provides and requires, what each system is accountant of, and the 
humans that would interact with it. Additionally, further efforts would 
be required to support Virtual SoS formal descriptions. 

On the one hand, the lack of a common vocabulary is evidence of an 
emerging area of knowledge. Therefore, we can conclude that the SoS 
vocabulary has not yet a quite well-defined meaning. The absence of a 
homogeneous vocabulary hampers the development of this research 
area, as researchers cannot easily share or compare information. A 
controlled vocabulary would help avoid misunderstandings and stan-
dardize the meaning of each terminology or concept. This is in fact one 
of the limitations of this study, as the descriptions of the cases in the 
Delphi survey have been interpreted in different ways by the experts. 

On the other hand, current artifacts designed to describe SoSs have 
not been considered to describe the ’role’ or ’responsibility’ each con-
stituent system takes when participating in a SoS. Consequently, there is 
not a mechanism to determine which constituent system may be 
required to develop further countermeasures to protect the SoS, or 
which one should oversee the expected behavior among the constituent 
systems. Therefore, it is not simple to determine the value each one 
provides to the SoS, or the security requirements each constituent sys-
tem could call for when doing the joint work. 

6. Conclusions 

Previous studies analyzed the research challenges of security on SoS 
[5,37] and identified the existence of an issue originated on the 
collaboration of constituent systems on a SoS. The definition of such 
issue, however, might not be relevant if the issue itself is not of interest 
for academia or industry. The main goal for this study is to validate the 
existence of such security problem that arise as a combination of shared 
resources in the SoS and evaluate the interest of researchers and prac-
titioners on this topic. That goal is pursued by using the Delphi Method. 

The three research questions that led this study were translated into a 
survey of six questions over three cases that have been used along the 
different rounds of the Delphi method. The main challenge of surveys of 
this kind is the low participation ratio. It is difficult to find participants 
that can devote the significant time and effort that such surveys would 
require. The Delphi method was conducted with 15 participants and 
required 157 days to be completed. 

The questionnaire covered three different areas regarding security 
and SoS, namely: SoS characteristics, causes of security vulnerabilities and 
identifying the nature of a solution. Experts helped in retrieving useful 
perspectives from the academia and the industry on areas such as SoS, 
Security and Good Practices. On the one hand the statistical values used to 
identify consensus and stability from experts’ responses proved to be 
useful to interpret the general results and how experts perceived this 
topic. On the other hand, the textual feedback received as comments or 
justifications from the experts in this study helped in knowing and un-
derstanding about their ideas and their way of thinking. 

After analyzing the results, three gaps were identified as some con-
cepts (e.g., systems responsibilities, purpose of participating in a SoS, 
emergent behaviors) were not interpreted the same among the experts. 

Gap 1. Dimension 1 showed that experts could not reach consensus 
when determining if the SoS presented some characteristics or not. Some 
of them are difficult of interpret, as it is not clear how far the systems 
need to be to determine if the Geographical Distribution characteristic 
applies. Furthermore, other characteristics with a well-defined meaning 
as Managerial Independence, or Emergent Behaviors did not reached 
consensus either agreeing or disagreeing. This fact emphasizes the 

difficulty of understanding the characteristics of a SoS. Not having the 
same conceptualization of the characteristics of a SoS is evidence of the 
lack of a common vocabulary. These differences might be hampering the 
definition of case studies or even industrial scenarios that would enable 
the transference of SoS research to the industry. 

Gap 2. Considering Dimension 2, answers to Question 3 evidenced 
how the lack of a common understanding can affect security. In Question 
2 experts could determine what is being affected on each one of the three 
cases. However, Question 3, which asked about what could be examined 
to prevent the vulnerabilities, did not reach consensus in Alternative 3 
“Functionalities from a vulnerable constituent” and Alternative 4 “Func-
tionalities from the whole set of systems involved”. 

The lack of consensus to determine either studying functionalities is 
useful or not to prevent vulnerabilities, seems to be related with the lack 
of consensus in the Emergent Behavior characteristic. Experts were not 
able to determine if the functionalities enabling the attacks to succeed 
are considered to belong to the “vulnerable constituent” or to the “whole 
set of systems involved”. This fact highlights the importance of a detailed 
definition of which functionalities are used in the joint work within the 
SoS. Such a definition would be easier to determine by establishing a 
shared document of shared resources among the constituent systems. 
Moreover, including the capabilities of humans who interact with the 
constituent systems, or their shared resources would allow to detect 
misbehavior and defend from social engineering attacks as well. 

Gap 3. Question 4 and Question 5 from the survey did not reach 
consensus either on agreement or on disagreement because experts were 
considering different perspectives for Emergent Behaviors and Homoge-
neity of Security. Some experts considered that the vulnerabilities on the 
SoS produced from one single system should not be considered as an 
Emergent Behavior, whereas other experts claimed that such vulnera-
bilities belong to the SoS as it would not have such vulnerability without 
that constituent system. In a similar way, experts were not able to define 
if lack of homogeneous security is the source of these vulnerabilities. 
This gap arises as there is not well-defined criteria to determine the 
responsibilities each constituent system takes. 

Challenges. Future work should consider improving the definition 
and understanding of SoS concepts to define a common shared inter-
pretation of these concepts (e.g., SoS characteristics, the origination and 
effects of emergent behaviors or SoS accountability) and explore the 
impact on SoS security when considering the human factor as an ordi-
nary constituent system. Also, considering the Homogeneity of Security, 
the definition of a common definition of “Security” for all constituent 
systems within a SoS might be required, as it would improve the defi-
nition of defensive mechanisms to coordinately protect the shared re-
sources. Additionally, a backup plan to guarantee the common goal 
achievement in the event of a constituent system failure would be 
desirable. 

Regarding the threats of this survey some experts missed more 
technical details to better identify how the vulnerability arose and how 
it could have been prevented. The results of this study could be 
improved by describing a fully developed case study, which could help 
in a deeper analysis of the analysis of data from a vulnerable constituent, 
the opinion of experts. 

The results obtained from the Delphi questionnaire also depicted a 
solution approach. Therefore, an extension of [5] is scheduled as a 
framework. Such framework would detail a set of stages and activities to 
assess the security in the context of SoS. 
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