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Abstract
In the late twentieth century, the term “System of Systems” (SoS) became popular to describe a complex system made up of
a combination of independent constituent systems. Since then, several studies have been conducted to support and assess SoS
management, functionality, and performance. Due to the evolutionary nature of SoS and the non-composability of the security
properties of its constituent systems, it is difficult to assess or evaluate SoS security. This paper provides an up-to-date survey
on SoS security, aimed at stimulating and guiding further research efforts. This systematic mapping study (SMS) focuses
on SoS security, privacy, and trust. Our SMS identified 1828 studies from 6 digital libraries, 87 of which were selected that
presented approaches analyzing, evaluating, or improving security. We classified these studies using nine research questions
that focused on the nature of the studies, the studied SoS, or the study validation. After examining the selected studies, we
identified six gaps and as many future work directions. More precisely, we observed that few studies examine SoS problems
and instead propose specific solutions, making it challenging to develop generalizable approaches. Furthermore, the lack of
standardization has hindered the reuse of existing approaches, making it difficult for solutions to be generalized to other SoS.
In addition, the lack of descriptions of industrial environments in the literature makes it difficult to design realistic validation
environments. As a result, the validation of new SoS research remains a challenge in the field.
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1 Introduction

Security in computer systems has attracted increasing atten-
tion in recent years. This is undoubtedly due to the increasing
number of systems and personal devices that are now being
connected and which often contain sensitive information
about matters like health, finances, or personal tastes. Conse-
quently, people are becoming increasingly aware of security
risks and concerned about attacks thatmay affect their private
data.

The cloud is now also widely used to store or back up per-
sonal data. The use of cloud systems allows users to access
their data from any device and at any time, as long as they
have an Internet connection. However, this advantage comes
at the cost of new privacy, security, and trust issues. Secu-
rity, privacy, and trust become clearly related because when
storing their personal data on different servers somewhere
in the cloud, users necessarily have to trust that the provider
organization will securely protect their data and defend their
privacy.
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Security, privacy, and trust assume even greater impor-
tance in the case of systems of systems (SoS) due to the
evolutionary nature of such systems and the dynamic com-
position of their constituent systems. The SoS paradigm
provides a strategy for coordinating the processes performed
by independent systems working together to achieve global
goals that a single system could not achieve on its own [1,
2]. Although it dates back to the mid-1990s [3], the SoS
paradigm has attracted substantial interest only in recent
years, thanks to the progress in connectivity capabilities and
IoT technology.

Since a SoS connects individual systems in ways that may
not have been planned in advance, it is evident that the inter-
actions arising from a SoS arrangement may be vulnerable
to new security threats and could also impact the privacy
of the connected users or, indeed, any of the people whose
data are saved in any of the constituent systems. Trust can
also become a key concern in this scenario. The connections
between the constituent systems of a SoS that were not fore-
seen could in fact undermine the preservation of pre-existing
chains of trust among the different systems involved. There-
fore, propermechanisms are needed to control the transitivity
of trust relationships across the emerging SoS.

In other words, as discussed by Petkovic and Jonker [4],
security in our modern digital world is a multifaceted issue
that cannot be analyzed without considering together privacy
and trust concerns. On the other hand, the non-composability
of security, privacy, and trust makes such properties more
difficult to be determined in the context of SoS.

In a recent related study, we highlighted the challenges
that arise when dealing with the security properties of SoS
compositions [5], showing how the analysis of security prop-
erties is hindered by their non-composability. An unexpected
combination of shared resources may generate emergent
behaviors within the SoS, which may in turn introduce
exploitable vulnerabilities that cannot be mitigated by exam-
ining the constituent systems individually. A well-described
case in the literature is the exploited vulnerability of Mat
Honan’s digital life.1 The different social systemsMr. Honan
used were combined into a virtual SoS that suffered an attack
exploiting an unplanned combination of the resources pro-
vided by the constituent systems.

Due to the dynamic composition of the SoS, the con-
stituent systemsmay also connect or disconnect from the SoS
in an uncontrolledmanner. Studying the security, privacy, and
trust properties of SoS is a complex task also because respon-
sibilities and shared resources are handled in different ways
depending on how the constituent systems are orchestrated,
i.e., according to the SoS architecture.

Unsurprisingly, considerable research has been done in
recent years to address security, privacy, and trust issues in

1 https://www.wired.com/2012/08/apple-amazon-mat-honan-hacking/.

SoS. Notwithstanding, to the best of our knowledge, no sys-
tematic collection and/or classification of that work has yet
been undertaken.

In this work we aim at filling such a gap by providing a
systematic survey of the existing literature. Since the semi-
nalwork byKitchenhamandCharters [6] providing Software
Engineering researchers with guidelines for conducting sys-
tematic literature reviews (SLRs), secondary studies have
become a major tool toward a rigorous analysis and cate-
gorization of results in a defined research field. Indeed, a
systematic survey follows a standard method that facilitates
the replicability of searches and reduces potential author bias
by adhering to precise guidelines instead of the researcher’s
own assumptions [6].

While initially SLRs received the largest attention, another
typeof secondary study that has beenbroadlypursued inSoft-
ware Engineering are Systematic Mapping Studies (SMSs)
[7]. A SMS [7] is a method designed to provide a com-
prehensive overview of a field of interest (often a recently
established one) by categorizing existing research results and
also by identifying gaps that can properly direct more pri-
mary studies. SMSs are characterized as a complementary
type of study to SLRs, from which they differ in goals and
data collection breadth. Regarding goals, SMSs are consid-
ered amore appropriate toolwhen the study addresses a broad
topic and the main goal is that of structuring the investigated
research area (as opposed to SLRs that rather aim at synthe-
sizing the existing evidence) [8]. Regarding data collection
breadth, SMSs generally use less focused search strings and
broader research questions [6], aiming at covering research
trends [7].

As our goal here was that of identifying and categorizing
existing research on security for SoS, encompassing security,
privacy, and trust, in the absence of other secondary studies
that cover the area, we hence opted for conducting a SMS.

Summarizing, this work offers a review of the state of
the art, focusing on available and published work addressing
security, privacy, and trust issues from a SoS perspective,
and aims at identifying the gaps in current research. It is
important to clarify that the scope of this SMS is limited to
research on security, privacy, and trust specifically regarding
the combination and cooperationof the constituent systems in
a SoS. The study does not cover the vast amount of literature
on security, privacy, and trust issues related to single systems,
even if complex or distributed.

ThisSMS includes journal articles, conferencepapers, and
workshop papers on systems of systems. A systematic search
was carried out in the most important computer science digi-
tal libraries (namely ACMDL, IEEEXplore, Science Direct,
Scopus, Springer, and Web of Science). With the aim of
finding as many relevant studies as possible, we used a com-
prehensive search string, covering security, privacy, and trust;
as mentioned above, SoS security cannot really be addressed
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without also considering privacy- and trust-related aspects.
After conducting the search and the defined selection pro-
cess, 87 primary studies were finally identified as relevant to
assess issues related to security, privacy, and trust in SoSs.

We categorized the selected studies using three perspec-
tives, each consisting of three research questions (RQs). The
first perspective delved into the nature of the study, includ-
ing its goals, scope, and contribution. The second perspective
examined the characteristics of the SoS being studied, such
as its architecture and roles. The third perspective analyzed
the application context of the approach or study, including
its implementation, validation, and domain of application. In
summary, this SMSsought to answer a set of nine relatedRQs
through the three distinct perspectives we used to classify the
selected studies.

Our SMS confirmed a growing interest in research into
SoS security, with an increasing number of papers being pub-
lished on just this topic that are the majority of the surveyed
studies. A minor number of the works found focuses instead
on security and privacy or security and trust, while we did not
find works covering all three properties together. We iden-
tified though several major challenges, such as the lack of
industrial cases and the absence of SoS details or material,
which would allow results to be replicated.

The rest of the paper is organized as follows: Section II
provides some background and summarizes some related
work. Section III presents the SMS planning, Section IV
describes the process of conducting the SMS, and Section
V outlines the last stage of the SMS by providing a report-
ing of the findings. Finally, considering the current state of
the art as reflected in the study, Section VI provides a set
of conclusions and suggests some possible future research
lines.

2 Related work

The “System of Systems” paradigm has been defined in dif-
ferent ways and domains by different authors since as far
back as the 1950s [9]. In 1999, Maier [3] proposed a uni-
fying definition of SoS in computer science, leveraging the
features that characterize the concept in this domain. Years
later, in 2005, the same author updated that early work by
highlighting the research challenges that still needed to be
addressed [10].

An SMS is a process for collecting and organizing existing
studies in a research field to respond to a series of research
questions [11]. The term “systematic” refers to the rigorous
adoption of a well-defined search protocol to identify and
evaluate the available literature so as to reduce the impact
of author bias on the results found. This protocol guaran-
tees that studies that do not match the initial hypotheses or
expectations of the authors can be included as well.

Systematic literature reviews (SLRs) and SMSs share sim-
ilar purposes and similar processes. SLRs focus on more
specific RQs, seek more clearly defined details, and employ
deeper analysis techniques, whereas SMSs are designed to
consider more general RQs and provide broad coverage of
a topic. The SMS has become a widely used approach for
state-of-the-art research in emerging areas.

As explained in the introduction section, we conducted
this paper as an SMS because such type of study enables us
to capture a broader range of studies (including those that
might not have been covered by a narrower search protocol
of an SLR) and to draw a map of the research area, possibly
identifying existing gaps.

In recent years, several surveys have been conducted in
the area of SoS with different purposes, as we summarize in
the following.

A systematic review in 2013 provided an overview of
the SoS architecture [12]. The authors emphasized that this
field was maturing at a slower pace than others. They also
underlined thatmost of the approaches found developed solu-
tions for specific SoS problems but did not provide a general
perspective suitable for widespread adoption. In total, they
analyzed 194 studies. However, in terms of quality attributes,
only 14 papers focused on SoS security aspects.

Two years later, a review was published that classified
SoS according to their purpose [13]. This work defined its
own SoS characterization using already existing approaches
for defining or classifying SoS. The authors concluded the
study using the identified SoS characteristics to identify new
research lines.

In 2015, a SMS was conducted to structure scientific
developments in SoS [14]. From the results obtained, the
author concluded that until 2015 the most researched areas
were architecture, modeling, and simulation. The author also
highlighted the immaturity of this area, the lack of citations
of existing works, and the predominant participation of US
researchers in this topic. This SMS says they studied nearly
3000 works, but the list of selected studies is not available.

Another review conducted in 2015 analyzed SoS accord-
ing to their architecture and how they could be described
[15]. Researchers reported a lack of consensus on how the
SoS architecture is described and found that security was
barely mentioned.

A third survey conducted in the same year addressed the
quality attributes of SoS [2]. In this study, the three most
relevant quality attributes identified in SoS were security,
performance, and interoperability, and 14 articles referred
to each attribute. This work highlighted the increasing dif-
ficulty of ensuring security in SoS given the dependencies,
trade-offs, and relationships that existed between the differ-
ent quality attributes.
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Later, a systematic survey of SoS integration analyzed
software engineering methods that can assist in the inte-
gration of constituent systems [16]. As in [12], the authors
noticed that most of the studies were carried out by isolated
groups to solve specific problems, making it difficult to gen-
eralize such approaches to wider SoS contexts.

Amore recent systematic review of SoSwas conducted by
Daneva and Lazarov [17]. This study presented the results of
an SLR that focuses on the SoS requirements of smart cities.
The authors classified 32 selected papers according to the
types of smart cities and the requirements addressed. Their
results showed that requirements for architecture were the
most discussed topic, and little wasmentioned about security
or privacy challenges.

According to this summary of previous literature reviews,
SoS is an emerging research area with a growing community
of researchers. Researchers have focused on functional and
technical specifications, such as SoS architecture.Despite the
concern regarding non-functional requirements (e.g., secu-
rity, performance, interoperability) being raised, it seems the
non-functional requirements have not been as much devel-
oped as the functional ones.

For instance, while previous studies have focused on
specific areas within SoS research, such as architecture,
modeling, and simulation, our study aims to provide a com-
prehensive overview of security for systems of systems. Our
focus on security aligns with the growing concern regarding
the security challenges posed by the shared resources and
complex interactions in systems of systems.

Furthermore, while some previous studies have identified
security as a significant non-functional requirement for SoS,
they have not delved into the details of this issue as much as
our study. For example, the 2015 review of SoS architecture
and description noted that security was barely mentioned in
the surveyed literature. In contrast, our study takes a deep
dive into the security aspects of systems of systems, including
issues related to trust and privacy.

With the aim of providing an overview and promoting the
research on security, on SoS, the present systematic mapping
study summarizes works that specifically address security,
also including privacy and/or trust requirements and chal-
lenges in the context of a SoS and analyzes the current state
of the art in this area. We aim at discovering if such proper-
ties have been developed, and the most relevant results so far.
We ignore those SoS studies that do not focus on security, or
privacy, or trust as their main concerns.

Additionally, our study also differs from most of previous
works in its approach to conducting a systematic mapping
study. As we have previously mentioned, an SMS provides a
broader scope of coverage, including studies that might not
have been captured by a narrower search protocol of an SLR.
In addition, the use of generic keywords enabled us to capture
a wide range of literature on security for systems of systems.

Fig. 1 SLR and SMS phases

This approach has allowed us to provide a comprehensive
overview of the state of the art regarding security for systems
of systems.

Since our objective is to provide comprehensive coverage
of SoS security concerns, and not to answer specific RQs,
the ultimate objective being to represent the current state
of knowledge and research lines, this study was conducted
using SMS guidelines. In particular, this SMS has been con-
ducted following the guidelines proposed by Petersen et al.
[7], which are similar to those provided by Kitchenham and
Charters in their adaptation of systematic literature reviews
(SLR) to computer science [6].

The following sections describe the activities we con-
ducted in each of the three phases of the SMS as shown
in Fig. 1: (1) planning, (2) conducting, and (3) reporting.

3 Planning

An accurate and rigorous planning is crucial to the quality of
an SMS since the decisions taken in this phase will influence
the results of the entire process. The planning phase was
organized into three stages: (1) identifying the need for an
SMS, (2) developing the review protocol, and (3) specifying
the research questions.

3.1 Identify the need for a review

This SMS aims at identifying already existing solutions and
relevant research lines and topics related to security, privacy,
and trust issues in the SoS context.

The need for this review arises after finding that a recent
study has identified some issues regarding the understand-
ing of “Security.” Such a study explores, particularly, the
causes and consequences of vulnerabilities and the concept
of homogeneity of security among the constituent systems
[18]. After exploring the digital libraries, we did not find
previous literature surveys addressing these concerns.

Consequently, the goal of this SMS is to explore the cur-
rent state of the art with respect mostly to “Security,” which
is the property more widely studied. Notwithstanding, for
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Table 1 Search keywords

Concept Search keywords

System of systems system of systems, systems of systems,
system-of-systems,
systems-of-systems

Security, privacy, trust security, privacy, trust

the sake of broader coverage, we consider the trinity of secu-
rity, privacy, and trust in the SoS context. As explained in
the Introduction, privacy and trust are related to security as
the shared resources within constituent systems composition
are exposed to third parties that might affect the privacy of
the resources and the chains of trust among the constituent
systems.

In other words, we look forward to analyzing the charac-
teristics of the SoS that in recent years researchers have been
focusing on in their research when it comes to SoS security,
privacy, and trust. The goal is to understand the current state
of the art in this area.

3.2 Review protocol

The review protocol starts by defining the search strategy,
whichoutlines how the search is performed in themaindigital
libraries, continues by stating the study selection criteria, and
describes the applied snowballing effect.

3.2.1 Search strategy definition

At the beginning of the search strategy definition phase, a
group of keywords was combined to perform a set of ini-
tial searches. The purpose of this was to analyze preliminary
results and select the keywords that provided the most suit-
able results for our purpose. The used search keywords were
in English, since this is the international language of research
and because the search was going to be carried out in this lan-
guage. Wildcards were avoided after some libraries showed
incompatibilities with them, so we opted to use the most rep-
resentative keywords. The keywords to be used during the
searches had to be generic enough to provide a wide cover-
age of the need for this SMS. The finally chosen keywords
for this review protocol are shown in Table 1, where each
keyword is associated with its corresponding concept.

The first concept, “System of Systems,” limited the papers
to thosewith content related to this topic.The secondconcept,
“Security, Privacy Trust,” restricted the criteria, covering
papers dealingwith both “Systems of Systems” and “Security,
Privacy, Trust.”

The concept of “Security” included the terms “Security,”
“Privacy,” and “Trust” to ensure complete coverage in the

security context and in areas related to those concepts. There-
fore, we included the terms Privacy and Trust in our search
and analysis. The joint use of Security, Privacy, and Trust
has been motivated by [4] and supported by their own defi-
nition in the National Institute of Standards and Technology
(NIST). On the one hand, the term “Privacy” allows us to
include studies focusing on new security threats that could
also impact the privacy of connected users or, in general, of
peoplewhose data are saved in anyof the constituent systems.
Privacy has been defined as “Assurance that the confidential-
ity of, and access to, certain information about an entity is
protected.”2 The confidentiality is one of the security prop-
erties; therefore, the assurance of the confidentiality would
somehow benefit the privacy. On the other hand, the term
“Trust” allows to include studies on the connection issues
between constituent systems of a SoS, which may not have
been foreseen and could cause problems about the preser-
vation of pre-existing chains of trust between the different
involved constituent systems. According to its definition,3

trust is “A characteristic of an entity that indicates its abil-
ity to perform certain functions or services correctly, fairly
and impartially, along with assurance that the entity and its
identifier are genuine.” Consequently, it is related to security
due to the need of preserving the integrity and authentication
aspects.

Although our SMS study is motivated by our main con-
cern with security in systems of systems, we identified that
relevant literature on security may also be present in arti-
cles related to trust and privacy. Therefore, the inclusion of
these concepts in our study allowed us to achieve a broader
coverage of relevant studies while maintaining our focus on
the security of systems of systems. The selection of general
terms is common in an SMS as this type of study aims to
map and categorize existing literature in a specific field. By
using general terms, a wider set of relevant studies can be
captured to achieve an overview of the available literature on
the topic.

The decision of not including additional or more specific
keywords is based on the fact that “security,” “privacy,” and
“trust” are widely accepted and used in academia as well
as in the industry presumably offering a considerable cover-
age. Also, constraining our search to these keywords helps in
understanding the focus of this study and ease the analysis,
comparison and contrast of our results. Despite we acknowl-
edge that there are further concepts and keywords that are
more specific but still relevant in the context of security
and SoS, we decided to strategically limit the scope of the
research to balance effort and results.

The search query finally used in the digital libraries is
a combination of the keywords shown in Table 1. In the

2 https://csrc.nist.gov/glossary/term/privacy.
3 https://csrc.nist.gov/glossary/term/trust.
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launched query, each concept was joined with the “AND”
operator and every synonym of the concept was appended
with the “OR” operator, as follows:

( "system of systems" OR "systems of systems" OR
"system-of-systems" OR "systems-of-systems") AND
( "security" OR "trust" OR "privacy").

The search was executed in well-known computer science
digital libraries, namely: ACM DL, IEEE Xplore, Science
Direct, Scopus, Springer, and Web of Science.

The published proceedings and journals related to the sub-
ject of this SMS featured in two of the libraries: the “IEEE
International Conference on System of Systems Engineer-
ing” and “International Workshop on Software Engineering
for Systems-of-Systems,” indexed in the IEEEXploreDigital
Library, and the “International Journal of System of Systems
Engineering,” indexed in Scopus.

Mendeley desktop software has been used to preserve the
traceability of the articles found. Themain advantages of this
software are its ability to manage bibliographies to different
standards and to import bibliographies in different formats.

3.2.2 Study selection criteria

A set of inclusion and exclusion criteria was defined to filter
which studies would be chosen as relevant for the mapping
study, and quality assessment parameters were established
to guarantee the quality of the chosen studies. The study
selection criteria were used to identify the studies that could
provide useful answers to our RQs by specifying impar-
tial inclusion and exclusion conditions. The study selection
was designed to be conducted collaboratively by all authors.
Therefore, the criteria used had to be clear to enable a
standardized selection of primary studies. By defining the
selection criteria before conducting the search, it was also
possible to reduce author bias when selecting primary stud-
ies.

The inclusion criteria helped to establish the conditions
that a primary study is required to meet to be considered
relevant. On the contrary, the exclusion criteria determined
the articles that would be considered out of the scope for this
SMS.

The following conditions were considered as inclusion
criteria (all of them had to be true for inclusion):

– The study was carried out in the System of Systems con-
text.

– The study focuses on SoS security and/or trust and/or pri-
vacy: i.e., the constituent systems in joint operations.

– The study is written in English.
– The study was published after 2010. Starting from 2010
was considered sufficient, as according to Axelson [14]

this is the year in which this field of research began to
grow.

– The study describes a validation scenario or applies its
contribution to a validation scenario.

The following conditions were considered as exclusion
criteria (only one of them is sufficient for exclusion):

– The title or abstract is not within the scope of this literature
research.

– The study was not peer reviewed.
– The systems of systems addressed are not computer-based
systems.

– The study does not consider more than one system.
– The author(s) cannot be identified.
– The contribution of the paper is unclear.
– The full text of the study is not available.

Secondary or tertiary studies found in the searchwould not
be selected or analyzed but would nonetheless be retained for
discussion in the Related Work section.

3.2.3 Snowballing cycle

Snowballing backward and forward [19] was applied. Back-
ward and forward snowballing is conducted with the selected
primary studies to ensure that no important studies are
missed. For backward snowballing, references in the chosen
primary studies were examined. For forward snowballing,
we used available online tools, mainly Google Scholar, to
identify those studies that cite each chosen primary study.
As our original search included all the main digital libraries,
we considered one cycle of snowballing to be sufficient to
pick up any study missed in the search.

3.2.4 Quality assessment

Our search process is carried out using the resources available
in peer-reviewed scientific digital libraries. Therefore, the
quality assessment is delegated to the peer review process of
each journal.

3.3 Research questions

The research questions (RQs) guide the entire study, as the
purpose of the SMS is precisely to generate answers to these
questions.

Nine RQs were defined to help achieve the goal of this
study. In order to derive an adequate set of RQs several meet-
ings among all the authors were devoted first to identify the
most important aspects to extract from the studies, and then to
refine the RQs by going through a sample of the studies. We
also compared our RQs against other similar reviews from
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close areas. Finally, to better organize the RQs, three per-
spectives are used to summarize them: Nature of the studies,
SoS under study, and Study validation.

(1) Nature of the studies.This perspective groups RQ1.1,
RQ1.2, and RQ1.3. The questions in this nature are designed
to discover the nature of published studies by considering
their goals, scope, and the purpose of the contributions. This
perspective will provide us an insight to understand the focus
of this area of research: the motivations, area of interests, and
the status of maturation.

By understanding the existing context, we can assess
the existing body of knowledge, identify potential limita-
tions, and propose future directions for research that address
the specific needs and challenges of the field. It helps
researchers to align their investigations with the practical
realities, identify relevant research questions, and contribute
to the advancement of the field by addressing specific chal-
lenges and needs.

(2) SoS under study. This perspective deals with the SoS
studied in each research. It is made up of RQ2.1, RQ2.2,
and RQ2.3. These questions examine the SoS used in the
contributions, in otherwords: its architecture, the SoS dimen-
sions being studied, and the roles of the participating humans.
These questions are designed to determine the characteristics
of the SoS on which the researchers are focused. Not all SoS
behaves in the same way, and not all approaches focus on the
same characteristics from a SoS. In this sense, this perspec-
tive provides knowledge regarding the coverage of published
studies.

By analyzing the characteristics of these SoS,we can iden-
tify the breadth and depth of knowledge available in the field.
For example, we can assess whether certain types of SoS
have received more attention or if there is a preference for
investigating security in specific types of SoS. In addition,
by studying the types of SoS used in studies, we can iden-
tify patterns, trends, and potential gaps in the research. For
instance, if certain types of SoS are more prevalent in the
literature, it prompts further investigation into why this may
be the case. Is it due to their ubiquity in real-world applica-
tions, their complexity, or other factors? Understanding these
aspects can provide valuable insights into the priorities and
research directions within the field of SoS security.

(3) Study validation. The third perspective aims at iden-
tifying how other authors validated their research. This
corresponds to RQ3.1, RQ3.2, and RQ3.3. The purpose of
this third categorization is to determine the impact of the
validation on the selected primary studies by analyzing their
application domains, the validation of the study, and the
description of the used SoS that it would allow to replicate
the results.

Assessing the ease of finding suitable validation scenar-
ios provides valuable information about the practicality of
implementing and testing SoS security measures. It helps us

Table 2 Research questions

RQ Textual question

RQ1.1 What is the nature of the contribution?

RQ1.2 What are the objectives of the study?

RQ1.3 What non-functional (NF) requirements does the
study focus on?

RQ2.1 How are the constituent systems of the SoS to which
the study is applied orchestrated?

RQ2.2 What SoS dimensions are being analyzed?

RQ2.3 What roles are involved in the SoS security domain?

RQ3.1 What is the domain to which the SoS security study is
applied?

RQ3.2 What is the availability of the described SoS?

RQ3.3 What is the validation of the study?

understand whether there are readily available scenarios or
if researchers need to create custom environments for vali-
dation purposes. This insight is crucial for determining the
feasibility of implementing proposed security measures in
real-world SoS contexts.

The level of detail in describing the SoSused for validation
is another essential aspect. It enables other researchers to
replicate and verify the results of previous studies, fostering
the advancement of knowledge in the field. If the level of
detail is insufficient, it may hinder the reproducibility and
comparability of research findings.

Additionally, studying the level of integration between
academia and industry provides insights into the practi-
cality and relevance of research in addressing real-world
challenges. Understanding the degree of collaboration and
interaction between academia and industry helps bridge the
gap between theoretical advancements and practical imple-
mentations, fostering more effective solutions and their
adoption in the industry. For the sake of readability, a sum-
mary of the nine RQs is shown in Table 2 and the potential
answers used for categorizing the selected primary studies
are provided in Table 3.

For some of the RQs, we already know what the poten-
tial categories to group the selected primary studies are (i.e.,
RQ1.1, RQ1.3, RQ2.1, RQ3.2, RQ3.3). However, in the rest
of the RQs we do not know in advance the groups on which
we might categorize the studies according to what we find.
An advantage of using a systematic mapping study (SMS)
instead of a systematic literature review (SLR) is that SMS
allows for more flexibility in the grouping and categoriza-
tion of the included studies. In fact, an SMS allows for more
exploratory research, where the groupings and categoriza-
tions of the included studies can be adjusted and refined
during the review process. This flexibility can lead to the
discovery of new and unexpected groupings and insights,
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Table 3 Research question purpose and expected categorization

RQ Purpose Expected categories

RQ1.1 Nature of the
contribution

(“Definitional,”
“Descriptive,”
“Explanatory,”
“Predictive,”
“Prescriptive”)

RQ1.2 Research objectives {open list}

RQ1.3 Non-functional
requirements

(“Security,” “Privacy,”
“Trust,” “Security &
Trust,” “Security &
Privacy,” “Privacy &
Trust,” “All of them”)

RQ2.1 Discern SoS
architecture

(“Directed SoS,”
“Acknowledged SoS,”
“Collaborative SoS,”
“Virtual SoS,” “Any”)

RQ2.2 SoS dimensions {open list}

RQ2.3 Roles involved {open list}

RQ3.1 Domain of
application

{open list}

RQ3.2 SoS availability (“Unavailable,”
“Partially,”
“Completely”)

RQ3.3 Study validation ("Industrial/Survey,"
"Industrial/Case study,"
"Industrial/Experiment,"
"Academia/Survey,"
"Academia/Case study,"
"Academia/Experiment"
"Not Validated,"
"Review")

whichmight bemissed in amore rigid review process. There-
fore, the use of an SMS in this study allows for a more open
and iterative approach to the analysis, which may reveal new
findings and contribute to the development of a more com-
prehensive understanding of the research field.

Research Question 1.1. Research Question 1.1 states:
“What is the nature of the contribution?”. This question iden-
tifies the knowledge provided by each study.

According to a study’s contribution, its nature would be
classified as: “Definitional,” “Descriptive,” “Explanatory,”
“Predictive,” or “Prescriptive.”

These categories come from “An Introduction to Design
Science” [20], a book that lists different levels of maturity in
the output of scientific research. Each category is associated
with a question that is answered with the original contri-
bution to the categorized study. RQ1.1 helps to reveal the
level of maturity of the research area as a reflection of the
nature of the published studies. The nature of the existing
research allows to assess the existing body of knowledge,
identify potential limitations, and propose future directions

for research that address the specific needs and challenges of
the field. It helps researchers to align their investigations with
the practical realities, identify relevant research questions for
unexplored gaps, and contribute to the advancement of the
field by addressing specific challenges and needs. Table 4
describes each one of the alternatives.

Research Question 1.2. Research Question 1.2 states:
“What are the objectives pursued by the study?”. This
question identifies the objective of each study. Two catego-
rizations were defined to address this research question.

On the one hand, one was used to categorize the purpose
of the study. This refers to the purpose of the research, the
outcome of the work, or, in other words, to what the authors
were aiming to achieve or improve with their contribution.

On the other hand, the other was used to categorize the
means used when pursuing the goal. This represents the sci-
entific resources used by the authors to achieve the goal. The
categories represent the means used as an instrument which
did not necessarily provide new knowledge or improvements
to this topic. RQ1.2 reveals what the areas of interest of the
researchers were according to the nature of their contribu-
tions.

By highlighting the goals and means, we can evaluate
whether the study addresses specific research gaps, provides
specific solutions, or contributes to theoretical and general
advancements in the field of SoS security.

Neither the goal nor the means were known in advance.
Their categorization was discovered during the execution of
the SMS. The categorization is defined during the data syn-
thesis stage, and it can be found in Section 4.2, where Table
9 identifies the goals and Table 10 identifies the means used
to achieve the goals.

Research Question 1.3. Research Question 1.3 stated:
“What non-functional requirements (NF) requirements does
the study focus on?”. According to the scope of the SMS,
three non-functional requirements were described, namely
“Security,” “Privacy,” and “Trust,” and their combinations.
Identifying the non-functional requirements that the study
focuses on is significant as it allows us to understand the
specific aspects of SoS security that the research aims to
address. The selected studies were classified using these non-
functional requirements as shown in Table 5.

Research Question 2.1. Research Question 2.1 stated:
“How are the constituent systems of the SoS to which the
study is applied orchestrated?”. The orchestration of the SoS
determines how the constituent systems are configured. In
the literature [21, 22], four types of orchestration are consid-
ered to categorize how the constituent systems are organized:
“Directed SoS,” “Acknowledged SoS,” “Collaborative SoS,”
and “Virtual SoS.” RQ2.1 helped us understand the type of
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Table 4 Alternatives, purpose,
and interpretation for RQ 1.1 Nature of the

studies
Responds to Interpretation

Definitional What is defined in the
paper?

The study defines concepts, constructs, terminologies,
definitions, vocabularies, classifications, taxonomies,
and other kinds of conceptual knowledge

Descriptive What is being described? The study describes and analyzes an existing or past
reality. It describes, summarizes, generalizes, and
classifies observations of phenomena or events

Explanatory What cause/effect is
being validated?

The study provides answers to questions of “how” and
“why.” It explains how objects behave and why
events occur. It not only describes and analyzes, but
also explains in order to offer understanding. These
explanations often take the form of cause-and-effect
chains, showing how events and outcomes are
causally related to underlying mechanisms and
factors

Predictive What is affected by the
predictions?

The study offers black-box predictions. The goal is
accurate prediction, not understanding

Prescriptive What are the benefits that
are pursued with the
artifact?

The study consists of prescriptive models and methods
that help solve practical problems. Prescriptive
models are understood as blueprints for developing
artifacts, while methods are guidelines and
procedures that help people work systematically
when solving problems

Table 5 Alternatives and interpretation for RQ1.3

N.F. requirements Interpretation

All of them The study focuses on security, privacy, and
trust in a SoS

Privacy The study focuses only on privacy in a SoS

Privacy & Trust The study focuses on both privacy and trust
in a SoS

Security The study focuses only on the security of a
SoS

Security & Privacy The study focuses on both security and
privacy in a SoS

Security & Trust The study focuses on both security and trust
in a SoS

Trust The study focuses only on trust in a SoS

orchestration used when studying SoS security as indicated
by the SoS architecture.

The orchestration of constituent systems has a direct
impact on the overall security and resilience of the SoS.
Understanding this aspect provides insights into the mech-
anisms, protocols, and architectures employed to ensure
secure operation and coordination within the SoS. Studies
with contributions applicable to different architectures were
considered as “Undetermined.” The categories used accord-
ing to the SoS architecture are shown in Table 6.

Table 6 Alternatives and interpretation for RQ2.1

SoS orchestration Description

Directed SoS [21] The study focuses on SoS with
constituents that operate
independently but are managed by a
central system

Acknowledged SoS [21] The study focuses on SoS with
constituent systems that operate for
a common goal, but that retain their
own independence and control.
Therefore, collaboration is needed
between the constituent systems
and the SoS

Collaborative SoS [21] The study focuses on SoS with
constituent systems that collaborate
voluntarily and are not controlled
by central management

Virtual SoS [22] The study focuses on SoS with
constituents that are not controlled
by central management and do not
share a purpose of collaboration.
The behavior and outcomes of these
SoS emerge dynamically

Undetermined The study analyzes an issue in SoS
without specifying or requiring a
specific architecture

Research Question 2.2. Research Question 2.2 stated:
“What SoSdimensions are beinganalyzed?”. SoS are so com-
plex that they canbe studied frommanydifferent perspectives
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(e.g., researchers could examine the SoS composition, its
interaction with humans, shared resource optimization, or
how each constituent system accountant participates in the
SoS). This question classifies which perspectives of the SoS
the authors considered in their studies. Each of the different
perspectives fromwhich a SoS can be studied is denominated
a dimension for such a SoS.

The SoS under study dimension could vary widely from
one study to another. By identifying the dimensions, we can
assess how these characteristics influence the security con-
siderations and challenges within the SoS. The dimensions
were not known in advance. Therefore, the list of categories
was established during the execution of the SMS. The dif-
ferent dimensions used to organize the studies are shown in
Table 11 in Section 4.2.

Research Question 2.3. Research Question 2.3 stated:
“What roles are involved in the SoS security domain?”.
This focused on the stakeholders in the proposed approach,
that is, if the study considers any roles for specific tasks
or activities. As the development and use of a SoS may
involvemany different stakeholders, this question is included
to help us understand which roles are primarily addressed
in the approaches proposed to date. Discovering the roles
involved in the SoS security domain helps us comprehend the
various stakeholders, their responsibilities, and their interac-
tions within the SoS. Understanding the roles is crucial for
developing comprehensive securitymeasures that address the
specific needs and concerns of each stakeholder group.

Described roles could vary, and a complete list is not
known in advance. The categorization is created during the
data extraction stage and can be found in Section IV.B, where
the identified roles are summarized in Table 12.

Research Question 2.3. Research Question 2.3 stated:
“What roles are involved in the SoS security domain?”.
This focused on the stakeholders in the proposed approach,
that is, if the study considers any roles for specific tasks
or activities. As the development and use of a SoS may
involvemany different stakeholders, this question is included
to help us understand which roles are primarily addressed
in the approaches proposed to date. Discovering the roles
involved in the SoS security domain helps us comprehend the
various stakeholders, their responsibilities, and their interac-
tions within the SoS. Understanding the roles is crucial for
developing comprehensive securitymeasures that address the
specific needs and concerns of each stakeholder group.

Research Question 3.1. Research Question 3.1 stated:
“What is the domain to which the SoS security study is
applied?”. The application domain of SoS contributions may
vary widely from one primary study to another.

Table 7 Alternatives and interpretation for RQ3.2

Availability Interpretation

Completely The SoS described in the study is fully accessible
and can be used to replicate the results

Partially The SoS described in the study is partially
described or available

Unavailable The SoS described in the study is not available at
all

Understanding the domain of application provides
insights into the practical implications, challenges, and
requirements of implementing secure SoS solutions in real-
world settings.

The alternatives were not known in advance. The list of
categories was generated during the execution of the SMS.
The categorization is created during the data synthesis and
can be found in Section IV.B, where Table 13 summarizes
the studies that identified an application domain.

Research Question 3.2. Research Question 3.2 stated:
“What is the availability of the described SoS?”. This ques-
tion helped identify whether the described SoS is available
and/or can be used to replicate the study of its security. In
many contexts, researchers are now requested or advised to
make their experimentation constructs publicly available in
order to facilitate further research and transition toward what
is known as Open Science. To categorize availability, three
alternatives were considered: “Completely,” “Partially,” and
“Unavailable.” They are shown in Table 7.

Research Question 3.3. Research Question 3.3 stated:
“What is the validation of the study?”. This categorization
determines the validation of the selected studies.

The validation processes employed in the studies are
crucial for evaluating the reliability and credibility of the
research findings. Validation ensures that the proposed secu-
rity measures have been rigorously tested and verified. It
provides confidence in the effectiveness and correctness of
the proposed solutions for SoS security.

To categorize the validation, three alternatives were
considered: “Not validated,” “Industrial validation,” and
“Academia validation.” Validation has been considered as
an inclusion criterion; however, there might be studies that,
even though they do describe a validation, have not been con-
ducted in that manuscript (e.g., the validation is described,
is referenced, or is scheduled as a future work). For studies
that conducted a validation, three different validations were
considered: “Surveys,” “Case Study,” and “Experiment.” The
alternatives used to categorize the validation of the study are
shown in Table 8. Some studies may describe a validation
but may not have executed it. This question summarizes the
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Table 8 Alternatives and interpretation for RQ3.3

Validation Interpretation

Academia validation The study presents a validation in
academia. Such validation may be a
Survey, a Case Study, or an Experiment

Industrial validation The study presents an industrial
validation. Such validation may be a
Survey, a Case Study, or an Experiment

Not validated The study may describe a validation
scenario, but it has not been applied

Review The study is a review. Validation is not
applicable

levels of validation of the different approaches to SoS secu-
rity.

4 Conducting

This SMS has been carried out by all authors according to
the previously defined planning. The goal of this stage is to
obtain a catalog of primary studies that would help answer
theRQs. The data extracted from the selected primary studies
allow us to generate a report on the current state of the art. A
search in the digital libraries was conducted in October 2020
and was then updated in February 2022.

4.1 Selecting primary studies

The identification of the primary studies was divided into
three milestones. (1) A pre-search was conducted prior to the
systematic search. This pre-search was used as a sample for
the quality of the findings. If the results were extremely poor
in terms of providing adequate answers to the RQs or if very
few results were found, the planning would be modified by
using other keywords. (2) A systematic search was executed
once the pre-search had returned relevant results. Finally, to
provide better coverage, (3) the snowball effect was applied
to the selected primary studies.

Following the pre-search to adjust the search criteria, some
minor changes were needed in the keywords to bring them
in line with the libraries’ requirements. In particular, the
acronym "SoS" was removed. In some cases, the acronym
"SOS" was mistaken for, while in other cases the digital
library assumed that our input waswrong and changed “SoS”
to "so" or "os" in an attempt to correct the user input. Both
options added excessive noise, resulting in some articles
found that were not, in fact, about “SoS.”

The search string needed to be adapted to each different
library. The results of applying each search string adaptation
in its corresponding digital library are summarized in Fig. 2.

Fig. 2 SMS conducting summary

Automated filters such as the year of publication, language,
and availability of full text were applied in those libraries that
supported this filtering of the results. Also, area of knowledge
filter was applied were possible restricting the discipline to
computer science.

In total, among all consulted libraries, 1828 studies were
found. A full list of papers was generated for each library
using the tools available in each library. As mentioned in the
Selection Criteria, only studies for which full articles were
available were considered. The full list of papers was then
imported into the Mendeley Desktop software.

The Mendeley software offers an automated tool to find
potential duplicated studies. Using this mechanism, 471 arti-
cles were found to be included more than once in the catalog.
Also 540 studies were found as non-primary.

The titles and abstracts of each of the remaining studies
were read individually by a pair of authors, who were thus
able to make a decision as to whether each study should be
discarded or not. These decisions were later discussed in a
plenary meeting of all authors, with the title and abstract of
a work being read by a third author in the event of disagree-
ment. A total of 604 articles were found to be not within the
scope of this study. The last step in the systematic search was
full reading of the remaining 210 selected articles by a pair
of authors.

This full reading helped determine whether only the key-
words were relevant or whether the context, too, was akin to
the defined RQs. After full reading of the selected studies,
some papers were found to describe systems of systems used
to improve the security of a third party, rather than the appli-
cation of SoS security by itself. In general terms, more than
half of the works found used keywords in contexts outside
the scope of our study (e.g., wars and crisis). Only 77 studies
that were still relevant to our research remained.
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The analysis and classification of each one of these 77
studies were assigned to a pair of authors. Each author read
and classified their assigned chosen primary studies individ-
ually. The two classifications were then compared. If both
authors agreed, the classification was confirmed; otherwise,
discrepancies were discussed in a plenary meeting. If no
agreement could be reached at the meeting, the first author
was given the responsibility of analyzing the primary study
in question and deciding the final classification after consid-
ering all points of view. This strategy contributed to ensuring
the quality of the results and avoiding single-author bias.

Once the analysis of the studies found in the systematic
search was complete, snowballing was applied. As a result,
10 more primary studies were found, which helped answer
the RQs and detail the current state of the art. Then, these
newly found studies were brought under the same selection
criteria.

Eventually, a total of 87 studies were selected as primary
studies. The results of this application of the systematic pro-
cess are summarized in Fig. 2.

The 87 selected primary studies are listed in Table 25,
organized as search papers and snowballing papers. Within
each category, the articles are sorted alphabetically.

4.2 Data extraction

The data extraction process is a collaborative manual task
that aims to categorize each selected primary study.

Analyzing data extracted from selected studies provides
a general overview of trends in the area being surveyed and
identifies gaps and tendencies. Here, the data were extracted
considering the three perspectives previously defined while
planning the SMS: Nature of the studies, SoS under study,
and Study validation. The selected studies were tagged to
organize them into the different RQs according to their con-
tent.

The categorization of each study during the Data extrac-
tion process was conducted in a similar way as it was during
the Selecting primary studies stage. Each study was individ-
ually classified by a pair of authors. Furthermore, this stage
is used to define a categorization for those RQs that initially
did not have a well-defined categorization.

The pair of authors that read each full text proposed a
categorization, and then all authors compared and discussed
the two categorizations in plenary meetings, with the aim of
agreeing on the most appropriate categorization. There were
few cases in which an agreement was not reached, and the
first author was responsible for rereading the full article and
deciding on a classification for such a study.

The process of generating the classification criteria var-
ied depending on the level of uncertainty associated with
each question. As some questions had potential categories

Table 9 Alternatives and interpretation for Goals RQ1.2

Goal—What? Interpretation

Describe the state of the art This is a descriptive study that
does not provide a new
approach or validation

Early detection The study focuses on improving
security, trust, or privacy
through the early detection of
vulnerabilities

Need for security The study enforces or discusses
the need for security in SoS

Risk management The central topic of the study is
risk management related to
security, privacy, or trust

Security assessment/evaluation The study provides knowledge
about security assessment

Security controls The study focuses on security
controls and their impact on
SoS security, privacy, or trust

Security engineering The study provides knowledge
about security engineering, it
includes modeling and
analysis

Security requirements The study provides knowledge
about security requirements
and their impact on security,
privacy, and trust

Trust among constituent systems The study contributes to
establishing or enhancing trust
between the constituent
systems of a SoS

not constrained to a limited set of alternatives, we encoun-
tered challenges in determining the specific categories. In
such cases, we had to rely on the information provided in the
studies and use our best judgment to group them into relevant
categories.

The first perspective is theNature of the studies. The com-
bination of the research nature, goal, and means of each
study allowed us to identify the nature of the contributions.
When reading the full texts, some categories were required
to group the selected primary studies according to their goals
and means as proposed for RQ 1.2.

With the aim of developing a representative grouping, we
classified the studies considering nine different goals, and 16
different means to be used to achieve such goals, as summa-
rized in Tables 9 and 10, respectively.

This classification has been themost challenging one since
not all studies explicitly described their goals and means in a
way that could be easily summarized by a specific keyword.
Therefore, the categorization in these cases involved a certain
degree of interpretation based on the available text. Conse-
quently, the classification of goals and means is as generic or
specific as the text allowed us to classify them.
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Table 10 Alternatives and interpretation for Means RQ1.2

Means—How? Interpretation

Defense strategies The study provides knowledge about
security, trust, or privacy using defense
strategies as their main vector

Domain-specific
modeling language

The study achieves its goal using a
domain-specific modeling language

Misbehavior analysis The study focuses on analyzing the
misbehavior between the constituent
systems as a means of achieving the
research goal

Model-driven
engineering

The study uses the model-driven
engineering paradigm to achieve the
research goal

Patterns The study uses patterns to achieve its
research goal

Policy The study describes how policies are
used to achieve its goal

Process The study provides a process as a set of
activities and outcomes with which to
achieve the goal

Security analysis The study analyzes SoS security. This is
used by some descriptive analysis to
achieve its goals

Security challenges The research focuses on examining
security challenges to describe their
novelty

Security controls The study uses security controls as an
instrument to achieve its goal

Security requirements The study uses security requirements as
an instrument to achieve its goal

Security
validation/evaluation

The study uses security validation or
security evaluation mechanisms to
achieve its goal

SoS design The study uses SoS modeling and SoS
design as a resource to achieve its
results

System
interdependencies

The study uses interdependencies
between systems to achieve the goal

Threat analysis The study uses threat analysis as a
mechanism or paradigm to achieve its
goal

Undetermined The study does not provide a
well-defined means of achieving its
stated goal

Thegoals andmeanswere anopen list,whichhas been cre-
ated based on an interpretationmade by the authors according
to the primary studies read. We are aware that other group-
ings could have been identified using different keywords.
Notwithstanding these categorizations have been used with
the objective of showing the results and should not be consid-
ered as the unique alternative. For instance, some of the used
means might be grouped into more generic categories (e.g.,
Security analysis, Security challenges, Security controls, and

Table 11 Alternatives and interpretation for RQ2.2

SoS Dimension Interpretation

Emergent behavior The study analyzes the new
behaviors emerging from the
collaboration of the constituent
systems

Human factor The study analyzes how human
involvement may impact SoS
security

Multiple dimensions The study simultaneously
analyzes different dimensions
but does not specifically focus
on any of them

None in particular The study does not clearly
identify a SoS dimension

SoS Architecture The study explores the technical
details of what resources are
shared and how the constituent
systems share them

SoS Management The study analyzes how the
stakeholders of the constituent
systems jointly manage the SoS

SoS Mission The study analyzes the purpose of
collaboration of the constituent
systems

Security requirements could be a single category Security).
An ontology of goals and means regarding security would
improve the organization of these studies and make them
reliable because even within the selected articles themselves,
there may be semantic divergences in used words.

In order to organize the studies and provide an answer
to RQ 2.2., five dimensions of SoS emerged from the
analysis of the studies that could be relevant categories,
namely: “SoS Architecture,” “SoS Mission,” “SoS Manage-
ment,” “Emergent Behavior” and “Human Factor.” The
dimensions used to organize the studies are described inTable
11.Wealso included additional criteria:“None inparticular,”
used to include generic studies that did not identify specific
dimensions, and “Multiple dimensions”, for those studies
that simultaneously covered different dimensions without
focusing on a specific one.

Besides, the selected studies did not explicitly define the
roles that participate, neither use the concept of “role” in
their scientific contributions. Therefore, it was not possible to
extract explicit information regarding RQ2.3. Nevertheless,
two main roles are inferred from the full text of selected
primary studies and described in Table 12.

Regarding the SoS application domain categories, 11 dif-
ferent scenarios were identified to categorize the selected
primary studies and provide an answer to RQ3.1. Addition-
ally, a “None” application domain is included as there are
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Table 12 Alternatives and interpretation for RQ2.3

Identified roles Interpretation

Not specified/not applicable The study does not clearly
identify any role

Security-related roles The study describes a team
responsible for assessing the
security of a system

Systems related roles The study describes a team
responsible for studying the
requirements of a system and
setting up the environment for
development

some selected primary studies that did not describe any appli-
cation domain (Table 13).

4.3 Data synthesis

The synthesis of the data collected from the selected primary
studies and the categorization that organizes them are guided
by the defined RQs. For each RQ, the studies were examined
according to the defined criteria and following the procedure
detailed in Section 3. Planning.

We have calculated the effect size of our results using
Cohen’sd to provide a quantitative measure of the magnitude
of differences or relationships among the study results. This
method involves dividing the difference in means between
two groups by the pooled standard deviation of the data. This
approach allowed us to obtain an objective measure of the
effect size of our findings, aiding in the interpretation of their
practical significance.

The calculus to compare two groups has been achieved
by calculating the effect size as (M1–M2)/SDp, where M1
is the mean of the first group, M2 is the mean of the sec-
ond group, and SDp is the pooled standard deviation of
the data. We determined the pooled standard deviation as√(

((n1−1)∗s12+(n2−1)∗s22)
(n1+n2−2)

)
, where s1 and s2 are the standard

deviations of the two groups, and n1 and n2 are the sample
sizes of the two groups. To compare more than two groups,
we used the Cohen’s d formula that provided a quantita-
tive measure of the magnitude of differences or relationships
among themeans, allowing to identify statistically significant
differences between groups.

Each one of the nine RQs identifies the selected pri-
mary studies and organizes those primary studies into tables,
grouping them by their classification.

4.3.1 Nature of the studies

RQ1.1 stated: “What is the nature of the contribution?”. The
selected studies were classified according to their nature, as

Table 13 RQ3.1 identified alternatives

Application domain Interpretation

Automotive Improving the way vehicles
communicate and share
information to provide a
better experience for drivers
or self-driven vehicles

Banking The constituent systems serve
the banking domain

Critical infrastructure This is a general term for
describing SoS related to
safety–critical assets

Cyber-physical The constituent systems
include the internet of
things and robots in their
composition

Energy Constituent systems are used
in electricity companies

Industry 4.0 Some studies focus
generically on Industry 4.0
but do not refer to any one
specific application (e.g.,
Energy, Quarry, or Banking)

Maritime The constituent systems are
related to boats, lighthouses,
and military (naval) systems

Military Border control and
cooperation in emergency
operations are two recurrent
application domains

None No application domain is
explicitly identified

Quarry The constituent systems serve
the quarrying industry

Smart {cities, grids, homes, …} The SoS elaborates on the
Smart concept, using
different systems and
connected information to
improve the user experience

Social networking The constituent systems are
different social networks
that share people’s data

shown in Table 14. It should be noted that each study was
classified by considering only one nature.

According to this categorization, “Descriptive” and
“Prescriptive” were by far the most common natures when
addressing System of Systems security.

We applied Cohen’s d technique to compare the mean
values of these five different groups and found significant
differences between them, with effect sizes ranging from
moderate to large.

123



A systematic mapping study on security for systems of systems

Table 14 Classification of studies by nature

Nature Selected primary studies
ID

Number d

5. Prescriptive 1, 2, 3, 4, 6, 7, 9, 11, 13,
14, 17, 23, 26, 27, 28,
29, 37, 41, 47, 48, 49,
51, 54, 56, 57, 58, 59,
61, 64, 67, 70, 72, 73,
75, 76, 83, 84

37 1.30

2. Descriptive 8, 10, 12, 18, 20, 21, 22,
24, 25, 31, 32, 34, 36,
38, 40, 42, 43, 46, 52,
62, 66, 69, 71, 74, 78,
81, 82, 86, 87

29 0.77

3.
Explanatory

15, 30, 33, 39, 44, 55, 65,
77, 79, 80

10 − 0.49

1.
Definitional

5, 16, 19, 35, 45, 50, 60,
63, 68, 85

10 − 0.49

4. Predictive 53 1 − 1.09

4.3.2 Research objectives

RQ1.2 stated: “What are the objectives pursued by the
study?”.

The classifications to RQ1.2 were discovered during the
data extraction. Each study was classified according to its
main objective and means. Therefore, each selected primary
study was considered only once.

On the one hand, the classification of the studies according
to their goal is summarized in Table 15. The most com-
mon objective pursued in the selected primary studies was to
address the need for security, followed by security controls.

On the other hand, the means used in the selected primary
studies are shown in Table 16. Themost commonmeans used
to achieve such goals were security validation or evaluation
and security controls.

In these tables is also included the Cohen’s d so that it
is possible to compare the difference among each group by
considering the numbers of studies included in each one of
them.

4.3.3 Non-functional requirements

RQ1.3 stated: “Which non-functional (NF) requirements is
the study focusing on?”.

To respond to this question, the papers were catego-
rized according to the non-functional requirements being
addressed.

Table 17 lists the primary studies according to their non-
functional requirements. Each study has been classified into
only one category. Security is the predominant topic, present
in more than 97% of the primary studies selected.

Table 15 Classification of studies by goal

Goal Selected primary
studies ID

Number d

Need for security 1, 9, 10, 18, 19, 20,
21, 25, 29, 31,
46, 52, 55, 65, 86

15 1.75

Security controls 2, 3, 6, 7, 11, 12,
34, 37, 51, 53,
62, 84, 87

13 1.10

Security engineering 4, 23, 39, 41, 42,
47, 48, 56, 59,
70, 71

11 0.44

Describe state of the
art

24, 33, 38, 43, 63,
68, 77, 79, 81, 82

10 0.11

Risk management 5, 26, 32, 35, 61,
67, 72, 74, 80

9 − 0.22

Early detection 13, 15, 36, 49, 50,
60, 66, 69, 85

9 − 0.22

Security assess-
ment/evaluation

14, 17, 28, 44, 57,
64, 75, 78

8 − 0.55

Security requirements 16, 22, 30, 45, 59,
76, 83

7 − 0.88

Trust among
constituent systems

8, 27, 40, 54, 73 5 − 1.53

We have separated those studies according to those focus-
ing only in security (70 studies in a single group) and the rest
of the studies (17 studies in 3 groups), Using Cohen’s for-
mula, we calculated the effect size of our study to be 17.40.
The large effect size suggests that there is a statistically sig-
nificant difference between the means of the two groups.
This value can be used to compare with future updates of the
used queries, to determine whether there is an increase in the
diversity of studied N.F. requirements or if security remains
the most important N.F. requirement studied.

4.3.4 SoS orchestration

RQ2.1 stated: “How are the constituent systems of the SoS
to which the study is applied orchestrated?”.

The studies were categorized according to the SoS orches-
tration being addressed. However, we found thatmost studies
did not explicitly mention the targeted SoS orchestration. In
those that defined the type of SoS orchestration, collabora-
tive SoS was prevalent. Table 18 lists the primary studies
according to the SoS orchestration.

The effect size of this RQ compares the studies with unde-
termined SoS orchestration (60) with those that stated their
SoS (13, 6, 6, and 2). The value of Cohen’s d indicates that
there is a significant difference between both groups with a
magnitude of 5.43.
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Table 16 Classification of studies by means

Means Selected primary
studies ID

Number d

Security valida-
tion/evaluation

1, 18, 27, 32, 37, 38,
39, 48, 49, 57, 59,
65, 72, 75, 77

15 1.94

Security controls 3, 5, 6, 7, 11, 16, 21,
29, 31, 34, 53, 73,
83, 84

14 1.74

System
interdependencies

17, 20, 24, 28, 36,
43, 45, 52, 62, 64,
69, 80

12 1.33

Security challenges 2, 8, 10, 25, 33, 55,
63, 81, 82, 87

10 0.93

Security
requirements

4, 13, 22, 26, 30, 41,
46, 60, 61

9 0.72

Security analysis 14, 40, 56, 58, 70,
78

6 0.11

Defense strategies 12, 15, 35, 51 4 − 0.29

Undetermined 19, 66, 74, 79 4 − 0.29

Threat analysis 42, 67 2 − 0.70

Policy 54, 68 2 − 0.70

Domain-specific
modeling
language

47, 71 2 − 0.70

Patterns 9, 44 2 − 0.70

SoS design 23, 50 2 − 0.70

Model-driven
engineering

76 1 − 0.90

Process 86 1 − 0.90

Misbehavior
analysis

85 1 − 0.90

Table 17 Classification of studies by N.F. requirements

Non-functional
requirements

Selected primary studies ID Number

Security 1, 2, 3, 4, 5, 6, 7, 9, 10, 11,
12, 13, 14, 15, 16, 17, 18,
19, 20, 21, 22, 24, 25, 26,
28, 30, 33, 34, 35, 37, 38,
39, 41, 42, 44, 45, 46, 47,
48, 49, 50, 51, 52, 55, 56,
57, 58, 59, 62, 63, 64, 65,
66, 67, 68, 69, 70, 71, 72,
76, 77, 78, 80, 81, 82, 83,
84, 85, 86, 87

70

Privacy & Security 23, 32, 53, 60, 61, 74, 75, 79 8

Security & Trust 8, 27, 29, 31, 43, 73 6

Trust 36, 40, 54 3

All of them [] 0

Privacy [] 0

Privacy & Trust [] 0

Table 18 Classification of studies by SoS architecture

SoS orchestration Selected primary studies ID Number

Undetermined 1, 4, 5, 7, 8, 10, 11, 13, 14, 15,
16, 17, 18, 20, 21, 22, 23, 25,
26, 27, 31, 33, 36, 38, 39, 40,
41, 43, 44, 46, 47, 48, 49, 50,
51, 53, 55, 56, 57, 58, 59, 60,
61, 62, 63, 64, 65, 67, 69, 70,
73, 78, 79, 80, 81, 82, 83, 84,
85, 87

60

Collaborative
SoS

9, 12, 19, 24, 30, 34, 42, 45, 66,
68, 72, 74, 77

13

Acknowledged
SoS

3, 29, 54, 71, 76, 86 6

Directed SoS 2, 6, 28, 32, 52, 75 6

Virtual SoS 35, 37 2

Table 19 Classification of studies by SoS dimension

SoS dimension Selected primary studies ID Number

SoS Architecture 1, 2, 3, 4, 5, 7, 8, 9, 16, 20,
22, 23, 25, 27, 28, 29, 30,
33, 34, 36, 38, 41, 42, 45,
47, 48, 50, 51, 52, 53, 54,
56, 58, 59, 62, 69, 70, 71,
72, 73, 75, 77, 78, 80, 83

45

Emergent behaviors 6, 14, 17, 18, 32, 39, 44, 55,
57, 60, 63, 67, 79, 84, 85

15

None in particular 10, 11, 12, 13, 15, 21, 31,
43, 65, 66, 68, 81

12

SoS Management 19, 26, 37, 46, 61, 64, 74, 87 8

Multiple dimensions 24, 76, 82, 86 4

Human factor 35, 49 2

SoS Mission 40 1

4.3.5 SoS dimensions

RQ2.2 stated: “What SoS dimensions are being analyzed?”.
The selected studies were classified according to the

SoS dimension on which they focused. This categorization
started as an open list. From the analysis of the studies, five
dimensions of SoS emerged that could be taken as relevant
categories.

Table 19 lists the selected primary studies according to
the SoS dimensions and the ratio for each dimension. Almost
half of the primary studies selected focused on SoS architec-
ture, while the second most researched SoS dimension was
Emergent Behavior, with 15.52% of the studies.

When comparing the most populated group, SoS Archi-
tecture, to the other dimensions, the Cohen’s d indicates a
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Table 20 Classification of studies by roles

SoS role Selected primary studies ID Number

Not specified/not
applicable

2, 4, 5, 6, 7, 8, 9, 10, 11, 12,
13, 14, 15, 16, 17, 18, 19,
20, 21, 22, 24, 25, 26, 27,
30, 31, 32, 33, 35, 36, 38,
39, 40, 41, 42, 43, 44, 45,
46, 48, 49, 50, 51, 54, 55,
58, 59, 60, 63, 64, 65, 66,
67, 68, 70, 71, 73, 74, 75,
76, 77, 78, 79, 80, 81, 82,
83, 84, 85, 87

70

Systems related roles 1, 3, 23, 29, 34, 37, 52, 53,
56, 57, 61, 62, 69, 72

14

Security-related roles 28, 47, 86 3

smaller difference than in previous classifications, with a
magnitude of 1.89.

4.3.6 Roles involved

RQ2.3 stated: “What roles are involved in the SoS security
domain?” This categorization was left as an open list.

The selected studies did not explicitly define the roles that
participate, neither use them on their scientific contributions.
From our understanding, we could understand which role are
participating on each study and classified them in Table 20.

This classification’s effect size reveals that there is a sig-
nificant difference between studies that did not mention any
role (70 studies) and those that stated any role (14 and 3),
with a magnitude of 11.18.

4.3.7 Domain of application

RQ3.1 stated: “What is the domain to which the SoS security
study is applied?”.

Almost half of the selected primary studies did not discuss
the application domain of their scientific contribution. Table
21 shows the number of primary studies selected correspond-
ing to each domain. Note that each study was classified only
once, according to its principal application domain.

We categorized the studies based on their domain appli-
cation and compared the group with a domain application
to the group without any specific application domain. Using
Cohen’s d formula, we calculated the effect size and found
that the difference between these two groups was 1.98, indi-
cating a moderate effect size.

4.3.8 SoS availability

RQ3.2 stated: “What is the availability of the described
SoS?”.

Table 21 Classification of studies by application domain

Application domain Selected primary studies ID Number

None 2, 3, 4, 5, 7, 8, 10, 11, 12,
13, 15, 16, 18, 21, 26, 28,
33, 36, 39, 40, 42, 43, 44,
45, 46, 48, 53, 56, 57, 59,
63, 64, 65, 68, 69, 71, 79,
81, 82, 84, 87

41

Smart {cities, homes,
…}

22, 47, 50, 58, 60, 61, 62,
66, 72

9

Military 19, 25, 49, 51, 80, 85, 86 7

Critical infrastructure 20, 24, 52, 73, 74, 77, 83 7

Automotive 1, 14, 23, 29, 34, 41 6

Cyber-physical 31, 38, 55, 78 4

Quarry 30, 75 2

Banking 17, 32 2

Social networking 35, 37 2

Industry 4.0 9, 27, 54 3

Maritime 70, 76 2

Energy 6, 67 2

Table 22 Classification of studies by SoS availability

SoS
availability

Selected primary studies ID Number

Not available 1, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13,
15, 16, 17, 18, 19, 20, 22, 25, 26,
27, 28, 29, 30, 31, 32, 33, 34, 35,
36, 38, 39, 40, 41, 42, 43, 45, 46,
47, 48, 49, 51, 52, 53, 54, 55, 56,
57, 58, 59, 60, 61, 62, 63, 64, 65,
66, 67, 68, 69, 70, 71, 72, 73, 74,
75, 76, 78, 79, 80, 81, 82, 83, 84,
85, 86, 87

78

Partially 2, 14, 21, 23, 24, 37, 44, 50, 77 9

Completely [] 0

The availability of the SoS being studied in the primary
selected studies was not high. Less than 8% of the primary
studies selected described the SoS, and no single study fully
described the SoS sufficiently to allow replication of the
results obtained and support future research. Table 22 lists
the primary studies according to SoS availability and the cor-
responding ratio.

To compare studies that specify their domain of appli-
cation with those that do not, we grouped them into two
categories. The Cohen’s d formula was used to calculate the
difference between themeans of these groups, which resulted
in a magnitude of 16.33 apart.
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Table 23 Classification of studies by validation

Research validation Selected primary studies
ID

Number

Not validated 1, 3, 4, 5, 7, 8, 10, 17, 20,
21, 22, 25, 29, 31, 32,
33, 34, 36, 38, 39, 40,
42, 44, 53, 55, 56, 61,
63, 68, 69, 71, 72, 78,
79, 81, 82, 86

37

Academia/Case study 9, 11, 12, 13, 14, 15, 16,
19, 23, 24, 26, 27, 28,
30, 37, 41, 43, 47, 48,
49, 50, 52, 57, 58, 59,
60, 62, 64, 66, 67, 70,
73, 75, 76, 83, 84

36

Academia/Experiment 2, 6, 35, 45, 80, 85 6

Academia/Survey 18, 46, 65, 87 4

Industrial/Case study 51, 54, 77 3

Industrial/Survey 74 1

Industrial/Experiment [] 0

4.3.9 Study validation

RQ3.3 stated: “What is the validation of the study?”.
Almost 57%of the selected primary studies did not present

any kind of validation. Less than 5% of them described an
industrial validation.

Table 23 lists the papers according to the types of valida-
tion offered.

The comparison between the studies showing validation
and those without a specific validation resulted in a small
effect size of 0.59, indicating a relatively small difference
in the means between the two groups. Also, by applying the
Cohen’s d formula, to calculate the distance among those
validated case studyby the academia and the other validations
we found a difference of 4.76 units, indicating a moderate
effect size.

4.4 Threats to validity

Our identification of the threats to the validity of this work is
based on those proposed in [23] and [24] and includes bias
in the selection of the studies, inaccuracy in data extraction,
and potential errors during the classification process.We also
applied the mitigation strategies proposed by [24].

4.4.1 Study selection

Given the abundance of subscription libraries, gray litera-
ture, and continuous publication processes, it is impossible
to achieve full coverage of every work on any given topic.
To minimize this threat, we used multiple digital libraries

and databases. Six digital resources (ACMDL, IEEE Xplore,
Science Direct, Scopus, Springer, and Web of Science) were
used, containing primary studies related to the Systemof Sys-
tems context. We considered the scopes of the libraries used
in the searches in this SMS to be large enough to achieve a
reasonable completeness.

As an additional challenge, some libraries list articles
dealing with “Security” for “Systems of Systems,” but some
articles mention the same terms in reverse order, i.e., “Sys-
tems of Systems” applied to “Security,” which is out of the
scope of this SMS. Another threat is the lack of standard lan-
guage, a potential source of confusion in the research process.
To mitigate this threat, we held discussion meetings with all
authors and some experts in the field of SoS security research.

Since research on SoS security is iterative and incremen-
tal, we expected to find the latest versions of each study,
and thus detect a trend. However, not always being able to
retrieve relevant studies, we established a protocol during
the planning phase. This involved contacting the authors of
inaccessible articles to obtain the missing texts.We also used
multiple databases and tools that executed queries from dif-
ferent sources to reduce errors during the search phase.

A fair selection process is guaranteed because the research
questions and inclusion and exclusion criteria were defined
before the research was carried out. The selection of the stud-
ies involved all the authors who participated in this SMS.

Study duplication is a threat that was not found to exist
after several verifications by the authors.Here,we applied the
mitigation strategy proposed by [24], checking the articles
twice to detect and remove duplicates. Irrelevant articleswere
excluded after reading the title, abstract, and conclusions.

4.4.2 Inaccuracy in data extraction

This research involved a detailed read of each selected pri-
mary study. This activity, carried out by all authors, was
potentially susceptible to inaccuracy, with different parts of
the studies incorrectly identified as relevant. To make our
analysis of the primary studies as objective as possible and to
reduce the bias of a single author, we organized it so that each
article was read by at least two different authors. Therefore,
bias in study selectionwas countered by a cross-check review
to ensure the completeness of the searches and validate the
suitability of each study for inclusion. Regular meetings of
all authors were also used to reach agreement on the data to
be extracted and the proposed classification.

4.4.3 Potential errors during the classification process

Potential errors in the categorization of some selected stud-
ies could not be ruled out. The incorrect classification of
the extracted data could be attributed to a subjective inter-
pretation of the data. We did our best to prevent this by
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establishing a meticulously shared process to read and clas-
sify each work at each step of the study. As previously
described, both data extraction and classification were per-
formed in pairs to reduce single-author bias. In other words,
this threat was mitigated by having two authors perform data
extraction and independently check the results of each review.
As all results were evaluated collectively during the plenary
meetings, this guaranteed additional perspectives and a more
general, shared view of the results for each RQ.

4.4.4 Study reliability

The process of conducting this study has been documented
to allow its replication. However, some differences may
arise when compared with this SMS. For example, other
researchers may interpret the selected studies differently
during the classification process. This vulnerability is more
relevant in those categories thatwere initially left open.While
the semantics of the selected studies remain the same, the
meaning of the same word may be understood differently
among other groups of researchers. Furthermore, the depth
of analysis may also vary, and therefore the answers to the
RQs could be slightly different. To prevent this threat, we
have detailed the process and reasoning of our decisions.

4.4.5 Study validity

The goal of the study is to provide a comprehensive under-
standing of the state of the art regarding security on systems
of systems. For this purpose, we also included the terms pri-
vacy and trust while conducting the study. To guarantee the
validity of this study, we stated a set of RQs organized on dif-
ferent perspectives according to their purpose. Consequently,
giving an answer to these questions by using the results of
the search provides validity to this research.

5 Reporting

In this SMS, 87 papers were selected, classified, and studied
after conducting the systematic search strategy in six digital
libraries.

As it can be seen in Fig. 2, a 4.81% (87/1828) of the
found studies were selected as relevant in the SoS security,
privacy, and trust context. The results were conditioned by
the relatively low number of events and journals dedicated to
this topic. Accordingly, IEEE-sponsored events represented
near 60% of the articles found.

The vast majority of studies that were found while con-
ducting SMS were discarded after noticing that the research
was not about the security, privacy, and trust properties of
SoS, but about using a SoS to improve such properties for
third parties.

Fig. 3 Number of selected published primary studies papers

In the covered years, the number of primary studies
published has increased slightly. This incremental trend in
research into SoS security is attributable to the recent popu-
larity of connected devices that collaborate to achieve shared
goals; two of the most notable examples of SoS adoption are
smart cities and smart grids.

To provide a graphical representation of the growing trend,
Fig. 3 shows how the number of articles published has
increased since 2010. If research in this area continues to
grow at this same rate, nearly 10 new scientific contributions
focusing on SoS security are expected to be published yearly.

Themainfindings of the selected primary studies are given
below, divided according to the three perspectives used to
organize the RQs, namely the nature of the studies, the SoS
under study, and the validation of the study.

5.1 Nature of the studies

Regarding RQ1.1 “What is the nature of the contribution?”,
the most published contribution types were Prescriptive and
Descriptive papers, with a total of 66 papers (75.86% of the
total). The nature of these published studies indicates the
beginning of a new area of research, and even recent stud-
ies are still Definitional and Descriptive, which define and
describe the context of the SoS, namely the “what” question.
Moreover, few of the selected primary studies are Explana-
tory, in other words, few are focusing on the “how” or the
“why” questions. As this area of research keeps attracting
more andmore attention andmotivates research and/or trans-
ference projects, the number of Explanatory articles will
grow accordingly.

There is a noticeable difference between Definitional and
Prescriptive primary studies. On the one hand, Definitional
studies are intended to set out the basic knowledge, to estab-
lish a common understanding. This is in fact one of the
natures with the fewest published manuscripts. Prescriptive
contributions, which represent the last stage of research (i.e.,
saying why a solution is good to solve a problem), are the
most common type. These results are counterintuitive as the
authors are providing solutions to problems that (according
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to our findings) have not yet been defined or identified in
depth.

To better guide the evolution of this area, more Defini-
tional studies would be needed, setting up a standardized
understanding before providing solutions to some particular
issues. More precisely, this issue has already been identified
by a set of experts in a recent study [18].

To identify the purpose of each selected primary study
RQ1.2. stated “What are the objectives pursued by the
study?”.According to ourfindings, a hugenumber of selected
primary studies aims at addressing the concepts of need
for security, security controls, and security engineering.
These three goals are pursued by 44.31% of the studies.
The most used means to achieve such goals are the security
validation/evaluation, the security controls, and the interde-
pendencies between systems,which are used in 46.59%of the
studies. As it has been already identified in related SoS SLRs,
most of the research on security of SoS is intended to solve
non-replicable problems. Not defining solution approaches
able to be used in different contexts hinders their widespread
adoption.

Among the used means, we found that most of the used
means can be categorized as tactical processes rather than
strategical ones. In other words, few selected primary studies
have used a means that define planning. In contrast, most of
the means are individual actions that help achieving their
goal.

According to our findings, few works have focused on
the need of establishing security standards for the con-
stituent systems, an approach that could be categorized
as a contribution to the establishment of common strate-
gies [25–29]. Standardized security strategies among parties
within the SoS would provide a common understanding of
what security, privacy, or trust is, improving the efficiency
and performance of security countermeasures.

The last question of this first dimension, RQ.1.3, states
“Which non-functional (NF) requirements is the study focus-
ing on?”. ThisRQaims to identifywhich one among security,
privacy, and trust is studied the most. The results show that
the largest part of the selected studies focuses on security
(96.55%), being trust and privacy barely mentioned in the
literature. This is contrary to our expectation and denotes a
need for greater awareness of privacy and trust concerns.

Despite the high prevalence of security-related studies,
security still seems to be considered a second-class feature
by itself in SoS, with a relative scarce representation in sci-
entific libraries. With the increasing interest in keeping the
Internet and online data secure, it should constitute one of
the most important issues that need to be addressed for the
maturity of this research area and for the sake of successfully
developing industrial scenarios with the ability of guarantee-
ing the security for such SoSs.

5.2 SoS under study

The second dimension explored in this SMS examines how
SoS is being used in the selected studies. In this meaning
RQ2.1. asks for “How are the constituent systems of the SoS
to which the study is applied orchestrated?”. The selected
primary studies in the last eleven years did not reflect a
clear trend in terms of how security is affected by specific
SoS architecture. Authors are not focusing on any particular
SoS architecture, and most importantly, studies are defining
generic approaches, which seems to be applicable to any SoS
architecture, or at least the opposite is not said. This might
be motivated by one of these alternatives: (1) the approach is
fairly general, (2) the authors are not aware of the architec-
tural differences, or (3) the authors do not consider stating
the SoS orchestration a relevant factor for their research.
Notwithstanding, the applicability of the approaches of some
studies is limited to Directed SoS and Acknowledged SoS.
Such limitation is not explicitly described on the selected
studies but can be inferred after reading the full text as the
approaches assume the availability of certain restricted infor-
mation thatwould not be generally available onCollaborative
or Virtual SoS.

Regarding what the perspective has been used to exam-
ine the SoS, RQ2.2 poses “What SoS dimensions are being
analyzed?”. After complete reading of the selected primary
studies, six different perspectives or dimensions were identi-
fied. On the one hand, the current literature mainly examines
the SoS architecture (45/87). The relevance of SoS archi-
tecture, identified in a previous survey [12], continues to be
the most studied dimension with respect to security-related
work. The study of Emergent Behavior with 15/87 studies
focusing on such a dimension denotes that there is concern
regarding the vulnerabilities that emerges from the combi-
nation of shared resources. Emergent Behavior is one of the
most difficult dimensions to analyze on SoSs considering the
variability of SoS according to their architecture or sharing
policies among other factors.

On the other hand, the human factor has not yet been prop-
erly considered, even thoughmany security issues are known
to be attributable to human misunderstanding or misbehav-
ior. Although humans are well known to be the weakest link,
only two studies [26, 30] explicitly considered and focused
on the human being as a component of SoS security.

In contrast, after analyzing the SoS studied in the selected
studies we find that there is still room for research into the
SoS Mission [31]. In this meaning, an exploited vulnerabil-
ity may produce an alteration on the workflow that leads the
whole SoS to take unexpected or undesired actions which
might compromise the purpose of the collaboration. Fur-
ther research could design mechanisms to prevent SoS from
responding to unexpected or fuzzy inputs.

123



A systematic mapping study on security for systems of systems

Concerning the human factor, the results for RQ2.3 “What
roles are involved in the SoS security domain?”, shows that
no roles were defined for the humans interacting with the
constituent systems. There are, however, some approaches
(e.g., [32]) that are intended to be automated, and roles are
not applicable.

In this regard, social engineering seems to have been
under-considered as a SoS vulnerability so far. Consider-
ing the human factor can allow for establishing role-based
restrictions, so that only the allowed role might have access
to certain resources within the SoS. Limiting the use of some
resources may in fact serve as a mechanism to prevent Emer-
gent Behavior. Therefore, research that focuses on role-based
permissions may contribute to reduce unexpected or unde-
sired emergent behaviors. In addition, more research is also
needed on the inclusion of humans as constituent systems
of SoS. This would not only help prevent social engineering
attacks, but would also contribute to research on SoS pri-
vacy, the prevention of cascade attacks, and the definition of
restrictions according to their role.

5.3 Study validation

The third analyzed dimension in this SMS is the validation
of the selected primary studies. To this effect, the application
domain is examined bymeans ofRQ3.1, “What is the domain
to which the SoS security study is applied?”. This question
allows us to determine the context on which the described
SoS is applied for each study. After analyzing the applica-
tion domain described in the selected primary studies, 11
different domains have been found. Notwithstanding, quite
many studies (47.12%) did not have an explicit application
domain for their approaches. Among those that do describe
an application domain, themost popular application domains
for SoS security were the “Smart” environment (10.34% of
studies), (e.g., smart cities, smart grids, smart homes, or smart
things), and military applications.

Despite the different domains of applications used in
the research of the selected primary studies, there is still
room for improvement to bring the results of SoS research
closer to society or industry. Further research may bene-
fit from more detailed description of SoS scenarios. In this
sense, a common SoS would help replicate research results
when comparing different approaches. This will not only
improve research results, but also increase confidence in
the approaches, resulting in more industrial validation of
research.

More precisely, RQ.3.2, “What is the availability of the
described SoS?”, addressed the amount of information avail-
able about the SoS being studied in the studies. The selected
primary studies that describe a SoS barely provide sufficient
information to allow their results to replicate. Among them,
six studies partially described a SoS [33–38], and no study

provides a full description of its constituent systems, shared
resources, and purpose for such a joint work. One of the
selected studies provides information regarding the SoS in an
external web source [37].This fact limits researchers to repli-
cate their results, to identify similar problems, or to design
alternative solutions for those SoS or domains of applica-
tions.

Finally, the validation of the selected primary studies is
examined in RQ3.3, “What is the validation of the study?”.
Validation is another identified gap among the selected stud-
ies. Most of the research presents theoretical contributions
without any formal or empirical validation. The fact that
SoS are still not widely adopted in the industrial or open-
source domains restricts the chances of finding case studies
or benchmarks where emerging SoS security approaches can
be validated.

Few contributions considered data from real or industrial
environments. In fact, we only found four during the exe-
cution of this SMS [27, 36, 39, 40]. This shortcoming is
reflected in the lack of real-case validations and the high
number of articles (42.52%) that do not explicitly report any
validation. The scarce studies validationmay be related to the
relative novelty of this line of research. An area that keeps
beingmostly theoretical and that has been skimpily extended
to industry.

5.4 Statistical analysis

Based on the Cohen’s calculation used to compare the stud-
ies, it was observed that the top five significant impacts on the
classification obtained from the results of RQs 1.3, 3.2, 2.3,
2.1, and 3.3. RQ1.3 have the highest difference value (17.40),
which clearly indicates a segmentation in the classification
of the studies. The following magnitudes are summarized in
Table 24 which also includes the ones with the lesser val-
ues. Based on the effect size values in the table, it is evident
that there is a considerable variation in the significance of
the effects. RQs 1.3 and 3.2 exhibit a significant difference
between the groups, indicating that the variable being ana-
lyzed has a considerable impact on the classification of the
studies. Conversely, other comparisons using the results on
RQs 2.2 and 3.3 display a smaller effect size, which implies
that the difference between the groups is less relevant.

A relevant comparison is the validation of studies. The
effect size of those studies with an academic validation using
a case study compared with those that used any other valida-
tion is 4.76, whereas the size effect of those not having any
validation in contrast to those with any validation is 0.59.
This highlights the necessity of having some form of valida-
tion in research before it can be published. Nevertheless, the
challenges in designing a scenario to validate the approaches
often result in researchers designing their own case studies.
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Table 24 Summary of selected values of Cohen’s d

RQ Grouping by Magnitude

1.3 Research focusing solely on security
compared to research that also considers
privacy or trust

17.40

3.2 Research without application domain
compared with research with any
application domain

16.33

2.3 Research without any role in contrast to
research with any role

11.18

2.1 Research not declaring the orchestration of
their SoS versus the research stating how
the SoS is orchestrated

5.43

3.3 Research with academic case study as
opposed to research with other validations

4.76

2.2 Research studying the SoS architecture in
contrast to research studying other areas
of the SoS

1.89

3.3 Research without validation compared to
research with any validation

0.59

Overall, the effect size can aid in identifying variables
that have a greater influence on the classification of studies,
which can guide future research such as specific SLR focus-
ing in a single area and facilitate the development of novel
approaches in those areas that would take the higher impact.

6 Conclusions and future work

Systems of systems have been gaining popularity in recent
years. As a research topic SoS is receiving increasing inter-
est, and offers great opportunities for advancing the state of
the art regarding interconnected systems. With an increasing
number of devices that cooperate to reach a common goal,
SoS needs to be adapted to meet the demands of current
research requirements. On the other hand, digital security
is today an area of paramount concern. In this sense, digital
security also needs to be assessed in SoS contexts. The ability
to analyze and assess the security, privacy, and trust of SoS
would provide SoSs as a more suitable scenario to represent
industrial SoS.

The objective of this SMS is to explore the state of the
art in security, privacy, and trust in SoS to identify gaps and
determine future work that would guide research in this area.
To this end, we conducted a literature review for systems
of systems using a systematic mapping study. As a result,
87 primary studies related to the topic were selected and
analyzed.

Although several different papers have been published in
the last decade, this SMS shows that little attention has been

paid to the challenges imposed by the security in the SoS con-
text where the resources are shared with the aim of achieving
a common goal.

While our study aimed to provide a comprehensive
overview of the literature on security for systems of systems
using generic keywords, we acknowledge that our approach
may have missed some relevant studies related to specific
areas of security (e.g., risk management, cryptography, etc.).
Therefore, we encourage future researchers to expand the
search strategy with more specific keywords if they aim to
focus on particular areas of security. This would enable a
more focused analysis of the existing literature on the topic.

Regarding the data extraction process, it may be improved
by defining a set of categories to organize the selected studies
according to the area of security on which they are focusing
and the means they are using to conduct such research.

In this work, we examined primary studies considering
three main dimensions: (1) the nature of the studies, (2) the
SoS being studied, and (3) the validation of the studies.

With regard to the nature of the studies, three gaps have
been found, and correspondingly we give three hints for
future work to fill them:

Gap 1 After analyzing the nature of the studies, we found
that most of the primary studies selected were prescriptive.
This means that most of them focused on providing a solu-
tion to problems. Whether definitional or descriptive studies
are not considered in the same proportion, despite these are
usually the initial steps in research according to [20]. This
might be a sign of individual research that addresses an indi-
vidual issue rather than a continuous research line that has
studied a problem (or need) and then proposed a solution.

Future work 1. The next research work would benefit from
a larger literature that focuses on standard constructs iden-
tified and described in definitional or descriptive studies. In
this sense, approaches might address standardized concepts
rather than those on particular SoS instances.

Gap 2. The need for security and security control have been
the most frequent goals over the last 11 years and have been
achieved mainly through security validation and evaluation,
or by setting up specific security mechanisms protecting
against particular vulnerabilities. In other words, currently
most of the results are not easily reusable due to their nature.
In contrast, very few selected primary studies have dealt with
privacy or trust at the SoS level.

Future work 2. The design of next approaches and the val-
idation of future work would benefit from security studies
focusing on replicable processes rather than focusing on par-
ticular issues. Additionally, research on privacy and trust at
all levels still has room for development.
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Gap 3. Most of the pursued goals and means used by the
authors so far can be interpreted as tactical approaches (i.e.,
a sort of construct that helps to achieve their research objec-
tive), rather than strategical ones. In our search no formal
approaches have been found providing an outcome that could
be appliable to any SoS. Nevertheless, SoS might benefit
from adopting and applying strategical approaches being
developed in akin contexts like cyber-physical or Industry
4.0 domains [41].

Future work 3. Future work must consider providing more
strategic approaches. In other words, some kind of planning
could be used to explore and understand the security on SoS
providing a shared security approach for constituent systems.
There are some questions that might arise on any SoS and
have not been addressed so far: Who is responsible for ana-
lyzing the security within a SoS? Who and how must develop
counter measures to prevent the detected vulnerabilities?
How might the security regarding the emergent behaviors
be coordinated in a SoS? Such questions require strategical
studies to consider an overall consideration of each of the
constituent parties.

The second dimension explored the SoS being studied,
and two gaps have been found.

Gap 4. Most of the selected primary studies do not focus
on describing the nature of the composition of the SoS (i.e.,
its architecture). It would be beneficial to differentiate the
circumstances that allow each approach to fit some SoS. For
instance, if the research result is applicable to a Directed or
a Virtual composition, as the resources, and the coordination
mechanisms are quite different from each other.

Futurework4. Futurework shall consider explicitly depict-
ing the SoS scenarios on which their results apply. Thus,
replicability of studies would be easier to achieve, and case
studies could be compared and contrasted. Additionally, a
big research question arises from this gap: How much infor-
mation is required from the constituent systems to assess the
security in the SoS? Which party should be responsible for
gathering and analyzing such information?

Gap 5. Regarding the perspective that has been analyzed
to study the security on the SoS, the SoS architecture has
been the most frequent one, whereas human factor has been
barely studied, and the purpose of the collaboration has been
ignored. On the one hand, humans are the weakest link and
a vulnerable attack vector. On the other hand, SoS is a com-
position of independent systems (probably affected by the

human factor), and as such it also composes different human
factors, where each onemay have a different culture concern-
ing security, or even could participate with malicious intent
and unpredictable behavior. In addition, constituent systems
(or the human factor) not acting as expected could cause the
SoSmission not to succeed.No primary study has been found
that studies the security while considering the SoS mission.

Future work 5. Research must be carried out to clearly
state the relevance of the human factor in SoS. Some of
the research questions that arise are as follows: How does
the human factor impact the achievement of the SoS mis-
sion? May humans be a source of emergent behaviors? May
aSoSbecome the target of social engineeringattacks? Is role-
based control access beneficial to secure shared resources in
a SoS?

Finally, the third analyzed perspective validation of the
studies highlights another gap and future work.

Gap 6. Most of the studies did not provide a clear descrip-
tion of the SoS being studied, and many of them did not even
define a clear application domain to explain how the SoS
is deployed. The presence of scenarios based on industrial
context could encourage the appearance of research contri-
butions for the same scenario. Having a common scenario
would promote standardized solutions for such issues. How-
ever, despite there being some initiatives that describe SoS
scenarios using open-source resources, we were unable to
identify any scenario fully described and used. Thus, the lack
of a common scenario to apply research lines and general
approaches is still an issue in SoS.

Future work 6. Researchers should consider defining their
case studies or industrial scenarios used in a way that makes
it possible to replicate their research, or at least better under-
stand the circumstances under which it was developed.

Further and more complex challenges with respect to SoS
security would include defining common metrics or mecha-
nisms to share requirements and specifications between one
system and another. Such metrics should, for instance, be
asserted by constituent systems prior to establishing commu-
nication in a SoS context that may generate vulnerabilities
between systems. It could be understood as cooperation
agreement contracts that each one of the constituent systems
signs when joining the SoS, i.e., a sort of SoS constitution
that defines the rules and behaviors (Table 25).
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Table 25 Selected studies

Search studies

Id Title Refs.

1 A knowledge-in-the-loop approach to integrated safety & security for cooperative
system-of-systems

[42]

2 A Lightweight Architecture for Hardware-Based Security in the Emerging Era of Systems of
Systems

[43]

3 A middleware framework to address security issues in integrated multisystem applications [44]

4 A Model-Driven Method to Design and Analyze Secure Architectures of Systems-of-Systems [45]

5 A modeling approach for interdependency in digital systems-of-systems security—Extended
abstract

[46]

6 A Partition-Driven Integrated Security Architecture for Cyber-physical Systems [47]

7 A Reasoning System for Composition Verification and Security Validation [48]

8 A risk and threat assessment approaches overview in autonomous systems of systems [29]

9 A security engineering process for systems of systems using security patterns [49]

10 A Security Framework for Systems of Systems [50]

11 A Security Framework for Systems-of-Systems [51]

12 A security policy framework for enabled fleets and airports [28]

13 A security risk analysis model for information systems: Causal relationships of risk factors and
vulnerability propagation analysis

[52]

14 A Security Scoring Framework to Quantify Security in Cyber-Physical Systems [53]

15 A Sequential Game of Defense and Attack on an Interdependent System of Systems [25]

16 A Systems-of-Systems Security Framework for Requirements Definition in Cloud Environment [54]

17 Accounting Information Systems and System of Systems: Assessing Security with Attack Surface
Methodology

[55]

18 Addressing Security Properties in Systems of Systems: Challenges and Ideas [56]

19 An actionable framework for System of Systems and mission area security engineering [57]

20 An operator-driven approach for modeling interdependencies in critical infrastructures based on
critical services and sectors

[58]

21 Application of cybersecurity in emerging C4ISR systems [33]

22 Applying model-based systems engineering approach to smart grid software systems security
requirements

[59]

23 Architecting System of Systems Solutions with Security and Data-Protection Principles [60]

24 Architectural Patterns for Self-Organizing Systems-of-Systems [34]

25 Assessing Security Risk and Requirements for Systems of Systems [61]

26 Assessing System of Systems Security Risk and Requirements with OASoSIS [62]

27 Automated and Secure Onboarding for System of Systems [32]

28 Autonomous Distributed Electronic Warfare System of Systems [63]

29 Beyond connected cars: A systems of systems perspective [64]

30 Clock synchronization considerations in security informed safety assurance of autonomous
systems of systems

[65]

31 Context-Aware Security Solutions for Cyber Physical Systems [66]

32 Cybersecurity as a centralized directed system of systems using SoS explorer as a tool [67]

33 Cybersecurity challenges of systems-of-systems for fully-autonomous road vehicles [68]

34 Cybersecurity Considerations for an Interconnected Self-Driving Car System of Systems [69]

35 Defining “The Weakest Link”: Comparative Security in Complex Systems of Systems [26]

36 Dependable System of Systems Engineering: the COMPASS Project [70]
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Table 25 (continued)

Search studies

Id Title Refs.

37 Digital persona portrayal: Identifying Pluridentity vulnerabilities in digital life [35]

38 Enhancing Security and Reliability for Smart-Systems’ Architectures [71]

39 Extending a Multi-Agent Systems Simulation Architecture for Systems-of-Systems Security
Analysis

[72]

40 Goals within Trust-based Digital Ecosystems [73]

41 Identification of Security Requirements in Systems of Systems by Functional Security Analysis [74]

42 Incorporating Attacks Modeling into Safety Process [75]

43 Introduction to Security and Quality Improvement in Complex Cyber-Physical Systems
Engineering

[76]

44 Investigating Attack Propagation in a SoS via a Service Decomposition [37]

45 IoTSAT: A formal framework for security analysis of the internet of things (IoT) [77]

46 Managing runtime re-engineering of a System-of-Systems for cybersecurity [78]

47 Model-Driven Software Security Architecture of Systems-of-Systems [79]

48 Model-based Development of a System of Systems Using Unified Architecture Framework (UAF):
A Case Study

[80]

49 Modeling human–technology interaction as a sociotechnical System of Systems [30]

50 Modeling, analyzing, and predicting security cascading attacks in smart buildings
systems-of-systems

[38]

51 Nncs: Randomization and informed search for novel naval cyber strategies [27]

52 On Defense Strategies for Recursive System of Systems Using Aggregated Correlations [81]

53 Predictive Control in the Era of Networked Control and Communication—a Perspective [82]

54 Promoting trust in interoperability of systems-of-systems [39]

55 Safety vs. Security-related trade-offs and emergent behaviors in cyber-physical systems [83]

56 Securing System-of-Systems through a Game Theory Approach [84]

57 Security and Autonomic Management in System of Systems [85]

58 Security Assessment of Systems of Systems [86]

59 Security Standard Compliance Verification in System of Systems [87]

60 Smart City Security Issues: Depicting information security issues in the role of an urban
environment

[88]

61 Strategic foresight and resilience through cyber-wargaming [89]

62 System of Systems Characterization assisting Security Risk Assessment [90]

63 System of Systems Composition Based on Decentralized Service-Oriented Architecture [91]

64 System of Systems dependability—Theoretical models and applications examples [92]

65 System of Systems Security [93]

66 System security requirements analysis: A smart grid case study [94]

67 Threat Analysis in Systems-of-Systems: An Emergence-Oriented Approach [95]

68 Toward Attack Models in Autonomous Systems of Systems [96]

69 Toward Methodological Support for Secure Architectures of Software-intensive
Systems-of-systems

[97]

70 Toward Model-Driven Architecture and Analysis of System of Systems Access Control [98]

71 Toward modeling and analyzing non-functional properties of systems of systems [99]

72 Toward Security Software Engineering the Smart Grid as a System of Systems [100]
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Table 25 (continued)

Search studies

Id Title Refs.

73 Trust Establishment in Cooperating Cyber-Physical Systems [101]

74 Use case based approach for an integrated consideration of safety and security aspects for smart
home applications

[40]

75 Using Bayesian Networks for a Cyberattacks Propagation Analysis in Systems-of-Systems [102]

76 Using Relax Operators in an MDE Security Requirement Elicitation Process for Systems of
Systems

[103]

77 Validating a European ATM Security System Architecture [36]

Snowballing studies

78 A Scoring System to efficiently measure Security in Cyber-Physical Systems [104]

79 Challenges in security engineering of systems-of-systems [105]

80 Communications, information, and cybersecurity in systems-of-systems: assessing the impact of
attacks through interdependency analysis

[106]

81 Critical infrastructure protection: a twenty-first century challenge [107]

82 Cyber-physical systems security: A survey [108]

83 Development of Secure System of Systems Needing a Rapid Deployment [109]

84 Misbehavior monitoring on system-of-systems components [110]

85 Securing complex system-of-systems compositions [111]

86 Security engineering in a system of systems environment [112]

87 Systems of Systems with Security [113]
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