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Software design faults are a cause of major concern, and their relative importance is growing as 
techniques for tolerating hardware faults gain wider acceptance. The application of fauIt­
tolerance to design faults is both increasing, in particular in some life-criticai applications, and 
controversial, due to the imperfect state of knowledge about it. This paper surveys the existing 
applicatìons and research results, to help the reader form an initial picture of the existing 
possibilities, and discusses in an orderly fashion the design options available for using software 
fault-tolerance in a design. The decision to employ software fault tolerance, and in which form, 
cannot be based on a rigourous reliability evaluation, since both experimental data and proven 
models are lacking (this situation is common to other popular engineering techniques). On the 
other hand, some software fault tolerance techniques are intuitively attractive as a means for 
improving reliability, and experimental evidence, albeit limited, supports this idea. The specific 
combination of techniques and design options in any individuaI software system must be 
dictated by their suìtability to the chaI'acteristics and requirements of the different parts of the 
system. The discussion provided here offers a generaI guide for these choices, with extensive 
references to the appropriate literature. 
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Software design faults are a cause of major concern, and their relative importance is growing as 
techniques for tolerating hardware faults gain wider acceptance. The application of fault­
tolerance to design faults is both increasing, in particular in some life-criticai applications, and 
controversia!, due to the imperfect state of knowledge about it. This paper surveys the existing 
applications and research results, to help the reader form an initial picture of the existing 
possibilities, and discusses in an orderly fashion the design options available for using software 
fault-tolerance in a design. The decision to employ software fault tolerance, and in which form, 
cannot be based on a rigourous reliability evaluation, sin ce both experimental data and proven 
models are lacking (this situation is common to other popular engineering techniques). On the 
other hand, some software fanlt tolerance techniques are intnitively attractive as a means for 
improving reliability, and experimental evidence, albeit limited, supports this idea. The specific 
combination of techniques and design options in any individuaI software system must be 
dictated by their suitability to the characteristics and requirements of the different parts of the 
system. The discussion provided here offers a generaI guide for these choices, with extensive 
references to the appropriate literature. 

INTRODUCTION 

This paper attempts a survey of the state of the art in the techniques for tolerating the effects of 
design defects in software products. 

Software design defects (or "design fau1ts ft
) are obviously an important current problem. 

Techniques for improving the reliability of products in generaI can be classified into fault 
tolerance and fault avoidance. Fault avoidance techniques aim at a product that is as much as 
possible free, and likely to remain free, t'rom internaI defects (faults). FauIt tolerance techniques 
aim at "tolerating", by redundancy, the effects of faults, so as to reduce or eliminate the 
disruption caused in the service provided by the product. 

Software fault tolerance can be considered as just a new name given to "defensive 
programming". Indeed, what characterizes studies and techniques known under the label 
"software fault tolerance ft is not so much the basic concepts used (which can alI be reduced to 
the principle of double checking one's results, a principle an early enunciation of which has 
been found in Charles Babbage's work - [Babbage 1837], quoted in [Randell 87]), but the 
emphasis on structuring and systematicity, to make these concepts applicabie in practice without 
their complexity getting ont of hand and so becoming counter-productive, or their impact 
becoming impossible to evaluate. 

Since the inception of research on software fault tolerance, much progress has been made, 
through both academic research and practical applications, in clarifying the possibilities of such 
methodologies and the problems their application entails. At the same time, the advantages to be 
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