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Abstract

Software design faults are a cause of major concern, and their relative importance is growing as
techniques for tolerating hardware faults gain wider acceptance. The application of fault-
tolerance to design faults is both increasing, in particular in some life-critical applications, and
controversial, due to the imperfect state of knowledge about it. This paper surveys the existing
applications and research results, to help the reader form an initial picture of the existing
possibilities, and discusses in an orderly fashion the design options available for using software
fault-tolerance in a design. The decision to employ software fault tolerance, and in which form,
cannot be based on a rigourous reliability evaluation, since both experimental data and proven
models are lacking (this situation is common to other popular engineering techniques). On the
other hand, some software fault tolerance techniques are intuitively attractive as a means for
improving reliability, and experimental evidence, albeit limited, supports this idea. The specific
combination of techniques and design options in any individual software system must be
dictated by their suitability to the characteristics and requirements of the different parts of the
system. The discussion provided here offers a general guide for these choices, with extensive
references to the appropriate literature.

INTRODUCTION

This paper attempts a survey of the state of the art in the techniques for tolerating the effects of
design defects in software products.

Software design defects (or "design faults”) are obviously an important current problem.
Techniques for improving the reliability of products in general can be classified into fault
tolerance and fault avoidance. Fault avoidance techniques aim at a product that is as much as
possible free, and likely to remain free, from internal defects (faults). Fault tolerance techniques
aim at "tolerating", by redundancy, the effects of faults, so as to reduce or eliminate the
disruption caused in the service provided by the product.

Software fault tolerance can be considered as just a new name given to "defensive
programming”. Indeed, what characterizes studies and techniques known under the label
"software fault tolerance" is not so much the basic concepts used (which can all be reduced to
the principle of double checking one's results, a principle an early enunciation of which has
been found in Charles Babbage's work - [Babbage 1837], quoted in [Randell 87]), but the
emphasis on structuring and systematicity, to make these concepts applicable in practice without
their complexity getting out of hand and so becoming counter-productive, or their impact
becoming impossible to evaluate.

Since the inception of research on software fault tolerance, much progress has been made,
through both academic research and practical applications, in clarifying the possibilities of such
methodologies and the problems their application entails. At the same time, the advantages to be




obtained from individual software fault tolerance schemes are not clearly measurable, a problem
that is common to most engineering methodologies, and especially software engineering
methodologies.

For those not familiar with software fault tolerance, there may be some perplexity in accepting
its very concept. The application of fault tolerance to design faults may appear as a low-quality
solution, as compared to getting the design right in the first place. After all, fault tolerance may
be made necessary in hardware by the unavoidability of the physical decay of components; in
software, the only reason for failures is design error, something that we are accustomed to track
and eliminate.

So, software fault tolerance may look like a sloppy solution unbefitting "real engineers” (as
opposed to software "engineers"). This criticism is actually applicable to the whole area of
research on software reliability: real engineers do not seek probabilistic estimates of the chance
that their bridges contain a fatal design mistake, they follow design procedures that avoid such
mistakes.

We think that this point of view is quite unrealistic; since it seems to surface even in the
production of standards for critical software ([Barnes 89] summarizes the debate about the
proposed British military standard, DEF-STAN-0055), it is worth discussing briefly.

Two main considerations apply. First, software reliability is a problem here and now. All
means that can be brought to bear to reduce the severity of the problem in the short term are
important. In the long term, it may well be that one design methodology will emerge as the clear
solution to all problems, but in the meantime critical systems will be built (for the very simple
reason that society already depends on them, e.g. in defense, air traffic control, banking,...)
and they should be as good as possible.

Besides, the distinction between design faults and physical faults is less clear-cut than it would
appear. Environmental effects and manufacturing tolerances are the two factors that blur the
distinction. "Real" engineers, including computer hardware engineers, take into account
uncertainties regarding the actual operating stresses, and the actual characteristics of
manufactured components, by introducing safety margins in design and by building structures
that are insensitive to slight deviations of the components from their ideal behaviour (consider
for instance the use of feed-back to compensate the variations in the gain of active components
in amplifiers). When component failures are caused by unusual (meaning "difficult to anticipate
during the specification phase") combinations of operating conditions and/or component
characteristics that are at the boundary of allowed tolerances, it may become difficult to state
whether the failure is a "normal" physical failure or was caused by some oversight in design.

Likewise, software design faults typically cause errors (in mature systems) as a consequence of
rare or unforeseen combinations of circumstances. Software reliability is affected by the
environment where a product is used just as hardware reliability is. A faulty piece of software,
when delivered, typically exhibits a behaviour that is "mostly" correct, or, in other words,
differs only slightly from what was specified. It should therefore seem natural for software
engineers to try and neutralize the dangers coming from these manufacturing imperfections and
oversights like other engineers do.

Section 1 of this paper discusses the importance of the problem and summarizes the history of
research in, and applications of, software fault tolerance. Section 2 discusses the relevance of
software fault tolerance toward the solution of software reliability problems, drawing to the
extent that is possible on the research results known. Open research topics and work in
progress are also described. Section 3 is dedicated to the more technical aspects of software
fault tolerance. It discusses the design choices available to the builder of a software fault-
tolerant system, considering the constraints imposed by the characteristics of the applications.



1- MOTIVATIONS FOR SOFTWARE FAULT TOLERANCE, AND
A BRIEF HISTORY

1.1- The problem of software dependability

The need for increasing reliability, and in general dependability, of computing systems is
commonplace, as is the fact that software dependability (i.e., design faults) now constitutes a
major problem. The knowledge that software was not going to be a neat, obviously well-
functioning mathematical object reportedly appeared when the first subroutine in the history of
computing was unexpectedly born with a bug [Hamlet 87].

The awareness of the problem has since grown steadily, producing the term "software crisis",
the discipline called "software engineering”, and much progress in software production
methodologies. Nonetheless, the problem itself is still growing, because the demands on
software are growing: software systems are larger and larger, and the responsibilities placed on
software are increasing. So, software errors are a major cause of unreliability in computer
systems. According to [Gray 86], for instance, once disk storage is duplicated, software errors
become by far the most common cause of errors (except operator errors) in the Tandem
transaction-oriented computer system. According to [Giloth 83], about one fourth of the down
time in the 4ESS electronic switching system was due to software problems.

A history of interesting computing mishaps can be obtained, for instance, from the publications
[ACM SIGSOFT SEN, RISKS]. It will be noticed that those mishaps are often due to
software, and their consequences may be very serious.

The discipline of software engineering has offered many improvements in the way software is
produced, but no radical solution is in sight {Brooks 87]: formal proofs of correctness are still
unfeasible for many real-world products, and suffer from some inherent limitations (with
respect to specification errors, for instance); testing suffers from basic limitations, best stated as
the fact that it can discover errors, but not prove absence of errors (sometimes not.even upper
bounds on the probability of errors) [Miller 86, Hamlet §7]). Development methodologies and
tools have improved, but none are known to avoid all software errors!.

1.2- The concept of software fault tolerance

In the situation described above, the idea of software fault tolerance becomes attractive: since
creating perfect software components (fault avoidance) seems impossible anyway, one assumes
that errors will happen, and builds into the software additional "checks and balances" so that
errors are detected in time and their effects corrected as much as is possible.

This implies, of course, that software must include much code that is redundant: it is only made
necessary by the expectation of some error in the rest of the code; the latter could, by itself, be
sufficient to perform the specified computation, if written correctly.

What advantages can one expect from software fault tolerance? It should obviously improve the
dependability of any given program to which it is applied. From a management point of view,
effective software fault tolerance could:

- improve the reliability of a product, for a given cost;

- for any given level of required reliability, decrease the cost of testing and debugging,
because on-line error detection reduces the need for ad-hoc evaluation of test results, and in
general the cost of verification and validation (regardless of the reliability of the product);

! In the meantime, the problem of errors in hardware design is growing in importance as well,
due to the increasing scale of integration and complexity of systems; though some examples of
such design faults have received wide publicity (a recent example is a problem with the ALU of
the Intel 386), their contribution to system unreliability is still far less important than that of
software bugs.



- for a given software system, accelerate (by more effective detection of the remaining
problems) the operational testing phase between the first time the system is fully operational
and the time it can be confidently delivered to customers, thus giving its producer market
advantages;

- make it possible to obtain reliability levels that would be impossible by other means,
regardless of the accepted cost. This is relevant for applications where the cost of failure is
very high, the advantage of using software, instead of other technologies, is sizable, and the
cost of software is, anyway, a small part of the total cost. According to this point of view,
structured fault tolerance methods provide a chance to go beyond a hypothetical upper bound
on the reliability obtainable in non fault-tolerant software. This upper bound exists because
of the fallibility of human developers and the fact that increasing the resources spent on a
software project beyond some threshold tends to make results worse, through increased
overhead and human communication problems. Intuitively, if five people can build a given
module, to some reasonable reliability, in a given time, it will be easier to manage two five-
persons teams building two redundant modules than to manage ten people trying to build the
same module in the same time with much higher reliability.

On the cost side, there are the development and run-time costs of redundant code, and the need
for additional development tools and run-time support with reliability comparable to that of the
redundant application.

1.3- A brief history - research

Starting in the early 70s, several proposals were made, and experiences reported, about dual
development of software in two different languages, to allow back-to-back testing of the
resulting product: the two variants of the program, built to the same specifications, are run on
the same test cases, and disagreeing results are taken as a symptom of a software fault [Rault
73, Girard 73, Gilb 74, Shaw 76, Geiger 79]. This method, while it is not software fault
tolerance proper (i.e., mechanisms that are left in place during normal, operational usage of the
product), has some affinity to what was later called N-version programming.

Proposals for software fault tolerance proper began to appear in the mid 70s [Horning 74,
Kopetz 74, Randell 75, Yau 75, Shaw 76, Avizienis 75]. By the late 70s, some methodological
proposals had been defined. We will quote here:

1) general concepts about the proper suucturing of error detection and treatment (independent of
the origin of errors): executable assertions, exception handling, etc.. These are proposals
about language constructs, and corresponding program-structuring criteria, that would make
it easier to: 1) state conditions that the state of the computation must satisfy at given points in
the execution, and 1i) describe the actions that must be taken if an assertion is not satisfied
(see e.g. [Cristian 84] for a linguistic proposal, [Cristian 87] for a general description of the
problem).

2) specific proposals for structuring the addition of redundant code in programs in a simple and
coherent way:

2a) recovery blocks, (here, the word "block" has the same sense as in "block-structured
languages") [Horning 74, Randell 75], where a block of code contains, besides the
"primary" routine for the specified computation, i) an acceptance test to be performed on
its results and ii) back-up ("alternate") routines!, functionally equivalent to the primary, to
be invoked, on the state of the data prior to the execution of the primary, if the results of
the primary fail the acceptance test; so, the recovery block concept is based on error-
detection through executable assertions plus backward error recovery; only if no alternate
produces an acceptable result (or if the acceptance test accepts an erroneous result) the
block fails, and the resulting exception must be handled at a higher level.

UIn the original proposals, the software variants were called "alternates" when speaking about
recovery blocks, and "versions, for N-version programming. We shall use "variants", in both
cases (since the requirements are the same), except in the phrase "N-version programming".



2b) N-version programming [Avizienis 77, Chen 78], or "multiple version programming",
also known as "design diversity” (the latter is a kind of misnomer, as we shall show later,
since all software fault tolerance is based on some kind of design diversity) Here,
replicated, diverse, functionally equivalent software modules ("versions" or "variants")2
are executed concurrently (e.g on the replicated processors of an N- modular redundant
system), and their (final or intermediate) results are compared and voted to mask errors
and possibly correct the internal states of the variants themselves: it is a form of masking
redundancy, with forward error recovery.

Industrial application of software fault tolerance is also reported starting in the 70s, and is
detailed in the next section. Typically, these applications employ multiple variants of the
software with comparison of results but do not use voting for fault-masking (they are either
dual, fail-safe configurations or implementations of "N self-checking programming" [Laprie
87]): correct results are not obtained by majority vote, but by detecting and discarding
erroneous results.

During the late 70s and the 80s, research has progressed in different directions. The two most
important research centres in the field have certainly been the Computing Laboratory at the
University of Newcastle upon Tyne, and the Computing Science Department at the University
of California, Los Angeles, respectively for research on recovery blocks and on N-version
programming. Articles about the history of research in these two centres, with abundant
references, can be found in the volume [Baden 87].

In general, the topics of research in the area may be divided as follows:

- Architecture of fault-tolerant software. A number of proposals have appeared, generally
originating from one of the three concepts of recovery blocks, N-version programming, and
assertion checking, and often combining aspects of these techniques [Hecht 76, Kim 76,
Kim 84, Kant 87, Kim 88, Kim 89]; [Avizienis 84, Strigini 85, Anderson 86] attempt to
show how the component elements of those techniques can be subsumed in a more global
vision of design possibilities. A series of contributions from the Newcastle group (see
[Randell 87]) concentrates on the structuring of complex systems for fault tolerance: nesting
of recovery blocks, nesting of generic components and exception propagation, structuring
fault tolerance in distributed systems.

- Run-time support mechanisms for running fault-tolerant software. Relatively little has been
published on this issue, and it is mentioned in a later section.

- Evaluation of software fault tolerance strategies. This topic is discussed in greater detail in a
subsequent section.

- Ad hoc techniques for tolerating special classes of faults. We shall quote the area of "robust
data structures" [Black 81b]. These are data structures stored in a redundant form, that
allows the original structure to be retrieved after being damaged by a fault/error; different
from the well-known error correcting/detecting codes, which are usually meant to protect all
the coded information from the kind of random alterations typical of hardware faults, these
techniques aim at protecting only the "structural” information of stored data structures (e.g.
the topology of a graph structure, regardless of the information located at the nodes), and
can catch some logical errors, typical of software faults 1. This area is now quite well
developed, and a complete survey would be quite long [Black 80, Black 81a, Black 81b,
Kuspert 84, Ravichandran 89, Sampaio 85, Seth 85, Taylor 80a, Taylor 80b, Taylor 82,
Taylor 85, Taylor 87, Yoshihara 83, Kant 90].

1 For instance, a wrong operation on a list, which leaves dangling or inconsistent pointers,
might be caused by a hardware fault, e.g. a memory fault in the location that stores a pointer,
and would then probably be detected if the memory implemented a proper redundant code; on
the other hand, a program error will write into that location a perfectly legitimate code word,
that happens to be the wrong value for that pointer. Such an error could still be corrected if the
memory representation of the data structure were "robust”.



- Exceptions and exception handling. These are a research area in itself, often considered not a
part of software fault tolerance, but of the study of programming languages or
methodologies. It is particularly interesting for its links to the area of formal specification
and verification [Bolot 89, Bidoit 85].

1.4- Industrial use

1.4.1- Fully redundant software in critical application

The reported industrial applications of software fault tolerance are mostly based on parallel
execution of diverse variants of the software. Due to its cost, this approach is currently limited
to relatively few, highly critical applications. Nonetheless, there are a number of interesting
documented applications, that we shall list briefly. Additional documentation and references can
be found in [Voges 8§].

In these applications, diversity is also often applied in hardware (implementing parallel
computation lanes with different processors), to tolerate hardware design faults as well.

All these applications are in the the aerospace, transportation and atomic energy industries. In
all three environments, products must be approved by regulatory agencies for what concerns
their safety characteristics; a relevant difference among them is that in earth-bound activities the
first requirement is normally fail-safeness (the computer system can stop operating, provided it
leaves the controlled system in a safe state), sometimes with continuous fault-tolerant operation
as a long-term objective, while in avionics the basic requirement is becoming fault-tolerant
operation, as computers take on flight-critical tasks.

The involvement of the nuclear industries has been mostly experimental so far, and will be
mentioned in the next section. Use of dual programming techniques for an actual
implementation is mentioned in [Popovic 86].

In avionics applications, some widely known systems have been operational for several years.
We can quote:

- the Airbus A-310 flap and slat control [Martin 82, Hills 83] uses diverse microprocessors
and programs, in a fail-safe configuration (the availability of these control surfaces is not
considered critical to flight safety);

- the autopilot flight director system for the Boeing 737/300 (by Sperry Co, now Honeywell-
Sperry Commercial Flight System Division) [Yount 84, Voges 88] employs dual diverse
processors and software. The Boeing 757/767 use a yaw damper system with dual version
software;

- flight control systems by Rockwell Collins use dual diverse microprocessors and software
[Turner 87];

- the Airbus A-320 fly-by-wire flight control system), where two types of computers and four
software variants are used [Traverse 88a, Traverse 88b]. Here the purpose of redundancy is
not just safety, but also continued operation in the presence of faults. The four executing
variants of the software are organized as two self-checking pairs. "Degradation" of the
control laws is possible (to continue operation with fewer resources: the control laws are
further from optimality, but the computers still control the aircraft), and a mechanical backup
is preserved for one vertical and one horizontal set of control surfaces, to allow minimal
manoeuvrability in case of computer failure.

In space applications, there is the example of the Space Shuttle Flight Control System,
produced by IBM and Rockwell for the NASA: here, a separately programmed Backup Flight
System runs on a single spare computer as a backup for a single-variant, quad-hardware
redundant primary system [Spector 84, Carlow 84]. This system got wide media coverage after
a bug in the synchronization between the primary and backup systems caused a shuttle mission
to be delayed. A detailed explanation is in [Garman 81], and points to the criticality of
specifications and specification revision control. Application of software fault tolerance has also
been studied for the European Space Shuttle, Hermes [Laprie 87].



There are examples of diverse-redundant systems in railway applications:

- Ericsson Signal systems AB, from Sweden, has used dual variants for interlock systems for
the Swedish State Railways [Hagelin 88]. The configuration is fail-safe, in that a
disagreement causes the signal lights to switch to red. The same paper mentions the use of
diverse software in on-board Automatic Train Control systems as well.

- [Theuretzbacher 86] describes a fail-safe application in a railway interlocking system in
Austria. The two redundant software suites that comprise the application are made diverse in
both implementation and specification: one implements the interlocking control functions,
while the other is a so-called "safety bag", which checks that the control part respects all
safety constraints. This subdivision mimics the organization of non-software safety-critical
control systems, where basic safety mechanisms are kept separate from the control apparatus
to minimize common-mode faults. Interestingly, the "safety bag" was implemented as a rule-
based system, to increase methodological diversity between the two subprojects.

- ESACONTROL, from Italy, [Mongardi 88] employed N-version programming in a triple-
redundant, software-voted, "safety kernel" for a railway station control system.

- [Turner 87] reports that 2-version software is used in the U.S.A. by General Railway Signal
Co., in an interlock system used by two railway companies in the U.S.A, and in another
interlock system manufactured by Union Switch and Signal Co.

- Other applications in operational systems in Italy and Singapore, and experimental work in
Germany and France, are reported in [Voges 88].

Last, we should mention that dual programming as a method for accelerated testing, detection
of specification ambiguities and such is reported to be used with success by many sources.
Lists of references can be found in [Gilb 74, Golovkin 86, Voges 88].

These experiences cannot be used to measure the effectiveness of software fault tolerance
techniques, because little information is published, and the operational record of the software
usually shows few or no serious errors: these software products are built to very high
standards, and the reliability level that they try to attain is so high that it could hardly be
measured experimentally with any reasonable degree of confidence. The reason why these
techniques are used is the belief that they help, although in a non-quantifiable way, to reduce
the probability of failures whose cost would be extremely high.

1.4.2- Other software fault tolerance techniques

With regard to the use of robust programming practices, whose boundary with software fault
tolerance is only vaguely definable, it is seldom reported per se, so that it is difficult to state its
popularity and success in operation.

Extreme care regarding the problem of software faults has been reported for the Electronic
Switching Systems of the Bell System. These systems, which have both hard real-time
requirements and the need to manage large amounts of long-term data, have employed recovery
techniques aimed at recoverying the smallest module affected by an error, and proceeding to a
higher-level, wider recovery action (all the way to full restart) if local recovery fails [Spencer
69, Davis 81]. A discussion of this experience is in [Giloth 83], which strongly suggests the
employment of all defensive programming techniques. A detailed description of the techniques
used in the SESS system to detect software errors is in [Haugk 85]: these include acceptance
tests on intermediate results, robust data structures with both periodical and "directed" (to
recover a data structure which has been found corrupted) audits, checks on resource availability
and allocation, and hardware detectors of tight loops, processor inactivity, time-out on
watchdog timers and such. Though specific figures for the effectiveness of these techniques are
not known, the high reliability and availability demonstrated in the operation of these systems!
is an indication of success.

1 The AT&T system suffered a major outage in January 1990, which dramatically worsened the
previous availability records for the switching equipment (down time of the order of a few




Use of similar techniques has also been reported by [Gray 86] for Tandem systems. This
example will be further discussed later on.

1.5- Effectiveness of software fault tolerance

Research to determine the effectiveness of software fault tolerance techniques, as an
improvement in the operational reliability or safety of software, has followed two main
directions: experimental measurement and analytical estimation. Only very partial conclusions
can be reached so far (which is not new in software engineering research). A workshop on the
possibilities of evaluating the effectiveness of software fault tolerance was held in 1986 with the
participation of most researchers in the area and produced an indication of open questions and
research topics worth pursuing [Littlewood 87¢]. Most of those questions are still open. Here
we shall summarize the work published on the topic. Documentation, and additional references,
about most of the experimental work and industrial applications can be found in [Voges 88].

Experimental evaluation of software fault tolerance methods has been conducted in two main
ways, to which the next two sections are dedicated.

1.5.1- Single project experiments

These are experiments where a software project was developed, with procedures as close as
possible to those that would be used if the proposed methodology were chosen for producing
"real-world" software, and then tested extensively. Projects of this kind provide useful insight
into the problems of implementing the methodology; its effectiveness can be estimated by
comparing the behaviour of the software when the fault tolerance mechanisms are switched on
and when they are switched off. Very little statistical value can be given to the data collected,
since no attempt is made to validate the representativeness of the experimental sample.

In this class of experiments, we can list:

- those conducted on N-version programming in the nuclear industry. Experiments in dual
programming (for back-to-back testing) were run for the Electric Power Research Institute
by Babcock & Wilcox and the Univ. of California at Berkeley [Ramamoorthy 81]; and by
the Norwegian Halden project jointly with the Technical Research Center of Finland [Dahll
79]. Though back-to-back testing was found useful, the probability of common-mode errors
was not evaluated.

With regard to N-version programming proper, an experiment was run by the
Kernforschungszentrum in Karlsruhe [Gmeiner 79, Voges 88] and another (PODS: Project
On Diverse Software) by a 3-nation (UK, Finland and Norway) consortium [Bishop 86,
Bishop 88a].

In both cases, the target was a nuclear reactor safety (emergency shut-down) system (for
which safety requirements are more stringent than for reactor control systems), and three
variants were developed. These were quite small programs, with very high inherent
reliability. The reported results were that multiple development seemed to improve reliability,
and in particular to help the detection of errors due to specification ambiguities (or, in one
case, of a specification error in a domain where the programmer was able to decide what the
proper specification ought to have been). Errors common to two variants were reported in
project PODS, but none that was common to all three variants. If used in actual operation,
the three variants would be used in a safety-oriented configuration (stop on disagreement).
Interesting results regarding coincident failures will be described in the section on "Failure
modelling". A common problem of these experiments is that most errors reported were
found during the test phase. Assuming that the residual bugs left in the operational software

hours in 40 years). At the time this is written, we are not aware of any updated availability
figures. However, the occurrence of a single, catastrophic failure does not change the picture of
a usually very successful fault-tolerant design policy.



would behave in a similar, generally benign, way, though plausible, is not necessarily
correct.

- experiments on the effectiveness of dual programming for improving testing and detection of
specification problems, which also tend to increase confidence in N-version programming: a
recent case 1s reported in [Bloomfield 86]; for a recent discussion of back-to-back testing see
[Vouk 88].

- the experiment run by the University of Newcastle upon Tyne together with MARI
[Anderson 85].

This was a fair-sized naval Command and Control system (8000 high-level language lines).
software fault tolerance was applied in the form of recovery blocks, with synchronization of
recovery via "conversations” [Randell 75]. Of course, the overall reliability of the final
product was lower than for the small programs in the other experiments. A sizable
improvement due to the use of software fault tolerance was reported, although it is difficult
to assign it a single numeric value (see the paper quoted above for a discussion). However,
the software fault tolerance mechanisms certainly avoided about 70 % of the system failures
that would be caused by bugs in the application software. These results appear to be very
encouraging, in particular considering that the fault tolerance techniques were novel to the
programmers, and no pre-existing, mature development tool was available for them.

1.5.2- Statistically oriented experiments

In these experiments, a number of variants of the same software were developed, and then
tested in combinations of 2, 3 or more, to obtain statistical data. Of course, the scope of
applicability of such results is still limited, since the programs chosen, and the development
environment, cannot be considered representative of software in general (or even of a particular
class of software). Some experiments, with student programmers, used programs with a
probability of failure higher than 10 % per execution: the experimental results may well be
dominated by the effects of bugs with high probability of causing a failure, which would not
exist in real-life commercial software. Besides, only very narrowly defined hypotheses can be
rigourously proven or disproven statistically, which is somewhat unsatisfactory in an unknown
field, where there is a lack of hypotheses. Indeed, experiment ¢) in the following list was the
only one to be constructed for the rigorous statistical verification of a hypothesis. The other
experiments in the list have more the character of "exercises", i.e. collection of experience to be
later used in practice or in formulating theories. Difficulties also arise from fault detection: the
main method was back to back testing in experiments a), b), ¢) and f), and comparison with a
"gold version" (assumed to be correct) in experiments ¢), g). Both methods can obviously fail
to detect residual faults: the final reliability of the N-version programming product cannot be
measured. All the experiments concur to show that good specifications are of paramount
importance.

These experiments were:

a) First experiment at UCLA [Chen 78]. It was mainly a demonstration of the feasibility of N-
version programming: a small program for the numerical solution of partial differential
equations was implemented by 18 programmers using 3 different algorithms. A limited test
campaign gave encouraging results.

b) Second experiment at UCLA [Kelly 83, Avizienis 84]. This was oriented to evaluate the
effect of different specification languages on the degree of diversity obtainable. 18 PL-1
programs were obtained from three specifications (in English, in OBJ and in PDL) of a
textbook-level database application, with sizes of several hundred lines. The published
conclusions point to a sizable increase in reliability in the 2- and 3-version executions, even
for moderately reliable versions.

¢) North Carolina State University and other institutions [Scott 84]. The purpose was to
validate the models developed by the authors for the reliability of different software fault
tolerance schemes. Sixteen programs, written as a class assignment (size unknown), were
instrumented in different ways and tested on 50 test cases each. The results corroborated the
simple models used by the authors, and showed a gain from the use of recovery blocks. N-




version programming could not be applied because the specification did not imply unique
correct results.

d) NASA experiment with 4 U.S. universities [Kelly 86]. An English language specification of
an avionic application (integration of the readings of a redundant set of accelerometers to
obtain a corrected acceleration vector: a heavily mathematical application) was supplied to 20
teams of two programmers (five teams per university). The variants were written in Pascal
and were 1000-2000 lines long. Problems with the specification complicated the
development; some results are published in [Tso 87, Kelly 88].

e) Universities of California (Irvine) and Virginia [Knight 85a and 85b, Knight 86a and 86b].
27 program variants were obtained from the same specifications used in a previous
experiment on software reliability models by NASA and the Research Triangle Institute (the
program examines radar information to determine the presence of a target). The variants
were tested extensively (one million test cases) to determine whether their failures could be
considered statistically independent: the result was that independence could be excluded with
a very high degree of confidence. Interestingly, the same experiment indicated a very high
coverage of the residual errors in the variants, so corroborating the idea that N-version
programming can significantly boost the reliability of inherently good variants (the produced
variants exhibited a quite high reliability, compared to all the other experiments in this list:
success on more than 99.9 % of the test cases for most programs, and on the whole set of
one million cases for a few).

f) An experiment conducted jointly by UCLA and Honeywell-Sperry Commercial Flight
Systems Division. It consisted in the development and evaluation of 6 variants, in 6 different
languages (Pascal, Modula-2, Ada, C, Lisp, Prolog), of a flight control program. [Avizienis
88b] gives preliminary results (few faults common to more than one variant) and discusses
the effect of development rules on the likelihood of common faults.

g) An experiment comparing the effectiveness of back-to-back testing with other fault-detection
strategies, at University of California, Irvine [Shimeall 88]. It used 8 variants of a combat
simulator program, with low mean reliability: 0.74 probability of correct results, measured
on a sample of 10,000 test cases. As a reliability-enhancement method, back-to-back
execution yielded an increase of the fraction of correct results to only 0.81. As a testing
method, it did detect some faults that were not detected by any other method, but provided
an overall error coverage of only 0.89 on average. Other testing methods outperformed
back-to-back testing (in number of bugs found: there was no measurements of the effect on
program reliability). The experiment seems to show that each testing method is best at
finding some specific category of bugs.

h) Lastly, results of a small scale experiment with robust data structures are described in [Black
81b].

1.5.3- Analytical estimation
1.5.3.1 Generalities

Analytical estimations of effectiveness (and sometimes of performance) of fault-tolerant
software have been published in a number of papers [Hecht 76, Grnarov 80, Laprie 84,
Eckhardt 85, Hecht 86, Saglietti 86, Cha 86, Laprie 87, Littlewood 87a and 87b, Arlat 88,
Csenski 89, Arlat 90].

They differ in the models and analytical tools used and in the assumptions made. The main
problem in using these models is the difficulty of estimating the values of the parameters, in
particular the probabilities of errors common to redundant components (replicated modules, or
the producer of a result and its verifier). Some discussion of the problem of estimating such
probabilities is in [Saglietti 7] This information must be obtained experimentally, but we are
still far from being able to determine it with any confidence. Although much experimental work
is aimed at selecting development rules that make that probability as small as possible, the
comparison between alternative rules is done mostly by qualitative observations on the peculiar
anecdotal history of each development. This situation, while not very promising for the precise

10



between different variants (i.e., the probability masses associated with the intersections
between the failure domains of the variants), for a realistic distribution of inputs and states.

The simplistic assumption of statistically independent failures in the redundant software
modules has sometimes been used. Although convenient for mathematical analysis, this
hypothesis represents neither reality, according to experiments, nor an ideal goal (an ideal goal
would be zero probability of common error, i.e. negative correlation). Some experiments
(experiment at Universities of California, Irvine, and Virginia - henceforth called UCI-UVA for
brevity, and PODS experiment) have given relevant results. The UCI-UVA experiment has
disproved (for one particular sample of variants, of course) the independence hypothesis. The
latter experiment has suggested that it may hold in some cases, and specifically for small
software modules.

More precisely, [Bishop 88b], analysing the results from the PODS experiment, concludes that
coincident failures in two variants were not normally due to similar programming errors
(faults). The coincidence is instead explained by a fault-masking effect in Boolean decision
logic, a well-known phenomenon in the study of combinatorial circuits. In both variants some
intermediate result was erroneous over a large subset (different between the two variants) of the
input space, but this error was normally masked (for instance because the wrong result was a
Boolean value, and was fed to a Boolean OR function together with a correct, TRUE value),
and the small region where it was not masked (i.e., in our example, all the other inputs to the
OR were FALSE) coincided for the two variants. Different faults (bugs) appeared to produce
failures with independent probabilities.

These results seem to suggest that the positive correlation between observed failures can be
reduced by proper design of the program variants, oriented to detect errors before they are
masked; of course, the masking effect actually reduces the failure rate of the software, so it
must be avoided only when error detection is considered important (e.g. during testing).
[Bishop 89] discusses these development-related issues and how this theory could be applied to
explain the high failure correlation observed in the UCI-UVA experiment, since the program
used in the latter computed a combinatorial function of Boolean values (each obtained through
processing of numerical inputs). [Brilliant 90] analyzes the behaviour of individual faults in the
UCI-UVA experiment, and concurs on the fact that some concurrent failures where caused by
different faults (they were not caused by faults that were "either the same logical flaw, or
similar logical flaws located in parts of the program that compute the same part of the
application”). Unfortunately, the errors in the individual Boolean intermediate variables (all
defined as failures in the analysis) were not examined separately, so that nothing is concluded
about masking effects.

Another important point is the probability that the results from two variants, if incorrect, are
equal. So long as the erroneous results are different, they cannot outvote the correct results:
even with a majority of failed variants, the software may still produce a correct result or an
exception signal, rather than an erroneous, potentially catastrophic output. This probability is
obviously influenced by the number of possible results: it is 1 (worst case) if the result is a
binary value. But it is usually impossible to quantify it convincingly, and the typical simplifying
hypotheses, that it is the inverse of the number of results possible, is obviously optimistic.

Some interesting contributions [Eckhardt 85, Littlewood 87a and 87b] give a probabilistic
analysis of the consequences of different kinds of assumptions about the independence (subtly
different statements are possible for such assumptions) or correlation of failures of different
variants on the statistics of common failures. In particular, it has been shown that programs
developed "independently" (in the sense that they are extracted randomly and independently
from a population of possible programs) do fail independently on individual inputs, but may
exhibit failure correlation, on a population of inputs, if some inputs are more likely to induce
failures than others. Also, there is evidence that forcing methodological diversity in
development is generally better or no worse than not forcing it. These contributions provide an
elegant description of the intuitively expected behaviour of such software, but for the software
developer they only restate the need to obtain variants with diverse failure behaviours.



2- THE UTILIZATION OF SOFTWARE FAULT TOLERANCE

2.1- Fields of application for software fault tolerance.

Where can software fault tolerance be applied beneficially?

There is a common misconception that software fault tolerance is worth applying only for life-
critical applications, where the supposedly very high costs of software fault tolerance are
acceptable. It is due mostly to the identification of software fault tolerance with N-version
programming, its most visible and most expensive form. Instead,

- software fault tolerance can be applied in different degrees depending on the applications, so
as to match the cost of the redundancy to the expected benefits;

- the criticality, or risk associated with, computer applications varies in a continuum?. In many
applications that are not deemed life-critical, large amounts of money are staked on the
dependability of the software. In some cases, the software can directly cause damage to
valuable items, either information (databases, banking systems) or physical objects (control
systems); in others, the software may cause unavailability of a computer system, which in
turn causes the financial loss. In this light, many cases can be found where even expensive
forms of software fault tolerance are justified.

2.2- Validity of software fault tolerance approach.

Having established that software errors can cause large financial losses (or missed gains), we
have to determine whether software fault tolerance is a valid defense against such occurrences.

All experiments to date have shown software fault tolerance to effectively improve the reliability
of software to which it was applied; what is really necessary is to assess its cost-effectiveness
in each individual case, and compare it to that of other methods. A rational way to decide about
its application would be to estimate the cost of software errors, and their likelihood as a
function of the effort in fault avoidance. Estimating then the cost of introducing tolerance for
each class of faults, and the effectiveness of it, one could decide how much software fault
tolerance to apply and where.

This is, of course, an ideal planning process based on unknown probabilities. In practice, the
freedom of the designer is limited, and choices simplified, by other factors besides the lack of
information:

- the effort in fault avoidance will often be determined by a standard software development
procedure that cannot be altered much, and whose resulting reliability can be approximately
estimated;

- the allowable expense per expected increment in dependability will be determined by a
standard policy of the customer, more or less conservative depending on his market situation
(attitude of the public, of regulatory authorities and of the competition);

- in some applications, there is a well-defined set of catastrophic failure modes which will
invite the use of software fault tolerance protections as an obvious and economical
precaution; in others, obvious audit and cross-checking procedures will play the same role;
in others, the complexity of the system may make it desirable to apply a "blanket" approach,
such as global replication, to reduce the residual failure probability.

1 Even the boundary between life-critical applications and other applications is somewhat
arbitrary: it is useful to make sure that we pay attention to obviously dangerous situations, but
there is no such sharp demarcation in reality. An error by a computerized billing system may
deprive a person of telephone service or electricity, which in some situations may cause loss of
life. Since all the direst consequences may be caused by a computer error, given proper
accompanying circumstances, a judgment of the "hazard", or possibility of causing damage, in
a system, can never be disjoint from some judgment about the likelihood of such damage.
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2.3- Applicable research results

Software fault tolerance has been studied for a reasonably long time, but there is as yet no such
thing as a set of accepted rules or (possibly diverse and alternative) established design
paradigms for practical applications. The designer of a new system would need therefore to
move from a set of scattered research results and proposals, and scarcely documented instances
of practical applications, to select both a set of meaningful requirements and the rules and
philosophy for their implementation.

Questions related to the application of software fault tolerance in a project include:

- system design: which techniques are appropriate for each given application, and what
problems and constraints they imply;

- development method: which discipline helps best in developing software modules with the
characteristics required (most important, diversity between the errors made by different
modules in a redundant set);

- support: which libraries, development tools and operating system facilities are needed to
support the application programmer;

- evaluation: how much better the system will become as a result of applying software fault
tolerance.

Issues of system design are treated in many published papers, and are covered in the last
chapter of this survey. The nature of work on this topic is mostly speculative, but we can say
that many problems are now well understood.

Development methods have been studied mainly in conjunction with experiments, and a
few "do"s and "don't"s are reported e.g. in [Kelly 83, Avizienis 88b]. Specification was
recognized as a very important issue as far back as [Kelly 83]. The study of specification
methods is an important research issue in itself; an interesting possibility is to introduce
diversity directly into methods for systematic development of software from formal
specifications.

Issues of system support for software fault tolerance are quite important, in that no technique
can become economically viable for normal usage if the application programmers are required to
take care of many low-level details.

To make the addition of fault tolerance to software a standard, and as much as possible
programmer-transparent, activity (just as adding double-precision arithmetic), [Strigini 85]
suggests the use of a toolset, to be provided with a computer system (hardware, operating
system and development environment), including:

- language support for structured exception handling;

- low level run-time support for multicast message sending, multiplexed message reception,
state saving and restoring, possibly voting (voting at the application level may be required
because of the need for inexact voting, discussed in a later section, but may be very
expensive);

- libraries for recovery blocks, cross-check functions, replicated procedure calls, atomic
transactions;

- system configuration tools that allow (software) redundancy to be varied independently of
other system parameters.

So far, most reported "real-life” applications have dealt with very small software systems, e.g.
in avionics. Here, the application-level software running on each piece of hardware is fixed in
advance, and of limited complexity: there is no need for a general-purpose operating system,
offering support mechanisms for a wide spectrum of possible applications. The problem of
operating system support is instead relevant for general-purpose computers, which must
support different application-level packages with a standard native operating system. Several
papers about operating systems mention the applicability of specific proposed or existing
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mechanisms to supporting software fault tolerance [Cooper 84, Banino 85, Powell 88]. A
linguistic proposal is in [Shrivastava 79]. Among the projects that have dealt with such issues
in a more complete way:

- the Newecastle project [Anderson 85] developed limited operating system mechanisms to
support recovery blocks and conversations;

-~ Dedix [Avizienis 85a, Avizienis 88a] was an attempt to work out, by building a supervisor
program for research use with N-version programming, some of the requirements for
operating system support to N-version programming. During its development, care was
given to specifying a basic set of comparison algorithms among diversely produced results,
to the conceptual problems of synchronising diverse replicas of software components, and
of dealing with "failed" variants (state recovery, or shut-down of a variant and
reconfiguration), and to specify a programming language interface that was reasonably easy
to use and to implement.

But Dedix had the following limits: i) no provision was made for concurrency: so the issues
of inter-process communication and distributed recovery were not addressed; ii) it was
implemented as an application-level Unix package, and therefore had to use the standard
mechanisms of Unix: issues of efficiency, or in general of good implementation in an
operating system or operating system kernel, were not addressed.

- [Purtilo 89] reports a fairly complete system for supporting N-version programming or
recovery blocks in specific modules of an application, complete with configuration tools and
binding facilities for modules written in different languages.

- [Ancona 87a, Ancona 87b] describe a way for structuring the necessary run-time support
mechanisms in a layered way; [Ozaki 88] deals with the details of implementing such a
scheme, limited to N-version programming and recovery blocks, in an architecture with
ring-structured protection (Intel 286).

2.4- Transparency of fault tolerance provisions

An important feature for any reliability-increasing technique is the possibility of applying it
without changing the representation of the system (at some level of abstraction). For instance,
hardware can be implemented via N-modular redundancy in such a way that application
programs are written as though they were to run on a non-redundant machine. This allows the
application programmer to concentrate on the functional specifications of the product, and
another designer to add redundancy without complicating the program.

By contrast, many of the possible ways of providing software fault tolerance require the
application developer to think up tests based on the semantics of each individual module, to
worry about whether the use of diverse modules might cause problems, etc.: in short, the
application of redundancy complicates the development process.

Two considerations apply here:

- this lack of transparency is a necessary consequence of the willingness to check for
deviations from the specifications of the individual applications, as opposed to the
specifications of the machine supporting the applications; methods that are fully transparent
are useful, but only for errors that violate the specifications of lower level interpreters and
for non-application specific fault-treatment;

- it is both possible and desirable, and the choice of a proper structured model of software
fault tolerance additions make it more feasible, that at least the individual application
programmers be shielded from the need to take care of software fault tolerance at the same
time as they program the functional parts of the application. The division of the software into
work jobs assigned to different programmers should take into account the desirability of
diversity, and configuration tools should make the task of assembling the redundant
software parts relatively easy and error free. For instance, it should be possible for a
configuration manager to vary the number of software variants in a redundant module
without interfering with the individual variants.
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2.5- Assessment of reliability improvements

The evaluation or forecast of the dependability of a system is of course of great importance in
the acceptance of a design. The proposers of a new technique can be required to provide an
estimation of the advantages it will procure.

2.5.1- Limitations

The state of the art, concerning the forecast of the reliability of fault-tolerant software, as we
described it, is not very advanced.

Software fault tolerance may take many different, application-specific forms, and general
estimates of its effectiveness are currently impossible. This situation is not exceptional in
engineering, and indeed the same problem will appear in evaluating some hardware fault
tolerance aspects of an architecture. Fault tolerance techniques are useful nonetheless, and can
be shown to be.

There are in fact two main ways that lead to introducing redundancy:

- Engineering improvement proceeds by a "weakest link" approach. Important causes of
failure are experimentally recognised; then, means to prevent those failures are applied,
which appear intuitively useful for the purpose. If they are indeed useful, a new area of the
design, or a sub-area of the previous one, becomes the "weakest link" to be dealt with. No
global reliability forecast is needed to guide this kind of progress. Models for predicting the
reliability of a system become mature after a design methodology has been in use for some
time.

- General-purpose "safety nets" are thrown into the design, when their cost appears
reasonable, as a form of added insurance: no one would claim that divide-by-0 detection
should not be implemented because its actual contribution to operational system reliability is
unknown.

Both these ways can be pursued without a precise forecast of their advantages. Indeed, if we
were unable to improve designs without a precise forecast of the behaviour of each new design,
innovation would be much less successful than it normally is. When a new generation of
systems is built, they often behave in ways that violate the forecasts obtained through the use of
the models that applied to the previous generation, because the new design increases the
importance of some aspect of the system that could be neglected in the old generation.
Nonetheless, engineers build novel designs that improve on previous designs, not by simple
trial and error but by systematic, though imprecise, reasoning.

The use of software fault tolerance (as most other techniques for increasing the confidence in
our systems) is as additional insurance. Its cost must be compared with the risks involved in the
use of the system, and its application must be guided by reasonable criteria as to where it can be
expected to be most effective in improving system dependability.

2.5.2- Advantages of software fault tolerance for reliability estimation

But another consideration can be made about reliability forecasts. Structured software fault
tolerance methodologies (as N-version programming and recovery blocks) could allow one to
build, out of unreliable components, a system that is not only more reliable but also more
verifiably reliable.

This is because structural reliability evaluation models may be used on the complete software
product, like the ones normally used for hardware. As a trivial example, let us consider a
system built out of a main module M and a checking module C, such that the system will only
fail catastrophically when both M and C fail. Let Ps, Pm and Pc be the failure probabilities of
the system, M and C respectively, and assume, for simplicity (the argument also holds without
this assumption), that the structure of the two modules reasonably implies statistical quasi-
independency of failures in M and C, so that Ps = Pm Pc.

The required Ps might well be so low that no feasible amount of functional system testing
would give sufficient confidence that it has been attained. But individual tests of M and C could
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give reasonable confidence in values of Pm and Pc low enough for their product to satisfy the
requirement on Ps. In other words, proper redundant design helps reduce (and keep
reasonable) the demands made on testing. On the other hand, this requires that the redundant
components interact only as planned: when we are concerned with design errors, this implies a
simple, well structured interconnection scheme that we can trust, without experimental
validation, to have very high reliability. Structural models for combined hardware and software
reliability are studied for instance in [Laprie 84, Hecht 86, Laprie 89). The general warning
again applies that the behaviour of these models may be very sensitive to the values of
parameters (like probabilities of coincident software failures) that are difficult to evaluate in
practice.

3- DESIGN ISSUES FOR SOFTWARE FAULT TOLERANCE

3.1- Software fault tolerance versus hardware fault tolerance

Techniques for software fault tolerance only differ from those for hardware fault tolerance in
the physical nature of the faults to be tolerated; the goals pursued and the available strategies are
otherwise quite similar.

The purpose may be to avoid all consequences of the occurrence of an error on the progress of
the computation, as seen from outside the fault-tolerant component (masking); to correct an
erroneous system state, so as to allow the subsequent computation to proceed without
propagating the effects of the error (forward recovery); to undo all the computation done after
the error, in order to redo it without repeating the error (backward error recovery); or, last but
not least, to visibly interrupt the computation so that the error does not dangerously propagate,
and to leave the system in an acceptable state (safe shut-down). (Note: these philosophies are
not mutually exclusive; they can coexist in different subsystems, or at different levels of
abstraction or system decomposition.)

In particular, software fault tolerance often requires but slight modifications to mechanisms
already in place for hardware fault tolerance, while putting in place sound mechanisms intended
for tolerating software faults usually provides, "for free", good capabilities against some
hardware faults.

The principle of all fault tolerance is redundancy; in the case of hardware faults, redundant
components must be rendered physically independent, so that causes of faults affecting one of
them are not likely to affect the others as well. In the case of design faults, this translates into
logical independence, or diversity: the components used to check results, or to correct them,
must be different from those that produced those results in the first place. The concept of
diversity is fuzzy: it is not measurable (in a way that correlates to independence in erroneous
behaviour), and its importance is only demonstrated by intuition and experience (an attempt to
quantify some aspects of diversity is in [Saglietti 90]. This drawback should not be considered
peculiar to our field. It is common to all design rules (e.g., safety margins in structural
engineering) that take into account the likelihood of errors in the design itself, which are by
definition unknown to the designer: the operational errors caused by such faults are
unpredictable, and therefore a proof that the rule copes successfully with that class of faults is
impossible.

The peculiarities of design (in particular, software) faults that require modifications in hardware
fault tolerance mechanisms are most noticeable in the areas of:

- error detection

- error correction for forward recovery (producing a correct result instead of the one found to
be erroneous)

- redundancy management (to take into account the notion of software redundancy)
Little change appears to be necessary for:

- backward error recovery, since it consists in using information that has been stored away so
as to be protected from errors
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- forward error recovery (different from direct correction of a result) which is largely a matter
of ad hoc techniques at the application level, no matter what kinds of faults are to be
tolerated.

3.2- General implications of the possibility of design faults.

As stated above, a number of mechanisms that are very useful in making software applications
tolerant of hardware faults, such as system support for atomic transactions, may by themselves
help in tolerating design faults, even without the use of structured software fault tolerance
techniques in the application software: a great deal of tolerance to design faults can be obtained
in a hardware fault tolerance system. A case in point is the Tandem system, which will be
discussed shortly. But a necessary condition is that the possibility of design faults be actually
taken into account.

An example is provided by redundancy management. In any complex computing system, it is
normal to convey exception signals from all sources to some management entity, whose task is
to decide when individual units are in need of recovery, disconnection, substitution or repair.
Since the detected errors are just symptoms of the actual faults, the action of the management
entity is based on some assumed diagnostic model of how faults cause errors. Typically,
repeated errors (detected by hardware) in the same hardware unit are taken as a symptom of a
hardware fault in that unit. But, if design faults are taken into account, an attempt must be made
to discriminate between hardware and software faults, by observing the patterns of occurrence
of errors in relation to the execution of software modules. Error reports to the management
software have to contain not only the hardware data, but some information about executing
programs as well (as a minimum, this information provides important information for software
maintenance). Likewise, error-detection features in the software are a useful supplement for
those in the hardware, but the designer must take into account the possibility that these features
be exercised by hardware faults. There is thus a need to integrate software and hardware fault
tolerance techniques.

Such management issues may become quite complicated: for instance, a process in one node of
a distributed system might make other nodes look faulty, by requesting too many remote
operations, or under too strict deadlines, so that the other processors appear to produce timing
errors. Though covering the whole spectrum of possible failures is very difficult, attention to
these problems is essential.

Any error must be taken as a sure indication of the need for correction of the error, and as a hint
about the existence of a fault of either the software or the hardware. If repeated errors lead to
suspect the failure of a hardware unit, reconfiguration of the system may be in order, to move
or restrict applications to non-faulty hardware units. If a program is suspected as the cause of
errors, similar actions may be taken, automatically or under human control, to make it harmless:
e.g., revert to an older release or shut down that application.

The distinction between local, short term error correction and fault trearment (or even among
several "levels" of treatment - correction of an invalid response by a software object, recovery
from errors in the internal state of the object, re-initialization of the hardware processor running
the object...) is important: in immediate error correction, the action taken is based only on the
information available about the error itself; as one proceeds towards more global, longer term
actions, more information becomes available and more lines of action can be considered.

The reaction to errors cannot be entirely delegated to a general-purpose "management” entity.
Rather, a multi-level structuring scheme [Randell 83] seems desirable in any complex fault-
tolerant system. The detection of an error must be reported to the object (either application or
operating system software) immediately involved in the use of the malfunctioning component,
and to a management entity; the immediate reaction to the error may be programmed in the user
module, or in some higher-level module to which the exception notification is propagated.

The different approaches to the tolerance of software faults can be classified on a scale that has
at one extreme "safety net" techniques, and at the other extreme "structured” approaches. The
former are general-purpose, application-independent mechanisms, typically for error detection
and confinement; the latter give just a structure for integrating detection and recovery, and
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usually require a specific style in writing application software, and an awareness of the fault
tolerance provisions by the application designer, who has to provide application-specific
detection and recovery procedure.

3.3- 'Safety net' approaches
3.3.1- The approach in hardware fault tolerance

Error detection (and confinement, which is usually strictly intertwined with detection) is made
more complicated for software faults than for hardware faults by the multiplicity of specialized
software elements, compared to hardware. The same hardware parts, providing a few basic
functions, are used for all programs (almost), which makes it comparatively cheap and cost-
effective to build mechanisms that detect errors in those few functions.

3.3.2- Applicability in software fault tolerance

Software components perform a myriad of different functions, and in principle a different error
detection technique is needed for each component, since the possible errors, i.e., deviations
from the specified behaviour, vary with the distinct behaviours specified.

Of course, some errors can be described in a general manner, so that a general error detection
module, or a general way of designing individual error detection modules, will cover a
complete class. Examples are inconsistencies in: use of machine arithmetic (division by 0),
usage of data structures (array overflow), state of data structures (inconsistent linked list),
procedure calls (parameter type mismatch), etc. The corresponding general solutions can be
built into hardware (divide-by-0 or segment overflow detection), into software (run-time audit
program for data structure consistency), or into rules for adding ad-hoc error-checking
components (array overflow checks in software), either by hand or by integrating the rules in a
compiler.

These "safety net" techniques include all kinds of memory protection schemes [Saltzer 75],
tagged memory [Levy 84], different kinds of external monitoring [Avizienis 81, Namjoo 82,
Schmid 82, Mahmood §8], automatic consistency checking for parameter types, array bounds
and such, watchdog timers, signatures on program memory [Eifert 84, Schuette 86], run-time
checks of consistency between the installed releases of different software components [van der
Beken 85], and so forth. Indeed, a kind of safety net approach is espoused as a principle of
good design by e.g. [Denning 76, Linden 76].

3.3.3- Utility and limitations

All these mechanisms certainly improve dependability. For example, while automatic overflow
checks increase the probability that any given program will "bomb out", they increase the
effectiveness of debugging and provide better error confinement, which generally increases
system dependability and improves the designer's confidence that an apparently well-
functioning program is working as planned, rather than in some haphazardly fortunate way.
These techmques must txerefore be part of the armoury of the fault-tolerant system designer;
but their effectiveness is limited, in principle, by their acting at a lower level of abstraction than
checks based on the specification of the particular apphcanon in the same sense in which, e.g.,
an error-correcting code on memory locations is low-level with respect to an array overflow
detector.! On the other hand, application-specific checks, though more difficult to implement,

1 In the hierarchy of virtual machines, or abstract data types, that comprises a well-structured
description of the computer, the machine called "memory cell with code" has, among the rules
defining it, the set of the legal code words that can be written into it; at a higher level, memory
cells are used to build an arr ay, whose definition includes rules about which indices may be
used to write into the array. Tests based on the definition of the lower-level machine can detect
errors at that level (non-code words), but not errors with respect to the higher-level abstraction
(array overflow). Furthermore, if the separation of levels is built into the physical machine,
i.e., the error detecting codes are implemented in hardware in the memory, errors with respect
to the lower level cease to concern the higher-level designer (no machine instruction can by
mistake write a non-code word into memory); on the other hand, checks at the higher level can
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can detect behaviour that is erroneous with respect to the specification of the particular
application, though it requires no illegal operations by lower-level components, and they also
cover many of the same errors as safety-net techniques. The latter are mainly justified as a way
to obtain a good coverage with low investment (standard implementation) and low run-time cost
(efficient implementation, in hardware or low-level software).

3.4- The Tandem example

An interesting discussion of the tolerance of software faults in existing hardware fault-tolerant
systems is given in [Gray 86].

The author points out that Tandem software has a very good MTBFE, better than one would
expect from an estimation of the number of bugs remaining in the software. Actually, most
software errors that do happen are recovered by the hardware fault tolerance mechanisms of
Tandem. He synthesizes the features that allow to tolerate software faults as follows.

- software modularity;

- fault containment through fail-fast software modules;
- Process pairs;

- transaction mechanisms.

His explanation is that most remaining bugs in mature software are "Heisenbugs" (temporary)
rather than "Bohrbugs" (solid; see Section 1.5.3.2). The Tandem hardware/software
architecture has a good chance of tolerating such errors because:

- processes are made "fail-fast” by defensive programming, i.e. they run many consistency or
reasonableness checks on their inputs, intermediate results and outputs, and abort
themselves if an error is detected;

- the structuring of application software into processes that interact via messages reduces error
propagation;

- the atomic transaction mechanisms establish natural checkpoints/rollback points, masking the
actions of the aborted process to the rest of the world;

- the process pair mechanisms allow easy repetition of failed computations; for processes that
cannot use the atomic transaction mechanism, automatic checkpointing is provided. This
operational experience should be interpreted with some caution. The applications for which
Tandem is specialized are characterized by a natural structuring in short-lived transactions,
operating on a data base; the pre- and post-conditions on the state of the data base, that each
transaction needs to satisfy, are well defined. It might be difficult to achieve the same results
in different application, where acceptance tests were less easy to define, or the interaction
among concurrent activities were tighter than through a shared database.

Also, the figures available deal mainly with the percentage of detected error that were actually
recovered; the number of undetected errors is of course unknown.

The causes hypothesized for Heisenbugs imply that typical "safety net" mechanisms would
greatly contribute to their detection, possibly reducing the need for checks in the application
software.

3.5- Structured software fault tolerance
3.5.1- Generalities; design decision space

We shall call "structured software fault tolerance” those techniques where redundancy, both for
detecting and correcting errors, is applied to the individual blocks of application software,

still by chance catch errors at the lower level (a non-detectable memory error can corrupt a
pointer that, when used to access an array, will trigger the overflow detection mechanism).
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based on the semantics of each block, and with the goal of masking errors internal to the block;
each technique is characterized by a peculiar way of structuring the interactions among
redundant parts, which gives a common syntax and a way of managing the complexity added
by fault tolerance. These methods are primarily N-version programming and recovery blocks,
with a number of intermediate or combined techniques. The possible techniques can be
classified with respect to a number of characteristics. This "decision space" for the designer of
software fault-tolerant systems has at least the following dimensions (i.e., design decisions that
can be taken, and are somewhat independent of each other):

- error detection

- error correction (voting vs rollback vs other forward recovery)

- distribution of executions

- execution of variants to obtain a "spare" correct result (unconditional vs. on demand)

- granularity in specification of Fault Units; granularity for each different method applied

The following subsections describe these dimensions. A conclusion will be that there are no
application-independent rules to guide these design decisions, implying that a system and a
methodology that must support diverse applications should allow the application designer as
much freedom as possible along all these dimensions.

3.5.2- Error detection

Errors in a computation can be detected essentially in one of two ways: by checking that its
results have some properties required by its specification (acceptance test or executable
assertion), or by comparing them with results obtained independently for the same
specifications. The criteria for comparing the two methods are their cost and the error coverage
they provide.

Both approaches have advantages and disadvantages. The difficulty of finding acceptance tests
with satisfactory coverage varies very much with the application (more examples of ways to
build acceptance tests are in [Hecht 76]):

- if the application has to compute a function that has a computationally cheap inverse
function, the acceptance test is straightforward: for instance, a square root procedure can be
checked at comparatively low cost by computing the square of its result and comparing it
with the input (note that even in this simple case, allowance must be made for arithmetic
error);

- sometimes, only a few required properties of the result can be checked at a reasonable cost;
take for example a procedure that takes a list Li and sorts it producing an output list Lo:
verifying that Lo is indeed sorted, and that it has as many elements as Li, is certainly less
complex than checking that Li and Lo have exactly the same elements;

- for some applications, no reasonable-cost acceptance test can be found;

- sometimes, there is no apparent way of checking the results against the specification,
because the specification itself is only defined operationally, as a statement of what the
program has to do.

In all cases but the first, it may appear desirable to substitute the acceptance test with an
independent recomputation of the result (that can then be performed in parallel, improving
throughput), and a simple, cheap comparison. The problem in this case is that error coverage
depends on the probability of redundant variants failing in the same way. Statistical data
obtained so far only tell us that common errors do happen, and still comparison has usually
detected many errors. What can be done is to pursue diversity in the development process, and
in the structures of the variants, so as to improve our confidence that failure modes will also be
diverse. One can try to use, in the different variants, diverse algorithms, programming
languages and styles, compilers and linkers (all the stages of the development process must be
considered, leading from the initial requirements to the loaded executable module).
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So, error detection by comparison seems most effective for problems where the specification
can be very abstract, and different algorithms exist that satisfy the specifications. There will
certainly be applications where only one algorithm seems appropriate, development teams
where all programmers have similar backgrounds, and other diversity-reducing circumstances.
It must also be noted that many application problems, as described in high-level specifications,
do not have a unique solution: to obtain meaningful comparisons, one has then to add to the
specification a preference among different correct solutions, so reducing the diversity attainable.

3.5.3- Generalized consistency checks

The methods of comparison and of acceptance tests are not actually as precisely separated as
they might appear to be. This can be shown by first considering the problem of "inexact
voting", as encountered in research on N-version programming. It so happens that diverse
implementations of the same functional specification often produce (slightly) different results
even in the absence of errors. The typical cause is different rounding in floating-point arithmetic
(which can also happen with identical software copies running on diverse hardware), or
different numerical algorithms. Another kind of inexact voting that has been found to be useful
in practice [Kelly 83] is one that ignores "cosmetic differences" (such as added blanks or slight
misspellings) between strings of characters. The problem of inexact voting consists in defining
a proper distance function over the output space of the redundant module: a pair of outputs are
considered consistent if their distance is less than a predefined allowable error. Defining a
proper distance function can be very much application-specific (just think of the many ways a
distance between arrays of numbers can be defined)?.

If we now start from the other end of the spectrum, i.e. acceptance tests, we can observe that a
possible form of acceptance test for the output of a module is some kind of general agreement
with the result of another module. The railway interlock system where a module does the
functional computations, and another checks, based on the same physical inputs, that the
decision obey safety rules, is an example.

A further example would be a system where a control program implementing a sophisticated
control law, highly optimized but too complex to be completely trusted, is checked against a
less sophisticated, more trusted program: only large disagreements would be taken to imply
errors of the less trusted module (we might add that the disagreement is best measured through
an integrator, so that the system would be implemented as three application-level modules, two
functional modules and a third as an integrator/comparator).

As a third example, consider two variants that compute a value and then compare it with a
threshold: an arbitrarily small discrepancy in the computed values can cause the comparisons to
give opposite results: one again needs to generalize the notion of consistency between the two
variants, and/or to force a consensus on the comparison results, to prevent divergent
behaviours [Brilliant 89].

Summarizing, the distinction between comparisons and acceptance tests, that appears clear
when dealing with procedure-size examples, tends to become blurred as we consider how to
build redundancy into a complete system.

[Anderson 86] uses the term "adjudication” for the process of both error detection and
correction in a structured software fault tolerance scheme, and offers an initial scheme of how
this process may be decomposed. [Di Giandomenico 90] gives a survey of the literature and a
classification of the adjudication methods that include the comparison of multiple redundant
results.

3.5.4- Error correction

Erroneous outputs produced by a software module, and the consequent erroneous state of the
system, can be corrected in several ways. These are: backward recovery followed by
reexecution of the failed computation; voting; other kinds of forward recovery. These are the

1 Inexact voting is discussed in greater detail in a later section of this survey.
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same concepts used in hardware fault tolerance, and we shall not redescribe here the aspects of
the different methods that are known from hardware fault tolerance.

Both voting and backward recovery require diverse variants, and their states must be specified
to be equivalent when they perform recovery: the variants must have the same state variables (at
the beginning of the execution phase to be recovered, for backward recovery; at the end of it,
and at the beginning of the next one, for voting).

For voting, a relevant problem is how to choose the consensus value to be forced on the failed
variants; this problem is related to that of inexact voting discussed above. For instance, the
Dedix system used the median of the results as a supposedly correct numerical value: this can
be shown to be satisfactory, in that this value will most certainly be correct. But this line of
reasoning is not always appropriate: in a control system, if diverse variants were continually
forced to correct their states based on such a decision, this might well lead to instabilities in
otherwise correct, or slightly incorrect, control laws.

Another consideration is that backward recovery completely reconstructs the state prior to the
erroneous phase of the computation; for voting, which part of the state will be corrected is
specified by the variables that are actually voted. A simple model is SIFT, where the whole
application is made up of short-lived tasks which input and vote redundant inputs when started,
and output results only when terminating: the whole system state is frequently and completely
voted upon. In most applications, this is not economically feasible; besides, it would impose
too strict a similarity among diverse variants. A compromise proposed in [Tso 87] considers
two levels of recovery in an N-version programming system: at every cross-check point, the
few variables that are voted can be corrected (the result of the vote is written back into the
internal state of the variants). At some specified cross-check points, called recovery points, a
variant that appears to be corrupted can correct its internal state by copying the state of a correct
variant. To this aim, the specifications include a standard format for the transmission of the
state of a variant, and each programmer has to write exception handlers to send/receive the full
state, and translate between the transmission format and the internal representation of the state.

Forward recovery, different from voting, is usually application specific. Repairing a robust data
structure that was corrupted, moving to a state that is safe for peripheral devices, and such can
all be seen as forward error recovery. It is difficult to envision general solutions for the support
of this wide class of policies; however, specifications for application level libraries could
probably be obtained from recurring problems in any specific application area.

3.5.5- Distribution of executions

The redundant software modules can be executed in parallel or sequentially, on the same or on
separate computers. In choosing separate computers, one obtains protection against hardware
faults, at a cost. Parallel execution is then possible, improving performance.

It should be noticed that completely parallel execution is impossible for acceptance tests: a result
can only be checked after it has been produced. This is critical for response times, but not for
throughput, since the test on a result can be performed in parallel with the computation of the
next result. As for comparison, it can only be completed after a number of variants (typically
more than half of them) have computed their results, so that the response time is never so low
as that of the fastest variant.

3.5.6- Execution of variants

The variants can be required for error detection, and thus executed unconditionally, or for
correction only. In the latter case, their execution can obviously be conditioned on the detection
of an error by the primary; on the other hand, executing them unconditionally, in parallel with
the primary variant, guarantees fast recovery from errors, and hence good time response for
time-critical applications. This is the case with many operational systems, implemented as "N
self-checking programming" systems [Laprie 87].

3.5.7- Granularity of Fault Units

A fault unit is a piece of software that one chooses to consider as a black box, whose outputs
are tested for correctness. A fault unit may be defined statically, as some piece of source code,
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or dynamically, in the domain of execution time: for instance, an audit program can be run once
per a defined time interval, or once every n transactions, irrespective of how many lines of
code, and which procedures, where run during that interval.

In either case, the size of fault units is very important.

Making fault units smaller:

- increases the cost paid for error detection, for mechanisms with the same cost;

- decreases error latency, for a given error coverage provided by the detection mechanisms;

- reduces therefore error propagation, and allows backward recovery to undo a lesser amount
of computation, and forward recovery to correct a smaller part of the system state (lower
cost in case of error, in return for higher cost in the absence of errors);

- helps in diagnosing the bug responsible for the detected errors;

- last but not least, it implies the testing of more intermediate results, and hence, in general, it
is based on lower level details in the specification. This decreases the dissimilarity allowed
among diverse variants, which is the main guarantee both of good error coverage (if done
through comparison), and of proper recovery (either through re-execution or through
voting). Of course, lower diversity reduces the problem of inexact comparison.

Even taking into account all these implications of the size of fault units, it should be considered
that applications do not usually lend themselves to partitioning into parts of arbitrary size. For
any given application, only some modularization schemes are natural and yield clean enough
interfaces and correspondence to the specification. The designer of fault-tolerant software has
then to respect that natural modular structure, and use it as best as possible.

It is also possible to adopt different granularities for different techniques or for different parts of
the fault tolerance policy. For instance, in Tandem the unit for recovery is a whole transaction
(the natural run-time granule for the application) while acceptance tests are executed repeatedly
during a transaction (finer granularity). It is possible to run comparisons between the results of
large modules, which are themselves implemented as sequences of recovery blocks, or simply
interspersed with executable assertions to decrease the probability of presenting an undetected
incorrect result to the comparison.

3.6- Hybrid software fault tolerance

A frequent objection to software fault tolerance is that its costs are excessive with respect to the
possible benefits. This objection is mainly motivated by the high visibility of research on N-
version programming, which seems to advocate that every software component be written three
times (at least), and consume at least three times the CPU cycles.

Actually, although N-version programming has an indisputable appeal for its elegance and
apparent high coverage, it is not the only (nor, for that matter, the most widely used) software
fault tolerance technique.

It is true that "massive" N-version programming will normally be used for applications that also
use hardware fault tolerance by modular redundancy, and hence provide a replicated software
structure, and where the cost of rewriting some software is acceptable (see the discussion of
motivations in Section 1).

On the other hand, software fault tolerance, or in general techniques for software robustness,
are also appealing for areas of computing where the degree of hardware fault tolerance required
is low. For instance, in commercial general-purpose systems (office applications, accounting,
scientific programming) dependability requirements are often limited to a minimum level of
availability, plus the guarantee of data integrity. There are also embedded systems where
hardware support for fault tolerance is limited to a watchdog timer or other low cost solutions,
(because the risks do not warrant the use of more costly hardware, and because most faults will
safely shut down the system) but it would be good to avoid prolonged unreasonable behaviour
due to software error or transient faults. These kinds of faults present a worse problem than
massive hardware faults due to their potential for very high latency. In such cases, fault
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tolerance techniques based on massive replication present an unacceptable cost in terms of
throughput (in absence of faults) and development effort, and specialised hardware
configurations are often out of the question because of already consolidated designs.

For these applications, a number of effective software fault tolerance techniques exist, that
entail a lower cost than N-version programming, and that can improve the robustness of
software without adding much to the cost. Without offering 100 % masking of all errors, these
techniques may greatly reduce the costs induced by errors.

- first of all, all techniques can be applied selectively to the areas with higher vulnerability
and/or value (potential cost of errors);

- robust data structures and periodical auditing have proven extremely effective; their memory
overhead is often minimal, and the overhead of auditing can be chosen as desired, by
deciding a point of compromise between accepted fault latency and accepted execution cost;

- techniques based on checkpointing and backward error recovery also have an execution
overhead that can be adjusted as desired;

- different techniques can be combined in different parts of a system or application, according
to what is most cost-effective in each different part [Strigini 85];

- "reasonableness" tests can usually be run at much lower cost than full correctness checks or
duplication of the computation; a set of "safety" tests can be built into the software to avoid
those failures that are considered catastrophic, rather than guaranteeing absence of all failures
[Leveson 83, Leveson 86];

- last but not least, proper care in designing exception-handling facilities and routines can
substantially reduce the number of catastrophic failures and improve the availability of the
system. It is commonly observed that many "crashes” in time-shared systems are due either
to: 1) a conservative attitude stating that the safest reaction to a perceived problem is to shut
down the whole system: this sometimes protects data integrity, but certainly decreases
availability and makes all users pay for a possibly very local problem; or ii) bugs in
exception-handling procedures, originated by the idea that "they will never be executed
anyway", causing them to receive less attention from designers and management alike.

It should also be underscored that low cost, software-based methods usually also cover a
number of hardware faults, otherwise difficult to cope with, and even to observe and identify
convincingly, such as transient memory faults.

3.7- Conceptual problems in structured software fault tolerance

This section discusses problems that must be considered whenever structured fault tolerance is
employed, i.e., problems inherent in the combination of diverse software components
(variants) satisfying the same specification.

3.7.1- The problem of inexact voting

When error detection must be based on comparison of results, the problem arises that diverse
variants will often produce different results. For instance, diverse implementations of real-
numbers arithmetic functions will usually produce results that differ in the least significant
digits (we shall not consider here specifications that allow multiple, very different correct
solutions).

For this reason, the possibility of inexact voting is a requirement for practical N-version
programming systems. Otherwise, many N-version programming applications would always
fail on a "no agreement" situation. The specification of an inexact voting function, or
generalised decision function [Avizienis 84], or arbitrator [Anderson 85], or collator [Cooper
84], must tell: i) how to decide that different results are indeed in agreement, and possibly ii)
how to choose a consensus value among such different results.

Specification 1) can be seen as defining a distance function over the space of the possible results
for that decision point, and giving rules to group results into consensus groups based on the
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distances among pairs of results. Specification ii) would then define, once a majority set of
agreeing results has been found, how to extract the consensus result.

Briefly, inexact voting is based on mathematics much more complicated than exact (bit-by-bit)
voting.

This implies higher costs than the kind of voting applied in non-diverse redundancy. Besides,
the definition of the distance function may be application-specific, making it more difficult to
create a standard (software or hardware) voter component. One could attempt to define one or
more standard non-exact voting procedures, that work satisfactorily for most applications (for
instance a few alternative distance functions, between numbers and arrays thereof). There is not
enough experience to tell whether this would in practice solve the problem.

However, there is a number of cases in which inexact voting is not needed, provided the
possibility of design errors has been taken into account. There will be cases where all the
implementations of a given specification will provide numerical results that are identical in all
the significant digits!: specifying that the application programmer (or the voting modules) must
truncate or round the results to that precision, before transmission, will take care of the
problem. Of course, disagreements in the results of truncation/rounding may be caused by
arbitrarily small differences in the original numbers: once again, this must be taken into account
in diagnosing the system after a disagreement is detected.

One may expect the difference between the results of diverse variants to grow with time, during
a long execution, as their internal states become more different. The assumptions about
similarity of results are therefore different, for instance, in a cruise autopilot module and in an
automatic landing module: for the latter, one might assume that the results of the variants will,
for the duration of the execution, stay in a small range of each other; for the former, they have
enough time to diverge greatly, unless some way of periodically accepting new consensus
values is built into the application.

3.7.2- The problem of state recovery of variants

State recovery presents a separate problem. Once an error (or even a disagreement between
correct variants) has been detected in some result, the first problem is how to mask the error
and give the user (of the result itself) a correct result; once that is solved, a second problem is
what to do with the failed (or disagreeing) variant[s]. The internal state of the variant is
presumably corrupted, hence we may expect subsequent results to be erroneous as well, and
thus not only useless but actually dangerous.

A first choice is to kill the erroneous variant altogether. For short-lived tasks (e.g., the task that
manages a transaction) this seems advantageous: the module will be automatically "repaired”
when its execution terminates, and at the next execution a correct redundant module will be
instantiated, from the same code, taking its internal state from an uncorrupted global state (data
base, sensor readings). The probability of enough errors to cause failure happening within the
life-span of the task is low enough.

For modules with long execution life-spans, this is not appropriate: too many variants would be
needed (the analogous hardware configuration is self-purging N-modular redundancy without
repair). Then, there is a need to recover a variant that erred, so that it can catch up with the
correct variants and carry on its work. Recovery brings with it an inherent problem that we
discuss in the following text.

Recovery may be:

1. programmed into the same variant that errs (estimation of approximate correct values, for
instance, or reset to safe values). This is the simpler choice, but is not widely applicable; in

1 the definition of "significant digits" may vary. An example would be a message containing the
input to a digital-to-analog converter: the preliminary calculations are likely to be carried out
with much higher precision than needed for the input to the converter, so the final result will
contain useless less significant bits.
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particular, as noted in the previous subsection, perfectly healthy variants might drift apart
from each other, with time, if no built-in way exists to recover them to consistent states. Or,

2. the recovery may use values produced by the other variants. The problem with this solution,
i.e. correcting the internal state of a variant based on the states of the others, is that it
requires either identical internal representations of those states (same internal variables laid
out in the same way) or a way to translate between diverse representations (with much
higher demands on the application software).

Once solution 2 is chosen, some of the decision points must be selected as recovery points.

In recovery blocks, the backward recovery strategy implies that all variants work on the same
state variables (and only differ in their local, temporary variables, that disappear at the
termination of the block): every decision point may be a recovery point.

With forward recovery (voting and inexact voting), the solutions are:

- to have the whole state of the terminating block passed as a result to the subsequent block,
that has no memory of previous invocations; the normal error masking method makes sure
that all the variants after the recovery point have the same state (this solution is viable for
many cyclic control systems, and is assumed for instance in SIFT [Wensley 78], and in
[Kim 84, Kim 86, Kim 88, Kim §9].

- to program an explicit recovery action, separate from the normal error masking procedure
[Tso 86].

Summarising, the problem of state recovery arises from the fact that the state variables to be
recovered must be external to (i.e., common to and independent from) the variants that use
them. This is solvable by several means, as e.g.:

- short-lived variants, that only use long-lived information stored outside themselves;

- transforming the sequential blocks of a variant into communicating modules, and having all
long-lived state information passed between them and checked by the error-masking
mechanisms;

- programming recovery as explicit, consensual exception handling by the variants [Tso 86];

- setting recovery points on the boundaries provided in the application for the scope of
variables (recovery blocks).

CONCLUSIONS

We have surveyed the situation of research and applications of the different techniques known
as software fault tolerance. This situation can be summarized as follows:

- there are good reasons to believe that software fault tolerance techniques can be helpful in
obtaining dependable systems;

- there is industrial experience about the use of software fault tolerance; for "structured”
techniques, this is limited to a few very specialized "shops" (in particular, in avionics,
railroad control and telecommunication switching systems);

- no standard rules exist for applying these techniques to whole systems; only the more
technical aspects of exception handling and robust data structures have received some kind
of formal systematization,

- there is a general comprehension of the issues to be considered when designing software
fault tolerance in a new system, both from the point of view of how to build the redundant
application software and how to provide support mechanisms in the operating systems.
These have been discussed at length in this survey;

- forecasting the effectiveness of software fault tolerance in a system prior to its
implementation is currently impossible, though there is a general understanding of the issues
involved. All the problems encountered with non redundant software are also present here.
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Structured software fault tolerance methods facilitate the use of hardware-like, structural
mathematical models, but obtaining the correct values for the parameters of these models is
currently an almost impossible task.

We have tried to give a fairly complete account of the technical issues involved, and a guide to
the existing literature, sufficient for designers to find their way in the wealth of existing
knowledge about the topic.

Much controversy has arisen about the merits of software fault tolerance (in particular N-
version programming), with worries by some researchers that its use may be an excuse for
applying lower standards in the procurement of critical software [Leveson 87] and statements
by others that it can be extremely valuable to alleviate software dependability problems
[Avizienis 89]. A panel session on this topic was held at the 1989 IFIP World Congress, where
widely different positions were expressed.

The controversy is made more heated by the fact that software fault tolerance is meant to be
used in life-critical applications. Now, design diversity in general is an obvious way to pursue
additional assurance against design weaknesses in complex, critical systems. Adding an analog
control channel to a digital fly-by-wire system, or separate safety interlocks to a railway
switching system, are decisions suggested by prudence and common sense, whenever
affordable, regardless of our inability to tack reliability figures on them, and of the known cases
in which such measures failed through common-mode failures. Since economic trade-offs are
made in every project, this inability to quantify is bound to haunt all decisions about highly
dependable designs. It should be noticed, though, that this problem is not limited to software,
or to computer, projects. As the dependability requirements increase, we are less and less able
to quantify the effect of design decisions in purchasing additional, increasingly small reliability
gains towards the established goal. This is because of the uncertainty on the probabilities of rare
events, embodied in the parameter values used in our models and in the aspects of the real
world that we choose to neglect in the models. All design decisions become then a matter of
"engineering judgment". The very decision of setting very high reliability requirements may be
considered unwise [Miller 86].

We believe that both the extreme statements quoted above are true: software fault tolerance is
obviously no "silver bullet" and can be used as a selling trick (just as "structured programming"
or "artificial intelligence") rather than an engineering concept, with its advantages, drawbacks
and uncertainties.

The purpose of this paper is limited to giving the reader a sufficiently (we hope) wide and
accurate picture of the current state of the art, with an abundant bibliography. It is impossible to
produce some simple "rule book" based on wide experience, which does not exist. We expect
software fault tolerance, in one form or another, to be a valuable aid in obtaining dependable
software for at least some current applications. In the absence of proven rules, the mix of
methods to be applied to a given project, depending on the peculiarities of the application, the
manpower and the corporate culture in the project environment can only be a matter of judgment
within the individual projects. The lack of convincing quantitative evaluations is a quite real
problem; the designer has to avoid both the danger of using ineffective methods, and the danger
of refusing a useful method just because it is not sufficiently proven (a standard that, if applied
with severity, would have delayed or impeded the application of most widely accepted tenets of
software engineering).
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