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Abstract. In this paper we present a model ckecking framework for a
spi-calculus dialect which uses a linear time temporal logic for express-
ing security properties. We have provided our spi-calculus dialect, called
SPID, with a semantics based on labeled transition systems (LTS), where
the intruder is modeled in the Dolev-Yao style as an active environ-
ment controlling the communication and able to COMpOSse New Mmessages
by pairing, splitting, encryption or decryption. The LTS coming from
protocols specification, usually infinite state because of the intruder's
capability to generate an infinite amount of messages, are the models
over which the satisfiability of the logic formulae has been defined. As a
logic we have used the ore defined by Clarke, Jha and Marrero, for their
BRUTUS model checker, We call it BRUTUS logic, which is known to
be suitable to express a wide class of security properties, such as se-
crecy, integrity, authenticity, some weak form of anonymity and general
safety propertics. Although providing a satisfiability procedure over mod-
els coming from SPID protocols is the main contribution of this paper,
we also have, as long term target, the development of an automatic verifi-
cation tool. In this case we need finite models, and in this paper as a first
solution we have limited, in the transition rules defining the transitions
of our LTS, the length of messages the intruder can generate. Although
simmple, this strategy suffices for obtaining finite models using which it is
possible to discover known attacks over protocols commonly used as test
cases, !
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1 Introduction

Past experiences have shown how formal methods can be successfully applied to
the analysis of security protocol problems {e.g., see [5,24,26, 1, 15)). In this paper
we are interested in defining a verification framework for the spi-calculus 3], &
process algebra derived from the 7-calculus [19,20] with operators to encrypt
and decrypt messages. The spi-calculus syntax is expressive enough to describe
all the shared-key cryptographic protocols and, with light modifications [3], also
other cryptographic paradigms such as public-keys, hash functions and digital
signatures.

One of the main attractive features of the spi-calculus is that secrecy and in-
tegrity properties can be naturally formalized [2] as may-testing equivalences [22].
Later symbolic trace analysis strategies [12,4,13] have been proposed to verify
secrecy, integrity and authenticity properties on the spi caleulus or on some di-
alects derived from it, and recently secrecy and authenticity have been reduced
to type checking problems [1,15] on a typed version of the spi-calculus.

Here we propose a logic-based model checking [6] approach to the verification
of spi-calculus protocols, by developing a model checker for a spi-calculus dialect
which uses a linear time temporal logic suitable for expressing a wide class
of security properties. In the model checking the common strategy consists in
formulating properties as predicates of a modal or temporal logic and trying
to check their satisfiability on a finite mode! of the system, using algorithms
called model checkers. Tn this papers the logic considered is the BRUTUS logic,
a linear time temporal logic proposed by Clarke, Jha and Marrero in [7]. By
using the BRUTUS logic it is possible to express not only secrecy, integrity and
authenticity properties, but also some weak form of anonymity [7] and generic
safety properties, and this makes it interesting to be use within a process algebras
framework considering that in [7] no theoretical calculus is used to formalize
protocols,

The model checking approach applied to spi-calculus is rather new, although
model checking had been already applied in protocol security analysis (e.g.,
see [18,16,21,25,11,9, 14)).

In Section 2 and Section 3 we present syntax and semantics of our spi calculus
dialect, called SPID, and the BRUTUS logic. In particular we provide SPID with
a semantics based on labeled transition systems. These transition systems will be
the models on which the satisfiability of the logic is, in turn, defined. In Section 4
we explain, through an example, the use of the calculus and the BRUTUS logic
in cryptographic protocol analysis. In Section 5 we describe a model checker
algorithm, and some limitations to make finite the underlined model we have
introduced. Finally in Section 6 we draw some conclusion.

2 SPID: a Spi-Calculus Dialect

In this section we describe the syntax of SPID, also synthesized in Figure 1.
The language definition is based on: (1) a set N of atomic names which can



be agent’s names, atomic messages, encryption keys, nounces etc., (2) a set A
of labels used for distinguishing different communication actions, (3) a set V of
varighles and (4) a set T of identifiers®, used for uniquely identifying process
instances. We let m, k and p range over N, g range over .4, @ range over V and
i range over T,

Atomic names are used to build the set AL of messages by pairing or encryp-
tion. The set 7~ of message terms is built, again via pairing or encryption, from
sets A and V. We let M, N range over M and S, 7' range over 7.

2.1 SPID Syntax

In our caleulus a protecsl Z is the parallel composition of n process instances
(Lpo)ll.. . N(n, p), where the identifiers L,...,n are all distinct. The intruder
is described implicitly, in the style of Dolev-Yao [10], as an environment having
complete control of any communication channels: it can observe, intercept or
exchange any message passing through the net, and by using the messages it
knows, it can compose new messages. The restriction primitive (vm), is used for
hidirg a name m from what the environment initially knows.

A process instance (i, p), is composed by a name b, specifying a process, and
by a unique identifier, 7. More instances of the same process p, (iz,p),..., (i, p),
can be used to represent, as usual in sscurity protocol analysis, a process running
more sessions of the protocol.

A process can be: (1) 0, the process that does nothing; {2) a(T).P, the input
process that is ready to perform an input action, labeled g, allowing a message
M to be received from the environment via pattern matching with the message
term T'; (3) a(7').P, the process ready to perform an output action, labeled a,
which sends to the environment the message M, obtained instantiating all the
variables in 77 (4) a(T).P', the process who is ready to perform an assertion
action, labeled a, over the message M, instance of 1'. Assertions, presented the
first time by Woo and Lam in [27], are used here to introduce begin-events
and end-events usefyl for specifying protocol authenticity properties; B P+Q
and (6) P || @, which are respectively the non-deterministic choice and the
parallel composition of processes P and Q; (7) (new m)P, which indicates the
generation of a new name m then used within P; finally (8) [Sis T)P, the process
that performs an equality test over ground messages obtained instantiating the
variables in S and 7. If the test succeeds the process behaves as P else it stops.

In input action a(7).P all variables appearing in 7" are bound in P, while
& variable is free if it is not bound. Considering that input action is the only
operator which binds variables, notions of bound and free variabies can be defined
over process instances and protocols in the usual way. Fromn now on we assume
to work on closed protocols, that is protocols with uo free variables. Similarly
in (vm)Z and in (new m)P the name m is bound respectively in Z and in P,
while & name is free if it is not bound.

2 Without loss of generality, 7 is the set of natural numbers {1,2,...}.



o labels A m, p names N
z variahles V H proc identifiers T
M, N u=m messages M P, Q= procesaes
| {M, N} | e{T).P input
| (TP cutput
| a{T). P assertion
§Tu= « message terms T P|Q parailel composition
{ {5}t P+ non-determinist choice
| (&, T% | {new m)P new local name
| M | [8is T|F match
Z e protocol 2
Z1([Za  process list = name definition
{ym}Z  name restriction
| A process instance
A n= (4, p) process ingtances

Fig. 1. Syntax of the spi-calculus dialect.

As claimed, our calculus is a dialect of the spi-calculus and the most evident
differences concern the communication paradigm:

(a) our calculus does not allow mobility. On the contrary there is one
public channe! and messages cannot be hidden to an external observer
when transmitted,

{b) instead of a symmetric and synchronous communication paradigim,
via shared public channels, our calculus uses asynchronous communica-
tions via the environment, which is a pool of messages that processes
can freely access to. In this way we want to simulate any possible unpre-
dictable intruder’s attack. In fact when a process sends a message, the
message is put into the enviromment, and when a process receives a mes-
sage, the message is retrieved from the knowledge of the environrment,
that is from all the messages the environment can compose starting from
the ones it has already got. Precisely, with knowledge or synthesis [23]
we intend those messages that can be inferred using a proof system start-
ing from an initial set of messages (axioms). Supposing the derivation
symbols defined by the rules of the proof system was written -, we have:

Definition 1 (Synthesis). Let W C M be a finite set of messages.
The synthesis of W, written KS(W), is the set WU {M : W - M}, that
is the set of messages M for which there exists o proof whose premises
are contained in 1.

In the following, when talking about KS(W), we will refer to the proof system
in Figure 2, whose rules represent the common operations over messages used in
cryptographic protocol analysis. Moreover we have:

(c) our calculus does not allow unbound replication of processes (usually
written as | P) usually used to describe multiple runs of a protocol. Here
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Fig. 2. Inference rules defining +.

we assume to have a bound number of runs (e.g., as done in [25,12,
4]}, and maltiple runs are described using multiple instances of each
process. In addition in this paper we are interested only in acyclic (finite}
processes, because this choice both suffices to describe agent behaviors
running a security protocol, and avoids infinite problems due to recursive
processes.

(d) constructs for pair splitting and for decryption are embedded into the
input primitives. In this way the receiving of a messages and its successive
analysis (splitting or decrypting) happen atomically in a single action.
This choice is considered a syntactic sugar and simplifies part of the
theory.

2.2 SPID Semantics

The operational semantics of our calculus is based on labeled transition systems,
where transitions are defined at fwo level: an outer and an inner level.

Outer transitions (see Figure 3) have form (G, Z) »= (', Z") and they
describe how a protocol Z, and the global state &, change.

Inner transitions (see Figure 4) have form (G, (4, P)) ~ (G, (i,P")} and
they describe how a process instance (i, P), and the global state G, evolve as a
consequence of the action a.

An action «, can be (a) an input action i.a(M), indicating that process
instance ¢ has received the message A/ performing an action labeled a, (b) an
output actions {.&(M )}, saying that instance ¢ has sent the message M with action
labeled a, (c) i.2{M) showing that instance 7 has executed an assertion labeled
a over the message M and (d) 7 an internal action. We write Act to indicate the
set of all actions.

A global state G is a composition of the local states of process instances and
the local state of the environment. Formally, supposing that at most n process
instances are involved in a protocol, the global state can be thought as an array
of n + 1 local states, where G(0) is the local state of the environment, and G(7)
the local state of process instance identified by 4. We write Glob to indicate the



set of all global states. In turn, a local state [, is triple (p, W, o) where p € A is
aname, W C M is a set of messages and o : V —+ M is a function which binds
variables to messages. It is worth to underline that W and ¢ have a monotone
grown rate along the protocol execution, and this implies that when a variable is
bound to a ground message as a consequence of an input actions, that variable
remains bound afterwards. In other words a variable is indeed bound to the
outermost input action instantiates it.

Talking about dinding functions, with the symbol L we indicate the function
undefined everywhere, while we write ¢’ 2 o whenever the function ¢’ coincides
with & in every values of the domain where o is defined. Moreover we write
o{z) = o' () if both functions are undefined over z or coincide in z, and finally
with & we indicate the obvious extension over message terms, where o(7) is
obtained substituting each variable 2 in T with the corresponding value o{z).
The test 7(7T) = &(S) evaluates true if and only if both functions return the
same ground message, false otherwise, Talking about a local state [, we indicate
with Name(!), Know(!) and Bind(/} respectively the first component p, the second
component W, and the third component ¢ of [.

In Definition 2 and in Figures 3 and 4 we formalize the whole operational
semantics.

Definition 2 (Operational Semantics).
Let Z = (1,p:)]...||(n,pn), be @ protocol. The associated labeled transition
system is & tuple (@z,{Go, Zo}, Act, Rz), where:

— Oz C Glob x Z is the set of states;
~ (Go, Zo) is the initial state so defined
o Zy=2Z;
e Go(0) = (12, Wq, L), is the initial local state of the environment, where
{2 is the name of the environment, Wq is the initial set of messages
known by the environment composed by oll the free names in Z, and L
is the empty set of bindings of the environment;
o Go(i) = (ps, Wi, L) for all i € I, is the initial local stote of the process

instance ¢. More precisely, p; s the nome of the process P if p; o P,
W; is the set of messages it knows, composed by all the free names in
Z ond by all the free names in Z ond in P;, and L is its initial set of
bindings.
— Act is the set of actions.
- Rz C QzxActx Qz is the transition relation defined by the rules in Figure 3
and 4. Whenever (q,0,¢"} € Ry we write q — ¢',

We briefly explain the transition rules reported in Figures 3 and Figure 4.
Rules (P-PAR1) and (P-PAR2) define transitions for the parallel composition
of process instances. The (P-AGE1) and (P-AGE2) rules make a single process
transition rise up at protocol transition level. The (P-RES) just consumes the
restriction. Anyway restriction plays it main role in the definition of the initial
knowledge of agents of the intruder (see Definition 2). The {A-NEW) rule is



(p-PaR1) — & 20 (G 7 (P-PAR2) — 9 Z2) = (G, 23
(9. 2l Z) = (@, Z3172) (G, ZillZ2) > (0, Z: 02
(p-agEl) G GPH S G G P)) ey 9.8 (G 27
(9, (6 P)) =2 (6%, (i 1) (6. (rm)2) == (G, 7')
(P-AGED) J&: L PD f* (@, G, P))
(G) (,p)) ¥ (67, (4, PT))
where p “ p

Fig. 3. Transition rules for protocols

used to define a new local name. Here P[n/m] indicate the process obtained
substituting, in P, all the free occurrences of name m with name n. The (A-
INP) transition describes what happens when a process instance (4, P) is ready
to perform an input action. Before going on we need the following definition,
involving message terms:

Definition 3 (Honest Message Terms). Supposing the following predicate
P, defined over message terms

true ifTr=MeM
true fl=xeV
P(T) =4 P(I") T ={T"}u
PI)APT) T =Ty, 1)
l false otherwise .

o messege term T is honest if and only if P(T) evals true.

Informally an honest message terms has no variables in key position, when the
term contains encrypted subterms. In fact we check if ¢, the local binding func-
tion, can be extended with a ¢’ J ¢ such that the input term 7'(T) is a message
M € K5(Wp), and in this case message M is added to the set of messages locally
known by the process instance (¢, P), while the local binding ¢ is substituted
with ¢'. If P(F(1")) was not true, an encrypted messages (e.g., {M}x) could be
decrypted, via pattern matching with a term (e.g., {a},) without knowing the
decryption key.

In addition it is worth to underline that, although KS{Wy) is generally
infinite, to check whether ¢'(T") € KS(Wq) is decidable {17]. Then the premises
of (A-INP) are decidable, even though the numnber of possible extentions of o
is generally infinite, which produces infinite branching in absence of limiting
strategies. The (A-QUT) rule describes what happens when a process instance
is ready to perform an output action. The output sends the message M = 5(7T),
that becomes part of the set of messages Wy known by the environment. Note
that if Z is a closed protocol, then &(7') is necessarily a ground message. Finally
(A-ASS) rule represents transitions related to a process assertion. The action
depicting tle assertion is visible in the transition system, but no message is
transmitted reflecting the fact that assertions are not communication actions.



Know(Q'(j)) = Know(G{})), V5 # &;
n 18 & new name

(A-NEW)

Know(G'(#)) = Know{G(i})) U {n},
{G, (i, (new m)P)) & {G7, (4, Pln/m])} where {

Wa = Know{G{0));

PHTY, 30 Do 8(T) = M € KS{Wg) g = Bind(G{{)}

(A-INP) : where ¢ Know({G'(Z}) = Know(G{i)) U {Ad},
(G, (4, a(T).BY) "8 (e, Py Know(g' (1)) = Know(G (7)), Vi # 4
Bind{g' (1)) = o
FlM =M = Bind(g(1)
{A-0UT) TS where { Enow(g'(i))( i) Kaow(G(i)) U { M}

(G, LE(T)PYy "~ G, (4, P))

BT)=M
i.a{M}

G, LafT).P)) =577 g, (i P))

(A-ASS) where ¢ = Bind(G{4))

(APLU,) G (6PN = (G, (4 PT)) (APLU,) 8 HQ) = (¢, (4, Q@)
(G, (i, P+ Q)) = (g, (1, P)) (G, (LP+aQ) S, (LQ)}
(A-PAR;) — G L PY = (¢, (i PY) (A-PARs) 9 (2 Q) & (¢, (,Q"))

G, P Ien 3o, &P | Q)

{A-MAT) #HT) = &(8)

(G PR S, G PQY)

where o = Bind(G{4))

(G, (i, [$1a TI.P)) 2 (g, (i, P))

Fig. 4. Trausition rules for process instances.

In the following we write LTY,, to indicate the class of labeled transition
systems defined by the rules in Figure 3 and Figure 4 and coming from closed
protocols.

3 BRUTUS Logic

The syntax of BRUTUS logic [8], is presented in Figure 5. Alphabet symbols are
the same of the calculus syntax: (1) a set M of messages, (2) a set A of labels,
(3) a set V of variables and (4) a set T of identifiers. In addition we have (5) a
set V; of process instance variables.

Alphabet symbals are used to build process instance terms 75, message terms
T, terms, atomic propositions and formulae that constitute the syntax of the
BRUTUS logic. We let s range over V,, pt over T, and mi range over 7p,.

A term t, can be: (a) name(pt), the name of the process instance pt, (b)
pt.nt the message term mt interpreted in the local state of the process instance
pt or (¢c) a ground message M € M.

An atomic propositions p, is: (a) Knows(pt,t}, which is a predicate on the
knowledge of the process instance pt of the term ¢; (b) Actsy(pt,t) which is a




M is # set of messages; A is a set of {abels;
T is a finite set of identifiers; V is a set of variables.
V, is a set of proc instance vars;

Fu=pl-flfinf
{3s.f | Opf formulae
p = Knows(pt, f)
| Actsy (pt,t) Ae AUAUVAU{T} atomic propositions
[t =1y
i n= name(pt) | pt.mi | M Me M terms
ptu=j4|s sEV,jET process-instance terms 7,
mt = M MeM message terms Tm
| TeVY
I (mtla mt2>
| {mtl }mtg

Fig. 5. The Syntax of the BRUTUS Logic

predicate on the action A, performed by pt, involving the term t; (c) t; = to,
which is an equality test over terms.

A formula f, can be any propositional logic formula, or the modal formula
¢pf, where the symbol ¢p is the modal operator eventually in its past mter-
pretation. The formula Js.f binds the process-instance variable s within the

formula f.
The interpretation of atomic propositions and formulae is defined over traces
T=goc Q1o gLt Gy Gy coming from a labeled transition system belonging

to LTS, where ¢; = {Gi, Z;), and g; ks, #:+1 is a possible transition from g;.
In other words a trace is the temporal structure over which the satisfiability of
a formula is checked. We start defining the interpretation of terms over a single
global state G.

Definition 4 (Message Term Interpretation). Given o global state G, and
o message term pt, the message term interpretation, is the function® M : Glob —
T — MU {L} given below:

M(G) (M) = M, where M € M
M(G) (j.mt) = F(mt), where ¢ = Bind(G{j})}
M(G){name(j5)) = p, where p = Name(G (7))

Informally, the interpretation of j.mt is the ground message obtained instanti-
ating all the variables appearing in mt, using the set of bindings of the process

¥ With Glob we intend the set of all global states.



instance whose identifier is 7. If not all the variables in m¢ can be instanti-
ated then j.mt is undefined; the interpretation of name(j) is the message which
represents the name of the process instance whose identifier is j.

Now we define the interpretation of atomic propositions and formulae over
a single state. We will write {r, ¢} = p to mean that the atomic proposition p
is satisfied on the state g; = (G;, Z;) of the trace 7. We will write (7, i) |= f to
say that formula f is satisfied on the state ¢;.

Definition 5 (Atomic Proposition Interpretation). Given o trace 7 = gy -
G1 1. Qn o gn, We have, for 1 <i<n:

(M @) Eti=ts iff MG ) (1) = M(Gy)(22)
{m, qi) = Knows(3, 1) ff M(G:)(t) € KS(Know(Gi(4)))
(m, @) = Actsy(4,8)  f ai = JA(M), where M = M(G:)(2)

Informally, the proposition t; = #s is true over the global state G;, where ¢; =
(Gi, Z;), if the interpretation of the two message terms over G;, is equal. We
remind from Section 2 that if at least one of the interpretation is undefined the
equality results false. The proposition Knows(j,t) is true, over the global state
Gi, where q; = {G;, Z,}, if and only if the interpretation of the term ¢ over a state
Gy, belongs to KS(W;), where W} is the set of messages in the local state of the
process identified with j. Finally the proposition Actsy(j,t) is true, over the
global state G;, where q; = {G;, Z;), if and only if the action a;, the transition
taken to enter in the current state, is j.A(M} where M is the message obtained
interpreting the term ¢ over G,.

Definition 6 (Formulae Interpretation). Given a formula f and a trace
T =Gy Q1 ... Qn-Gn, we hove that for 1 <i< n:

(ﬂ-a gi) ': £ ""ﬁ (ﬂ» Qi) P=p

(773 Qi> I= "‘f %ﬁ (TT, G'z‘) % .f

matEAANR O (ma)=Ff and (7, i) = fa

{rm, @) =3s.f  4f there evisis sp € T: {m, ¢} = flso/4]
(Wv qi) }= OPf ";ﬁ there exists j: 0< .7 <i: <7T= Qj> E= f

The obvious extension of satisfiability over a trace is defined as follows 7 |= f iff
{m, q;) = f,¥1:0 < i < length({n). Finally we have that a formula f is satisfied
over a model M of a SPID protocol, written M = f, if and only if f is satisfied
over all the traces of the model.

4 Intermezzo

In this section we present as an example the formalization in SPID, a simple
protocol. Then we will show how to express a security property using the BRU-
TUS logic, and provide some intuition on its satisfiability over the model of the
protocol.

As a protocol example let us consider the following key-exchange protocol
where two principals 4 and B and a trusted server S are involved:




Protocol 1 (Key Exchange)

1.4-85:4,B
2.5 - 4. {[(AB}KAss {A,I{AB}KBS
3.A- B {A;KAB}KBS

Informally, in the first step A sends to § a message composed of its name
and the name of B, With that message 4 intends to request & new session key
to communicate with B. The server S generates a fresh session key K4p and
encrypts two copies of it: one using the key K45, shared with 4, and the other
(where there is additional information about A’s identity) using the key Kgs,
shared with B. Then, S sends (step 2) both copies to A, which in turn forwards
(step 3) to B the message reserved to it. Once received, B can determine that
A wants to start a confidential communication with it, and retrieve the session
key it wants to use. One session of the protocol written in SPID appears as in
the following:

KE Y (Ko v v A wB)@S)(1, A)](2, B)1(3, )

A (A, BY ows ({21} ics0 s 11)) T ()0

B con({{4 22)}k,,) 0
S cos((4, BY).

(new Kop)Cas (({Kop . s ({4 Kop) },,))-0

The protocol specification shows three process instances, one for each process
running the protocol. Three different labels ¢qp, €qn a0d €, are used to distine
guish actions over the public channel, The two shared keys Kos and Ky, and
the names of participants 4, B and S are initially hidden to the environment.

In Figure 6 we have drawn an abstract representation of the labeled tran-
sition system, model of the protocol specification KE. In particular with tight
arrows and with [A], we have given a compact representation of an infinite class
of transitions and the related actions, caused by receiving different messages
from the environment’s synthesis. Consequently with [g] we have indicated the
infinite set of states reached by [A]. Finally with [\ and dashed arrows we have
represented the infinite class of transitions outgoing from [q] states.

In Figure 7 we have reported a table contained detailed information about
most significant states of the transition system (the ones circled in Figure 6}. In
the first column state names g are reported, in the second the arrays representing
the global states G (each element of the array lays in a different row), and finally
in the third column the fragment of the calculus Z representing the protocol
evolution.

BRUTUS logic can be used to express security properties, for example the
following authenticity property:
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In the following Wi = {A, B, 8, Kus}, Wo = {4, B, 8, K»,} and Wi = {4, B, S, K5, K3 }.
[Z

g ¢
(jz a L) a (VKoo (¥ Ee,)(vA) (v B) (¢S]
%0 (o = EB Wy, 1) %o = o, By
(S, W3, Ky}, 1) i3, 8
EfA) X{fVAJﬁ)}”L) Cas{ ({21} 1000 1)) Tt (91)-0
@ 9= 5wy 1 = ||(2, B}
(5, Ws, 1) (3, &)
e cor ({1 om0 T (500 0
g2 |Ga = (B'WI’L) Zy = ||(2,B) .
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Fig. 7. Details of the LTS.




“ b, Ja. name(d) = B A name(a) = 4 A (1)

ACtsCaa (b’ {(‘4; -T?)}Kas) —+ OPA-CtSEIE'(any) A
a.py = b{(A’ xﬂ)}Kﬂs

Informally the formula (1) says that whenever a process instance, of the prin-
cipal B, receives the message {{4,z2)}x,s then there exists a process instance,
of principal A, which has previously sent a message y1 to B, and y; is exactly
the same message {(A4, 2)}xy, which B has received. The satisfiability of the
formula (1) is checked over the labeled transition system in Figure 6. In this case
the formula is not satisfied. In fact, is easy to check that on trace ¢o - A1 ... Y,
for example, process B receives the message before A sends it, proving that the

environment has maliciously assumed A’s identity.
¥ ¥,

5 Model Checking

As we have seen in Section 2, the use of KS generally creates an infinite amount
of input transitions. This is due to the possibility of processes to receive in input
one of the infinite amount of messages composed by the environment, among
which there would be the message able to break protocol security.

Anyway because our purpose is to define a mode! checking environment for
SPID, it is we necessarily need to bound the number of messages the environment
can synthesize, in order to have finite SPID protocol models, In this Section we
will foliow a very simple idea. In particular we introduce a bounded definition of
knowledge, we call bound synthesis, written K84 (W }. Informally the K5 {d) (1)
is composed only of those messages in KS(W) of depth d, where the depth of a
message can be the following:

Definition 7 (Depth of a Message). Let M be ¢ message. The depth of M,
Type(A ), is defined on the structure of M as follows:

L. Type(m) =1
2. Type({M}n) = Type(M)+ Type(N)
3. Type({M, N}) = Type(M} + Type(N).

Il

Using the depth of Definition 7 we can formalize the bound synthesis as
follows:

Definition 8 (Bounded Synthesis). Let W C M be a finite set of messages,
and d a positive integer. Then KS'Y : M — M, called the d-synthesis is a
Junction from message sefs fo message sets, such that:

KS'(W) = {M € KS(W) : Type(M) = d}

About bound synthesis the following results hold:



Lemma 1. Let W a finite set of messages. Then for every d > 0, KS (W) is
o finite set.

Theorem 1. Let W be finite. Given a message M, the question M € KS§ (d)(W)
con be answered in time O(|KA(W)| Type(M)), where KA{(W) is the finite set of
messages that can be inferred from W using only shrinking rules (see Figure 2).

Proof, We can compute the Type(M) in linear time in the size of M. If Type (M) #
d then M ¢ KS'Y(W) and we have finished. Otherwise Type{M) = d and we
know from [7] that M € K$(W) can be answered in time O(| KA(W)|- Type (M)).

By using kS, for some d > 0, instead of K, the rule (A-IN) of Figure 4,
can be redefined and the models for each SPID protocol so obtained are finite.
We will cail R¥ the new set of transition rules using the bound synthesis.

The model checker is implemented by Algorithm 1, a simple procedure which
visits the [abeled transition system in a depth first mode. As parameters the
algorithm requires a close protocol Z, the formula f to be checked, and an integer
d > 0 used to define transitions R¥. Informally Algorithm 1 uses two stacks: S4
and Sz, The former is used for implementing a depth first visit of the transition
system, and it contains enabled transitions; the latter is used for storing prefixes
of traces. In particular during the depth first traversal of transitions, prefixes
g0 @1 ay - g; are built and the satisfiability of the formula f is checked over
the state g; using the satisfiability relation defined in Section 3.

The procedure stops with a counterexample if f is discovered to be unsat-
isfied in some ¢;. Algorithm 1 has time complexity O(|V |- (If] + |[KA(Waz )| -
| Type (Mrmaq )])) where |V] is the number of states of the transition system,
If| is the length of formula f, Wi is the greatest Wao and Mg, is the
longest message used within the protocol. In fact the main loop is executed
[V| times, and within & loop |f| time is required to check the satisfability, or
[ KA(Wmaz ) - | Type(Minqy )| 2re in the worst case the possible enabled transi-
tions,

It is worth to underline that use of K5¥ limits the number of traces of the
model to a finite number, and as a consequence a formula which results to be un-
satisfied is obviously unsatisfied over the general infinite branching model LTS .
On the contrary nothing can be said when a formula results to be satisfied.

6 Conclusions

In this paper we have presented a model checking environment for a spi-calculus
dialect, called SPID. In SPID, a protocol is described as a parallel composition of
a finite number of process instances, each representing a finite-hehaviored agent
running the protocol. More run a protocol can be described by instantiating
more copies of each agent.

The SPID calculus has been provided with an operational semantics based on
labeled transition systems (LTS), where the intruder is described in the Dolev-
Yao style, that is by assuming the presence of an implicit environment which



Algorithm I Model Checking {Z a closed protocol, f formula, d > 0)

25
26:
27:
28:
29

go = {Go, Zo) {initial state, see Definition 2}
84 + 0 {an empty stack for containing transitions}
Sir + 0 {an empty stack containing actions and states {i.e., prefix of traces)}

: push(e - go,Snr) {Here ¢ is used just for consistence}
: Vg, mark(g) + false {set all states not marked (mark is an attribute of g).}
! repeat

-g + head(8yr) {retrieve the element in the top of the stack (only ¢ is important}
if not mark(q) then {if g has not visited yet}
markig) + true {mark it}
if (S, ) ¥~ f then {if f is not satisfied over ¢ along trace Si (Def. 6}
return false, Sy {return counterexample}
else {f is satisfled}
A+ {a:a is an enabled transition from state g w.r.t. R}
if A= 0 then {no transition is possible}
pop(Sn) {delete head element o - g from trace stack (i.e., backtrack)}
else
Ya € A, push{a, 8§1) {push the enabled transition into S4}
end if
end if
end if
if S4 # 0 then {if some transition remains}
@ + pop(84) {retrieve next transition (i.e., depth first search)}
let g’ : ¢ = ¢’ inpush(o - ¢', 87)
g+ ¢
else
pop(Sn) {backtrack}
end if
until &g = @ {all states have been visited}
return true




has control over the net and which is able to compose new messages, by pairing,
splitting, decryption and encryption, starting from the ones passing through the
net. As a consequence any communication happens via the environment-intruder,
which plays as a dynamic pool of messages: when a process sends a message this
becomes part of the environment, and when a process receives a messages this
is retrieved from: the ones the enviromment can generate.

The presence of an intruder that synthesizes an infinite amount of messages
during receiving actions of processes, makes our LTS infinite branching even if all
processes have a finite behavior. In fact, infinite transitions arise when a process
instance tries to receive a message among the infinite ones the environment can
generate.

The LTS coming from SPID protocols are also the models over which the
satisfiability of a linear time temporal logic, we called BRUTUS logic, has been
defined. Using the BRUTUS logic, defined by Clarke, Jha and Marrero in their
BRUTUS model checker for security protocols, it is possible to express secrecy,
integrity, authenticity properties, some weak form of snonymity and general
safety properties. Defining the satisfability over these LTS, models of SPID
protocols, is the mein contribution of this paper.

Anyway, in order to provide an effective model checker procedure, possible
only over finite, or finite state, we need some useful and limiting strategy. In
this paper, as a first solution, we have chosen to modify the rule defining input
transitions by imposing that the length of messages built by the intruder was
fixed a priori. In other words the model checker algorithm takes as parameters, in
addition to a closed protocol P and & BRUTUS formula §, an integer parameter
d > 0, and in the an on-the-fly generation of the model for P, no messages of
length greater than d are considered when expanding input transitions.

In this way, because the set of traces of the bound LTS is obviously a subset
of the set of traces of the general LTS, an attack found over a finite model is an
attack over the infinite model of a protocol. In practice, this simple strategy is
sufficient for finding most common flaws, as previous works shown {e.g., see [9]).
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