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Abstract dealing with simple system components, becomes hard to
achieve when complex functionalities are introduced, Whic
With reference to the European project CAUTION++, have to cope with a variety of external and internal sys-
this paper addresses dependability analysis of the CAU-tem behaviors. For these reasons, the CAUTION++ project
TION++ architecture, specifically focusing on the instance has promoted model-based evaluation, aiming at assessing
chosen for the demonstrator involving GSM/GPRS and dependability attributes of the architecture under dgwelo
WLAN network technologies. The emphasis is on compo-inent. Given the hierarchical structure of the system com-
nents correctness and reliability issues, which unavdiglab ponents (ITMU, RMU and GMU), a hierarchical and mod-
need to be addressed to some extent to cope with malfuncular modeling methodology has been defined to efficiently
tions in such complex environment. We apply a modelling cope with the system complexity. This methodology, based
technigue based on Petri nets in order to model and ana- on an extension of the Petri net formalism and already pre-
lyze the behavior of the chosen CAUTION++ instance. The sented in [3], will be briefly recalled later on. To bettefdai
utility of such study consists in a deep understanding of thethe proposed methodology to the CAUTION++ project and
impact of the correctness of the single architecture’s com- demonstrate its efficacy in the related context, in this pa-
ponents on the overall dependability of the CAUTION++ per we consider a specific architecture’s instance invglvin
system, as well as the impact of fault tolerance measuresGSM/GPRS and WLAN network technologies deployed by
introduced to enhance system correctness. two distinct operators, which is actually one of the demon-
strators chosen by the consortium to show the project’s re-
sults. The utility of our study mainly consists in a deep
1 Introduction understanding of the impact of the correctness of the sin-
gle architecture’s components on the overall dependgbilit
of the CAUTION++ system, as well as the impact of fault

The challenge of resource management and mobility {gjerance measures, introduced to enhance system correct-
support, especially in multiple radio environments as pur- oqq

sued by the IST-2001-38229 CAUTION++ [4], unavoidably  the rest of this paper is organized as follows. Section 2

results in a higher system complexity that deserves spe-,resents the CAUTION++ instance considered in the anal-

cial attention. In fact, CAUTION++ aims at developing a yqjs  section 3 briefly introduces the adopted modeling
novel, low cost, flexible, highly efficient and scalable sys- methodology. In Section 4 the models set-up for the se-

tem able to be utilized by mobile operators to increase the |, taq CAUTION++ instance are discussed. while the re-

performance of all network segments. To pursue such goal,g i of the numerical evaluation are provided in Section 5.
proper system components are developed to handle 9€Nelinally, conclusions are in Section 6

ated alarms through a set of RRM (Radio Resource Man-

agement) techniques, to be applied where needed. The im- .

plication is that issues concerning the dependability fi] o 2 The analyzed CAUTION++ instance

the components/mechanisms composing the resource man-

agement architecture need to be addressed to some ex- In order to provide a solid proof of the CAUTION++
tent. In fact, behavior correctness, reasonably attaifexhw  concepts, a few demonstrations have been planned as part of



the project’s technical activity, consisting of trials asichu- possible from the very early phases of the design process,
lations. Specifically, trials are devised to prove someaeen in order to justifiably trust the identified solutions and to
ios of system utilization, whereas simulations are devtied make appropriate choices among several possible alterna-
examine some other scenarios which cannot be made availtives. Model-based validation is promoted inside the CAU-
able within the scope of the CAUTION++ project. The de- TION++ framework to contribute to this purpose.
pendability analysis we carry onin this paper focusesonthe  To cope with system complexity, we resorted to a mod-
trial performed by the two partners NTUA and COSMOTE, ular and hierarchical modeling methodology, following a
having the objective of evaluating monitoring and radio re- top-down approach. First, an “abstract model” is defined,
source management for WLAN and GPRS networks. In where the high level behavior of the overall system is cap-
this trial, the CAUTION++ system is exploited to manage tured. From this abstract model, we perform a decompo-
both vertical handover between WLAN and GPRS, as well sition in more elementary but more “detailed sub models”.
as roaming between operators. Then the model solution is carried out in a bottom-up fash-
From the point of view of system composition, Figure 1 ion, from the detailed models solution to the overall system
depicts the components included in such trial. Three oper-solution through the abstract model. This methodology is
ators are involved, Op1, Op2 and Op3, with Op1 and Op3 deeply described in [3].
managing a WLAN network only, and Op2 managing both  In accordance with this methodology, an "abstract” and
a GPRS and a WLAN network. From the point of view of a "detailed” models are associated with each ITMU, RMU,
CAUTION++ components employed in this instance, each and GMU. The detailed models take into account the de-
network segment has its own ITMU (Interface Traffic Mon- tailed internal behavior of the component (e.g., of its sub-
itoring Unit) and RMU (Resource Management Unit) which components and of the fault tolerance mechanisms included
allow to monitor and manage the attached network, respec-in, as discussed in the next subsection). The resolution of
tively. Within each operator network, a GMU (Global Man- such detailed model allows to determine the four proba-
agement Unit) is necessary to perform a global optimiza- bilities of correct/incorrect emission and correct/ireat
tion. In fact, different GMUs cooperate to optimize among omission. Through the composition of the single “abstract”
different operators. Therefore, this CAUTION++ instance models, the model of the overall system is obtained, simple
includes 4 ITMU, 4 RMU and 3 GMU, connected as shown enough to be solved through an analytical approach. Note
in the Figure. that in our context the flow of computation moves from
the ITMU to the RMU and finally to the GMU. Therefore,
the model solution of a certain component in this chain de-

R R termines the probabilities of correct/incorrect input floe
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tions

\ \ 3.1 Components behavior and modeling assump-

T In order to set up the detailed models, a characterization
? of the system components from the dependability point of

view is necessary, briefly outlined in the following.

G

) « Each CAUTION++ element (ITMU, RMU, GMU) can
be either correctly working or wrongly working.

e Each CAUTION++ element (ITMU, RMU, GMU)

Figure 1. Trial Configuration is composed by three main elements: the Applica-
tion Software (AS), the Operating System (OS), and
the Hardware (HW). While the OS and the HW are
off-the-shelf components, having dependability figures
typically provided by manufactures, the Application
Software is the software specifically implemented for

The CAUTION++ architecture should allow putting in CAUTION++. In turn, the AS, OS, and HW can be
place correctly the identified Resource Management Tech- either correctly working or wrongly working.
niques, hopefully despite the occurrence of faults. Ththes, t
design of the CAUTION++ architecture necessitates valida- e Atthe end of its computation, each CAUTION++ com-
tion and verification activities to be performed as soon as ponent can emit an output or not. More precisely, the

3 Outline of the modeling methodology



possible output can be either correct/incorrect emis- are briefly outlined. First, the measures of interest are de-
sion or correct/incorrect omission. scribed, since they influence the definition of the system

. . : models.
e Fault tolerance mechanisms are in place in each sys-

tem component, in order to improve the dependability 41 Measures of Interest
of the components themselves and limit the error prop-
agation between interacting elements. They are inter-
face checks (to detect errors at input/output level), di-
agnosis and repair mechanisms. Their ability to work
properly depends on their respective coverage.

The main dependability requirement of CAUTION++ is
that it should avoid taking wrong decisions, thus acting
worse than doing nothing. Particularly, an omission fail-
ure (that is the system does not provide any output when, if

In addition, a set of assumptions has been identified with correct, it would have emitted one) can be tolerated, since
the aim of enhancing simplicity and clarity (essential to it leads to no benefit from CAUTION++. Emission failure
keep the whole modeling activity under control), still cap- instead (that is, an incorrect output is emitted) can lead th
turing the relevant phenomena which impact the measuressystem to act worse than doing nothing, and therefore ac-
under analysis (essential to the practical usefulnesseof th tions would be required to prevent such failure mode. We
evaluation effort). The complete list is in [3]; here we omit have identified the following indicators as significant mea-
those strictly related with details of the models not shown sures to evaluate the dependability of the CAUTION++ ar-

in this paper. chitecture. They are:
e The input to the detailed model may be either correct o The probability of incorrect emission at level of the
with probability« or incorrect with probability le. GMU employed by a certain operator;

e Each CAUTION++ element (ITMU, RMU, GMU) can e Mean Time to Failure of the GMU employed by a cer-
generate by itself spurious outputs (that is, outputs not tain operator:

triggered by an external input; it is a manifestation of a
fault in the component). Spurious outputs are indepen- e Reliability of the whole system(with contributions
dent from outputs generated by real inputs and follow from all the present GMUs).

an exponential distribution with ratef T BF' A. . .
P They show suitable measures to evaluate the ability of

e The coverage of the Input interface checks is given by CAUTION++ in fulfiling the general dependability re-
the probabilityinputCoverageWhen Output interface  quirement of not undertaking wrong reconfiguration ac-
checks are considered, the detection of an erroneougions.
output leads to an output omission (correct or incor-
rect, depending from the inputs originating it and/or 4.2 Detailed and abstract models
the correctness of the component’s status) with proba-
bility outputCoverage In accordance with the proposed methodology, the start-

e An undetected error sooner or later propagates and re—?ng point is the definition of an “_ab“stract" m”odel for_each
veals itself. involved qom_ponent. The generic abstrac_t model is rep-

resented in Figure 2, using the SAN formalism [5].

e Arepair of the OS may allow detecting an undetected It is valid for ITMU, RMU and GMU. The input gate
error at the AS level (e.g. as consequence of re- glnputX allows handling the input of the component (both
booting). In this case, a possibly undetected erroneousthe correct and incorrect input), transititambdaX fires
state of the AS becomes detected. with a rate given by the rate of messages in input to compo-

_ _ nentX. Possibly, an output is produced, which can be ei-

* A repair of the HW may allow detecting an undetected ther correctly emitted (a token is moved in pla@arrect X),
error either at the AS or OS level (because ofnecessaryOr incorrectly emitted (a token is moved in plaGor-

system reboot - no hot-pluggable redundancy is envi- rupted.X), or correctly omitted (a token is moved in place

sio?ed):trlln thlfstﬁas:éa pgsssﬂ‘z)ly undete(;:ttted ?raoneousf\loOutCorLX) or incorrectly omitted (a token is moved in
state (either of the or OS) becomes detected. placeNoOutincortX).

. To obtain the parameters of each abstract model, the cor-

4 Sketch of the models derived for the se- responding detailed models have to be set-up and solved.
lected CAUTION++ instance Therefore, a detailed model is built for each involved
component. Since ITMU, RMU and GMU employ the

In this Section, the models derived for the analysis of same subcomponents (HW, OS and AS, plus fault tolerance

the selected CAUTION++ instance (depicted in Figure 1) mechanisms, as already discussed), the detailed model is
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Figure 2. Generic Abstract Submodels
Figure 4 shows the overall model for analyzing the CAU-

. .. TION++ behavior at a single GMU decision level (e.g., to
almost the same for all of them. The o_nly dlffere_nce 1SN evaluate the probability of correctness of a reconfigunatio
t_he values of thew paramefcers (as explalr_1ed Iate_r in the sec yacision issued by a GMU). Thanks to the above assump-
tion on numerical evaluation). A generic detailed model tions, the evaluation of the whole CAUTION++ instance is

is obtained by composing the gen_eric detailed models foreasily obtained by mathematically combining the evalua-
the comp_onents subcomponents (i.e., HW, OS and AS)_ 0-tions at single GMU level, in accordance with the specific
gether with the dynamics of the error and fault detection ., .,sure under analysis.

mechanisms employed. The presentation of this model is
omitted for brevity (refer [3] for a complete exposition); .
here only the generic detailed model for the subcomponent®  Evaluation results
Y (where Y maybe AS, OS or HW) is sketched in Figure 3.
The preceding models have been numerically solved us-
ing the analytical solver provided by the Mobius tool (see

" " Downia [2]). Since all the timed transitions are exponentially-dis
. -‘=|. tributed and the state space dimension of the models was
Y_UE\I ¥ _toDown noDet not _hu_ge, it was possible to pursue an analytica_l solut_ion
I achieving more accurate results than through simulation.
v det Y _DownDet Given the nature of the measures of interest, we resorted

to a steady-state analysis for all models.

Figure 3. Detailed Model for AS, OS, and HW
5.1 Settings for the Numerical Evaluation

A token in placeY_Up indicates thatY is work-
ing correctly. The firing of transitiorY_toDown models The developed models have a number of internal param-
its failure: this failure can be detected (a token moves eters, to which values have to be assigned_ For many of
in the placeY-DownDe} or not (a token moves in the them, reference values from manufactures or previous stud-
place Y_.DownNoDe} with probabilitiesAS Coverageand jes in the literature are available. For others, mainly ¢hos
1-ASCoverage respectively AS Coveragerepresents the  concerning the components to be developed in the CAU-
coverage of the error detection mechanisms implementedr|ON++ framework, this is not true and the choice of ap-
in the Application Software). An undetected failure can propriate values is more critical. Therefore, for such-crit
be revealed after a while, e.g. through repair mechanismsical parameters, a range of values is experimented in the
applied at OS or HW level; the firing of transitioidet  analysis, to determine the impact of such variations on the
indicates such failure detection. A detected failure isithe analyzed dependability figures (sensitivity analysis)hl@a
recovered by means of the transitigmepair. 1 lists the varying parameters, and the range of values as-

The overall model for the CAUTION++ instance under signed to them in the analysis. The extensi¥nmakes the
analySiS has been determined under the fOlIOWing aSSUmpparameter’S name generiC, and need to be proper|y substi-
tions: tuted by ITMU, RMU, GMU to indicate the parameters of
the corresponding component. Since the models have been
just sketched in this paper, details of the involved param-
eters would be very difficult to understand. For them, the
e The RMUs and the GMUs process the incoming input same values used in [3] have been applied.

e Messages coming from different ITMUs and RMUs
are indistinguishable.



Parameter | Range | failure probability, significant benefits are achieved gsin

QITMU 0.90- 0.999 the Interface Checks, since more incorrect messages are de-
QRMU from ITMU tected and no output is produced in these cases.
aGMU from RMU
MTBA_ITMU 2- 48(hours) e = 0.0, MTBA = 12
MTBA _RMU from ITMU 024 e
\b\.‘\‘
MTBA _GMU from RMU 022 1
InputCoveragexX 0.00-1.00 '
OutputCoveragéX 0.00 - 1.00 R JoCov =098 o |
AS_CoverageX 0.70 - 0.999 g o018r Amuy=1IOCOV=0.78 e
MTBFA_X 198 - 2000(hours & o016t 1
'E 0.14 | g
Table 1. Varying Model Parameters and their E onal |
values g
5 0.1 b
= o008} .
0.06 & " i
In the table: %70 080 090 0.999

arryvu, arvo andagap are the probabilities that the ASCov

input provided to ITMU, RMU and GMU, respectively, is
correct;

MTBA _ITMU, MTBA _RMU and MTBA_GMU are the
mean time between two inputs to ITMU, RMU and GMU,

respectively (in the case of ITMU, it is the mean time be-  Figure 6 and figure 7 are plotted at varying values of the
tween two external inputs for which ITMU generates an Mean Time Between Alarms and the Mean Time between

Figure 5. Incorrect Emission Probability re-
lated to Operators 1 and 3

alarm to RMU); spurious outputs, and setting to 0.98 the probability thet t
MTBFA _X is the mean time between two spurious out- input to ITMU is correct. Not surprisingly, all the curves
puts emitted by a generic component X ; follow an increasing trend. Note that the time to an incarrec
InputCoverageX is the coverage of the error detection emission is sigificantly different for Operator 1 (or Operat
checks at input interface; 3) and Operator 2.
OutputCoverag« is the coverage of the error detection
checks at output interface; Ay = 0.98, ASCov = 0.90, I0Cov = 0.75
AS_CoverageX is the coverage of the application soft- 1800 ‘ ‘ MTBFA S T8 e
ware checks. 1600 - T T o .

MTBFA = 2000h v
1400 + i

5.2 Numerical Evaluation

1200 B
1000 - 4
In this section, we present and discuss the results ob- S
tained.

To keep the notation as much light as possible, in the
figures I/OCov is the coverage of the input and output inter-
face (which is the same for ITMU, RMU and GMU), AS-
Cov is the coverage of the application software (again, it is 0 ‘ ‘ ‘
the same for ITMU, RMU and GMU). 2 12 MTBZ:(hours) % 48

Figure 5 shows the probability of incorrect emission of
the GMU managed by Operatorl (it is actually the same for Figure 6. Mean Time To Incorrect Emission
Operator3 also), at varying values of the coverage of the I/O 5, Operator 1 or Operator 3
Interface Checks and the coverage of the Application Soft-
ware. The probability of incorrect emission decreases as
the probability of coverage of the 1/O Interface Checks in-  The last figure shows the reliability of the Trial system at
creases; instead, it is not influenced by As Coverage. Look-varying the observation time. It has been obtained by fixing
ing at the two overlapping curves in the figure, it can be the Mean Time Between Alarms to 12 hours and the prob-
observed that the impact of the correctness of the input toability of correct input to ITMU to 0.98. The varying pa-
ITMU is not relevant. Therefore concerning the emission rameter is the MTBA. The Reliability of the system quickly

800 kT 7
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Figure 8. Reliability of the Trial system

decreases at lower values of MTBA. In the figure, also an
"extreme case” curve is plotted, obtained considering to-
tally correct the external input to the ITMU, and assuming a
very high coverage (0.99) for all the employed error detec-
tion mechanisms. The idea was to understand how would b
the reliability of the CAUTION++ instance, in case a highly

robust implementation of the CAUTION++ components is

841

ology has been adopted, both at level of models represen-
tation and at level of models solution. This methodology
is especially effective to cope with system complexity and
state space explosion problem. In accordance with basic de-
pendability requirements stated in CAUTION++, the eval-
uated dependability indicators have been the probability o
an incorrect output emission, the Mean Time to Failure of a
GMU component and the reliability of the whole instance.
We resorted to an analytical solution, using the automatic
Mobius tool. The obtained results allow to understand the
impact of several factors contributing to the dependabilit
of the single CAUTION++ components on the overall sys-
tem instance. This study can therefore be useful to guide
implementation choices addressing dependability, by pro-
viding comparative quantitative assessment of possible al
ternatives.
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