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Abstract conditions. In fact, to resort to off-line analysis and pre-

plan reconfiguration strategies is practically feasiblly om

Performability is widely recognized to be a highly rep- presence of a limited and well defined in advance number
resentative metric of the dependability and Quality of Ser- of situations requiring the application of a new reconfigura
vice of a system. The today complex networked systemgon policy in the system; i.e., for simple embedded systems
show complex interdependencies with profound impact onUnfortunately, especially for complex open systems, such
the quality of services provided. In addition, adaptivify o a complete knowledge is not available, and situations may
the system architecture and configuration with respect to occur for which a satisfactory reaction has not been fore-
unforeseen changes that can occur at run-time becomes onéeen in advance. Therefore, the need of dynamically devis-
of the most challenging aspects. This document describedng an appropriate answer to variations of the system and/or
the experience made by the authors on the dynamic manageenvironment characteristics in order to achieve the deésire
ment of performability driven reconfigurations, illustest  level of performability and more generally dependability
the authors vision of open problems and next challenges,raises up. Consequently, on-line analysis is also required

and finally mentions the future work we will be doing in to help realizing on-line system reconfiguration. Of course
such context. although appealing, the online solution shows a number of

challenging problems requiring substantial investigatio
In the next section, we shortly report on our experience
) in tackling the problem of dynamic system management,
1. Introduction including dynamic reconfiguration supported by on-line
performability, dependability and QoS assessment. Next,
Performability is widely recognized to be a highly rep- some identified challenges in the on-line analysis of system
resentative metric of the dependability and Quality of Ser- through the model-based approach are briefly discussed.
vice of a system. Therefore, modeling and evaluation of
performability are increasingly pursued as a major meanto2 Prior experience
assess the goodness of a system and/or to compare different
architectural solutions at system design time. Today, in-  Preliminary studies on dynamic system reconfiguration,
formation infrastructures are very complex networked sys- assisted by on-line dependability and QoS assessment, have
tems where interdependencies among the several compobeen carried on by our research group in the last few
nents play a relevant role in the quality of services they years. Our vision is to equip the system architecture with
provide. In addition, in such system organization, adap- a “dependability manager” subsystem, which continuously
tivity of the system architecture with respect to unforesee supervises the controlled system and environment, ready
changes that can occur at run-time becomes one of the mosio identify and apply reconfiguration policies at run-time.
challenging aspects. Apart from natural system’s evofytio - The architectural definition of such a general dependgbilit
many other sources of variability are possible, such as themanager needs to include an evaluation subsystem to pro-
occurrence of fault patterns different from those foreseenvide quantitative comparison among several possible recon
at design time, or the change of application’s dependsbilit figuration strategies. Model-based evaluation approaches
requirements during the operational lifetime. To cope with are very suited to this purpose. Also, simple but effective
unpredictability of events, approaches based on on-lige sy performability indicators have to be defined, as a synthesis
tem reconfiguration are necessary/desirable. of a set of “alarming symptoms” detectable by specialized
Such a dynamic framework poses new challenges alsomonitoring entities. When critical values are assumed by
on the methods to analyze and evaluate dependability andsuch performability indicators, a reconfiguration actien i
QoS indicators, in order to identify the “best” reconfigura- triggered. The model solution helps to devise the most ap-
tion in response to changes in system and/or environmenpropriate configuration and behavior to face the actual situ



ation. For example, through model solution the dependabil-the composition of the building blocks is a very difficult and
ity of a new architecture of the system obtained by rearrang-crucial aspect; it strictly depends on the specificity ofahe

ing the remaining resources after a fault, or some performa-plication at hand, and our example was simple enough to be
bility indicator to carry out cost-benefit tradeoff choices managed. In general, the identification of appropriate com-
be evaluated. positional rules to dynamically build up the overall system

Some early ideas on dynamic management of system reInodel, of the criteria to base the reconfiguration selection
sources have been developed in [3], where an optimal taskProcess on and, primarily, of the necessary features to man-
admission policy for real-time fault tolerant systems has age the complexity of the model solution in order to make
been proposed, based on a performability-like index, and it the on-line evaluation a feasible approach, are in our view
dynamic usage by the system planner is discussed. There2mong the most challenging problems still under investiga-
a “reflective” behavior of the planner is advocated, to al- tions.
low computing the “optimal admission vector” on line, for ~In order to properly support our vision of dynamic mod-
systems subject to highly dynamic workload. eling and solution of models for performability driven re-

In [5], preliminary investigations have been conducted configurations, model representation and modellsol_ution
on a learning approach to perform database maintenanc pproaches needed to be enhanced. Our contribution to

to dynamically adapt the maintenance policy at varying avor efficient on-line operation of stochastic evaluation

database and environmental parameter values leading to sé:-"‘_‘g tl)e (fj(_)und n (54]' where h|erarch|cz_al modeling hﬁs bzenl
lect, in each time period, the best maintenance policy avail WIde!y discussed as a very appropriate approach to dea

able. In the proposed approach, an intelligent softwareWith dependgbility analysis of crit_ical complex systems. |
agent acts as an audit manager, which learns to select a Pl. a modeling methodology _Wh'Ch explqlts the_ power of
optimal action among defined relevant actions, by interact- 1€ class of M_arkov regenerative stochastic Petri net n&;odel_
ing with both an evaluation tool, used to predict a reward for phased-mssmn sys_tems_has be_en proposed. By (_epr0|t-
from a given state defined by a configuration of the rele- N9 the techniques avaﬂaple in the literature for the_aanaly
vant parameters, and the real environment, the behavior oiof the Markov Regenerative Processes, an analytical solu-

which is sensitive to different configurations of the relava tion technique with a low computational complexity was de-
parameters. Then, this intelligent software agent is éin rived. These theoretical results have then been implerdente

on-line, using reinforcement Q-Learning, to learn the op- in the tool DEEM, specialized for the dependability anadysi

timal maintenance policy to maximize the reward gained °f Phased-mission systems [2]. _
from the system. Hierarchical model representation and model solution

h It with i h li hodol-
In [10], a methodology and a framework for fault tol- ave been dealt with in [8], where a modeling methodo

LT o ogy for hierarchical control systems has been proposed, and
erance provision in distributed applications have been pre . 9y y brop

. . its application shown on a resource management system for
sented. The approach is based on monitoring the managed, pp g y

o ) X ireless networks. By exploiting the characteristics @& th
application to detect failures at component and Operatmgspecific but well representative, addressed class ofragste
system level, and on using dynamic reconfiguration for er- ’ ;

dlor f intaining th tom i i the derived modeling methodology, mainly based on “ab-
ror recovery andior for maintaining the system In a certan g o» 4 “detailed” models of the system components, is
desirable state. The framework is enriched with a model

basedDecision Maker which decides th di not only directed to build models in a compositional way,
asedbecision Makerwhich decides the r_nos_t rewarding - pyt it also includes some capabilities to reduce their solu-
new reconfiguration for the managed application.

_ . _ tion complexity.
Therefore, how to reconfigure the system is decided at
run time, following a set of pre-specified reconfiguration

policies. The decision process is performed by using 0n|ine3 Major challenges in on-line modeling and

evaluation of a stochastic dependability model which rep-  €valuation
resents the whole system. Such modeling activity depends
on the specified policy, on the requirements of the appli- As already mentioned, most of the new challenges in

cation and on the system status at reconfiguration time. Independability and QoS modelling and evaltuation are con-
order to represent the topology of the managed application,nected with the increasing complexity and dynamicity of
which may change dynamically, the model is created at runthe systems under analysis. Such complexity needs to be
time by assembling a set of sub—models (building blocks). attacked both from the point of view of system representa-
Before the evaluation, these sub—models are opportunely intion and of the underlying model solution. On the basis of
stantiated to represent the single parts of the system ésich our previous experience and of some related papers in the
components, hosts and connectors) and initialized with in- literature (e.g., [7, 1, 6], just to mention a few), some éssu
formation collected at run time. A simple example was also and directions to go are discussed in the following.
provided, to illustrate how the framework works. Models A general modeling framework, not tied to a specific ap-
building blocks have been specifically set up for the compo- plication but flexible enough to be easily adapted to differ-
nents of the chosen system example, and how they are coment problems is a key challenge to address. In particular,
bined on-line and solved to represent the system reconfig-a methodology has to be defined, allowing to identify sys-
uration strategy under evaluation is also shown. Of course,tematically the input parameters of a performability dnive



dynamic manager, the metrics of interest and the criteria to ent types of components in the system. All these build-
base the decision on. These are very challenging issues, es-  ing blocks can be used as a pool of templates,
pecially the last one, which is an instance of the well known . ) ) )
and long studied problem of multiple-criteria decision mak ~ ® 0 automatically instantiate an appropriate model, one
ing. for each component, from these templates, and

To promote efficiency in on-line modeling and solution,
the basic idea is to build simplified (but still meaningful)
models of the system to be controlled. The model simplic-
ity in such a context is dictated by the need to solve the
model dynamically as quickly as possible, in order to take
appropriate decisions online. Too complex systems, in fact

would require too high computation time, thus defeating the Different modeling technigues and models solution can

effectiveness of the solution itself. In the following, sem ; . g .
. ; e ) . _be considered and integrated to pursue efficient on-line per
open issues are identified, which need to be adequately in-

. ; . X . formability modeling and evaluation. In fact, efficiency is
vestigated in order to come out with satisfactory solutions . ;
. . . .. the topmost aspect to make the approach feasible on-line.
to make on-line modeling and evaluation of dependability

. . . . Therefore, in accordance with a modular and hierarchical
attributes (e.g., performability) affordable in practice -, e .
decomposition/composition of the system under analysis
as already discussed in the previous subsection, the for-
malisms to be used to represent different modules and the
relative solution techniques should be cautiously chosen s
as to enhance, namely under the efficiency aspect, the over-
all modeling and evaluation process. E.g., simple but effi-

e atagiven hierarchical level, to automatically link them
together (by means of a set of rules which are applica-
tion dependent), thus defining the overall model.

3.2 Multi-formalism integration

3.1 State-space explosion and ways to cope with it

The state space explosion is a well known problem in
model-based dependability analysis, which strongly Bmit
the applllcgblllty of this method to large complex_systems, cient formalisms, like combinatorial ones, should be priv-
or heavily impacts on the accuracy of the evaluation results

h implifyi i d dv o thi ileged whenever possible; however, in more complex cir-
when simplifying assumplions are made as a remeay o thisq, siances, like in presence of dependency relationships,
problem. Modular and hierarchical approaches have bee

"State-space models are necessary. Integrating such multi-
identified as effective directions; however, modularitytod P y d g

) ) ) formalism adds further open issues to the composability as-
modelling approach alone cannot be truly effective without -
) : pects already introduced.

amodular solutiorof the defined models.
Hierarchical approaches. Resorting to a hierarchical ap- 3.3 Dynamic solution
proach brings benefits under several aspects, among which:
i) facilitating the construction of models; ii) speeding up
their solution; iii) favoring scalability; iv) masteringom-
plexity (by handling smaller models through hiding, at one
hierarchical level, some modeling details of the lower one)
Wide literature has been produced, adopting hierarchical
methods to approach the analysis of complex systems ([1],
just to mention one reference).

At each level, details of the architecture and of the sta-

tus of lower level components are not meaningful, and only del soluti read tioned. th tlv introduced
aggregated information should be used. Therefore, infor- model solution aiready mentioned, the recently introduce

mation of the detailed models at one level should be aggre_“copn_ectivity formalism” ShPWS a very promising (_jirection_
gatedin an abstract model at a higher level. Importantgssue tq I|rtn|t lst?te—sgace explosion and to promote highly efi-
are how to abstract all the relevant information of one level /€Mt soution [6].

to the upper one and how to compose the derived abstract ) )
models. 3.4 Assistance by automatic tools

Models of components have to be derived online and
combined to get the model of the whole system. Thus, com-
positional rules and the resulting complexity of the com-
bined model solution appear to be the most critical prob-
lems to be properly tackled to promote the applicability of
a dynamic approach to dependability (including performa-
bility) analysis. In particular, modularity of the modelgo

tion seems to be a paramount feature of a methodology to
be suitable in dynamic contexts. In addition to hierarchica

Composability. To be as general as possible, the overall ~Automatic tools are always a very powerful support to
model (at each level of the hierarchy) is achieved as the@nalyze systems, but, because of the high efficiency require
integration of small pieces of models (building blocks) to Ment, their usefulness becomes really paramount when on-
favour their composability. We define composability as the lin€ modeling and evaluation are accounted for. Current
capability to select and assemble models of components inf00!S, implemented to be used to assist off-line dependabil
various combinations into a model of the whole system to ity and QoS modeling and evaluation, have to be enhanced
satisfy specific application requirements. For the sake ofin order to be profitably employed on-line, by incorporat-

model composability, we are pursuing the following goals: INd solutions that need to be found for the above mentioned
open issues (and possibly others not yet identified so far).

¢ to have different building block models for the differ- When a specialized system resource is dedicated to run the



tool, this last could be kept continuously active in cargyin

on evaluations (e.g., of reconfiguration actions or other sy
tem aspects, according to the specific needs by the applica-
tion at hand), and have the evaluation results maintained in
a database, to be easily retrieved when of real utility dyrin
the system lifetime.

3.5 Current and future work

Dynamic management of large infrastructures and of ap-
plications that need to be supported by such frameworks re-
quire many challenging issues to be tackled with decision.
A Dynamic Manager performing reconfigurations driven by
a guantitative estimation of the performability achieeabl
by systems in different settings is a desirable step towards
satisfactory solution for current and future systems.

Our contribution is meant in the same line as our past ex-
perience, where we will try to attack these problems through
some challenging case studies that we have the fortune to be
exposed to in EU-funded projects ready to start. One will
deal with power grid distribution infrastructures; tryiig
understand their interdependencies and to figure out proper
architectures and their correct management constitute the
main objectives of the project. From the point of view of
modeling and analysis, here a major difficulty which re-
quires significant research investigations lies in the com-
plexity of the modeled infrastructures in terms of largenes
multiplicity of interactions and types of the interdepende
cies involved. Another project will design critical appli-
cations supported by networking infrastructures where the
usage of the different network supports and of the available
resources has to be carefully and dynamically mixed. From
the point of view of modeling and analysis, here the main
challenges are posed by the fact that the environment and
infrastructure are highly dynamic and show high inherent
complexity due partly to their large-scale, but also to the
variety of threats to be considered, to the heterogeneity of
the design and to constant evolution.
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