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Abstract

Encrypted communication in wireless sensor networks oftentimes requires additional randomness and frequent
re-keying in order to avoid known-plain text attacks. Conventional approaches for shared secret generation suffer
however from various disadvantages, such as necessity of a trusted third party, protocol scalability, and especially,
the computational resources needed for performance-demanding public-key protocols.

To appropriately respond to the increasing disproportions between a computationally powerful adversary and lightweight
wireless devices, a cyber-physical approach has recently attracted much attention. The general idea is to leverage the
properties of the physical world and include them in a design of lightweight security protocols. Especially valuable
physical property is the erratic and unpredictable nature of multi-path signal propagation which has already shown
itself as an efficient source of randomness.

This work presents a new cyber-physical approach in order to make secure wireless sensor communications and
proposes a secret key extraction algorithm that leverages signal strength fluctuations resulting from dynamic physical
environments, e.g. environments experiencing human movements. In particular, this work presents a systematic
experimental evaluation by using a real-world sensor network, and analyzes the impact of different moving patterns
on legitimate devices and an eavesdropper. Finally, this work quantifies the main factors that influence the key

establishment algorithm and propose a protocol which allows secret sharing in an effective and efficient way.

I. INTRODUCTION

Wireless sensors networks (WSNs) [1] are one of the most important enabling technology for the smart environ-
ments'. Sensors in a WSN are micro-systems embedding a number of transducers and a wireless radio interface.
Often they are small sized and battery powered. Sensors collect information from the environment in order to
undertake actions on the environment itself. Some of the sensors are statically deployed in the environment, while

some others are mobile (typically those deployed on the users body). The sensors are also interconnected with the

In 2007, the MIT Technology Review ranked short-range transmission technologies, such as wireless sensor networks, among 10 emerging
technologies that will change the world. The analysis company ON World estimates the global market for, e.g., wireless sensor networks to
about 9000 million Euros in 2010.



application framework of the Ambient Assisted Living (AAL) system by means of suitable gateways [2].

One of the main issues in security design for wireless sensor networks (WSNs) is the secret key generation and its
distribution, since sensors are commonly computationally-weak and battery-limited devices. In this field, a majority
of existing works focus on adapting conventional security solutions into the world of WSNs. Such solutions include
manual installation of secrets by the user, their imprint during the production process, or/and the use of public key
cryptography. Yet, common to all of them is the abstraction of the physical properties of communication. On the
other hand, a realistic high-powered adversary takes advantage of performance-based disproportions and, with the
help of the broadcast nature of the wireless channel, it is able to launch various resource-depletion attacks such as,
e.g., flooding a sensor with public-key requests.

A secure and efficient key-distribution mechanism is needed to allow simple key establishment in WSNs [3].
Recently, a cyber-physical approach to this problem has shown to be an interesting alternative to the conventional
security design. Instead of ignoring the physical properties of communication, the peculiarities of the wireless
channel are used as valuable security primitives. Such physical properties, specifically, reciprocity of radio wave
propagation and its erratic and unpredictable behavior in temporal and spatial domains can successfully be turned
against an adversary. The reciprocity of the wireless channel causes correlated measurements of the channel statistics
at both transmitters; at the same time, the physical environment and the multipath fading impact the channel response
in an unpredictable fashion. Hence, independently of adversarial computational capabilities and only assuming
different physical positions, two transmitters can generate and share secrets derived from their inherent physical
behavior. Importantly, the messages exchanged between two legitimate transmitters do not carry any content and
only serve to provide channel statistics. Hence, high computational costs or complex statefull protocols can be
avoided.

Recently, there is a number of security schemes that are based on such an approach (more detailed discussion is
given in the Related works Section). However, most of them require arbitrary movements of the sensors in order to
generate secrets keys. On the other hand, many sensors in typical AAL deployments are stationary (think of sensors
for environmental parameters such as temperature, etc.) and, therefore, existing schemes cannot be applied. This
brings to the central question of this work: how can static WSNs generate and share secrets derived from the physical
environments under realistic application scenarios? The general idea is to take advantage of physical environment
in which different events, such as human movements, influence the signal propagation in an unpredictable but yet
correlated fashion. This allows legitimating transmitters to opportunistically take advantage of such disturbances as
a source of randomness and to derive fresh shared secrets.

Specifically, this work presents a novel key generation scheme in which secrets are not brought to devices in a
conventional way, but are harvested from the physical world by the sensors themselves. This work follows an
experimental and system-oriented approach by introducing a new scheme in a real-world environment. Collected
data has been used to evaluate how the human movements impact on the signal propagation and how resulting
signal deviations can be used to generate secret keys. WSNs have been adopted as application scenario, because

they are usually deployed within indoor environments, such as public and private residential areas. Contribution.



This work can be summarized as follows :

o Design of a robust key generation protocol for static WSNs, which takes advantage of environmental events
to extract shared secrets.

« Implementation of the protocol by using off-the-shelf sensor devices and its evaluation in a real environment.

o Systematic analysis of the collected data with respect to primary factors which impact the rate of the successful
key exchange.

o A new adversarial strategy is evaluated, the Receive Signal Strength (RSS) based attack, that attempts to guess
a secret by guessing the RSS from legitimate positions.

o A real scenario constituted by a crowded environment is presented: results related to key agreement performance

and adversarial key guessing capabilities are compared.

II. RELATED WORKS

The problem of generating shared secrets by using correlated random sources and communication over broadcast
channels has been intensively studied from information-theoretic perspective [4], [5], [6]. Concretely, results from
[71, [8] analyze how information-theoretically secure keys can be derived in settings where three participants observe
correlated random variables. They show that an eavesdropper remains completely ignorant of derived secrets even
though its observations are also correlated with the random source. Recently, the wireless communication attracted
many researchers to instantiate these information-theoretical results and adapt them to more practical settings. The
appealing property lies in the nature of the signal propagation which, while being erratic and unpredictable, provides
correlated observations of the channel response between two transmitters [9].

Several papers take advantage of this property and use narrow-band communication to generate secret keys from
the wireless channel. In [10], the authors assume random movement of transmitters as a source of entropy. By
frequently sampling the RSS, both parties can create a sequence of channel states that are strongly correlated. The
fading behavior on a single sampling frequency is strongly dependent on the physical position, and the movement
introduces uncertainty for an adversary that is captured in these sequences. The authors apply a level-crossing
algorithm that uses two thresholds for signal strength values to generate bit strings. However, their secret key
generation scheme requires powerful transmitters such as software-defined radios or laptops, since a high sampling
rate is necessary to provide usable secret-key generation rate. Similarly, in [11], the authors propose a protocol that
focuses mainly on the robustness of the key generation process, i.e., tolerance against deviations in the wireless
channel and a high success rate of key-agreements. They employ a single threshold for detection of strong deep
fades, an event that is reliably detectable, but also rare (in the order of Hz). Their quantitative evaluation is based
on theoretical channel model and simulations that does not shed light on performance of such key-generation
scheme in an everyday, real-world environment. In addition, they also assume movements of transmitters as a
source of randomness. Several other contributions use highly specialized hardware, such as steerable antennas,
ultra-wideband (UWB) radio or multi-antenna systems with performance-capable processors [12], [13], [14]. The

most recent overview with comparison of existing schemes is given in [15]. Although these existing results justify



the possibility of generating secret keys from the wireless communication, they cannot be applied in static WSNs.
Realistic “off-the-shelf” sensor devices can neither rely on random (and fast) movements, nor on sophisticated
hardware such as steerable multi-array antennas. Authors in [16] present a similar scenario where they also consider
static WSNss. In fact, their key-generation scheme is based on using frequency-hopping as a source of randomness.
However, the few number of wireless channels is not suitable to generate secret random keys, the secrecy of the
extracted secret is limited and static. In [?], authors proposed preliminary results regarding the key establishment
in WSNs leveraging RSS fluctuations in indoor environment.

This work presents a new detailed analysis regarding the security issues in smart environments featuring WSNs, and
new results related to the algorithm performance. Moreover, this work presents the results of extensive real-world

measurements and shows that the generated secrets can be used for key-refreshment in WSN environment.

III. SCENARIO AND SECURITY ISSUES

WSNs undergo to intrinsic issues related to the data sampling procedures performed in the smart spaces. There
are mainly three important points to address:

o Commodity sensors are usually cheap devices constituted by simple hardware.
Asymmetric crypto, and more generally, computational expensive procedures should not be used in order to
save the battery and, thus, to preserve the sensor lifetime.

o The sampled data has a low numerical resolution (granularity).
This is mainly due to the low-cost architecture featured in the sensor. Each data sample lacks the randomness
needed by the crypto algorithms to make the cypher-text cryptographically secure. Hence, sampled data cannot
be used as source of entropy for the generation of secrets.

o Data samples are strongly time-correlated.
The sample at time ¢ + 1 is strongly correlated with that one at time ¢. As an example, Fig. 1 shows 12h of
sound (Fig. 1(a)), light (Fig. 1(b)) and temperature (Fig. 1(c)) samples measured in a generic office. As it can

be seen, such raw data is strongly time-correlated due to the nature of the observed physical phenomena.
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Fig. 1. Half a day of sensor measurements from an indoor WSN. The sensed data shows a low numerical resolution and a highly time-correlated
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Server Gateway Wireless Sensor Network (WSN)

Fig. 2. The envisioned scenario: wireless sensors report measured environmental data to a base station, e.g., a gateway, using a multihop WSN.

A. Network Scenario

Figure 2 shows the envisioned scenario: a multi-hop WSN and a gateway, allowing the data forwarding to a server
for storing and processing. Each sensor senses the environment, encrypts the sensed data, and finally transmits it
to a neighbor. In this work, secrets are extracted from RSS estimations, and therefore, the only way for £ to access
the secret data is to guess the secret keys by overhearing the RSS values. The most important sensor characteristics

can be summarized as follows:

o RSS estimation capability: The core of the system is the RSS procedure. Sensors must be able to evaluate the
RSS for each received packet according to a data collection strategy. This capability is usually provided by
every wireless interface, since the RSS measurement and estimation is required by medium access protocols.

o Security: Each sensor is able to perform symmetric key encryption and hash computations. Note that, no
pre-shared secrets are requested for guarantee the security of the WSN since the adversary is interested in
passively learning about the sensed data, i.e. as already defined &£ is a perfectly passive adversary. Hence,
for the evaluation proposed in this paper all the sensors and their transmitted packets can be considered as
authentic, yet vulnerable to off-line analysis.

o Data collection: Each sensor communicates according to a given network-wide data collection strategy; each
sensor is able to communicate with one or more neighbors in the WSN and, by means of multihop protocols,

to reach the gateway.

B. The Bad Guy: behavior and goals

The adversary, hereafter Eve (£), may have an easy life in a WSN environment. Firstly, the adversary can try
both to brute-force the transmitted cypher-text or collect cypher-text data from the radio channel in order to foresee
some values. Secondly, sensors are easy to tamper due to their cheap architecture; in this work the adversary is
able to identify and localize the sensor, dismantle it, and eventually, disclose all its secrets stored in the memory.

Nevertheless, this work does not deal with active adversaries, i.e, £ will not attempt to tamper with the protocol



or sensors. Hence, while she is interested to collect as many information as possible from the sensor network,
she wants to avoid any risk of being detected. In addition, countermeasures against an active adversary have been
widely studied in literature [17] [18] and are out of the scope of this work.

Figure 3 shows the three different status in which a sensor can stay when dealing with an adversary. The sensor
starts healthy, i.e. it has at least one shared secret with its own peer that £ does not know. Subsequently, £ identifies
the sensor and dismantles it accessing to all its secrets. This is the compromise phase, nothing can be done here
because the sensor is under the control of the adversary. Then, £ releases the sensor, but again, she still knows all
its secrets. Therefore, from now on she can acts as a pure eavesdropper and access all the cypher-texts transmitted
by the sensor. Only a new secret injection can make the sensor recover the secret status.

This issue cannot be solved using traditional solutions like Diffie-Hellman key generation [?], in fact if the adversarial
behaviour is such that she can disclose all the secrets inside the sensor, she can subsequently foresee all the pseudo-
random values generated by all the sensors in the WSN. It is worth noticing, how a true-random number generator
can easily fix the previous issue, i.e. a real source of randomness make possible the healthy status regain, but so
far commodity sensors are not provided with such feature.

The new established secret must be unknown to £, who is still eavesdropping the channel, and shared with the peer
of the sensor. £ will never be able to compromise all the sensor in the WSN at the same time. In particular, for
the sake of simplicity, it is assumed that the adversary compromises one sensor at time, i.e. before compromising a
new sensor the adversary must release the old one. Concluding, the behavior of Eve can be summarized as follow:

o RSS overhearing capabilities: £ is able to evaluate the RSS of all the packets transmitted in the network,
provided that the sending sensor is within her transmission range.

« Sensor behavior knowledge: £ knows all the procedures and algorithms running on the sensors.

« Environment passive player: she is not able to inhibit environmental event occurrences; she does not know
the disturbing events speed, their path, the time they appear, and finally, their duration. Her knowledge about
event occurrences is exactly the same of the sensors.

o RSS-attack strategy: The only way for £ to access the encrypted data on sensors is to compute the shared
secret, that is, collecting as much as possible RSS values with almost the same values of one of the two
peers. This new kind of approach is defined as RSS-attack, that is, £ wants to get access to the secret key
establishment by means of a RSS sniffing process. The RSS-attack is more and more efficient as £ gets closer
to one of the peers. This is possible if and only if £ belongs to a privacy region of one of the two peers, and
in this work a bound for that region is proposed. Moreover, when she is out of the privacy region, we she
cannot perform a successful RSS-attack due to the fact that she is not able to control the events occurrences

in the environment around the sensors.

IV. OUR SOLUTION IN A NUTSHELL

In this section, a new key generation scheme is presented: it extracts randomness from events occurrence (i.e.

persons motion) to share new secrets between pair of sensors. The received power can be considered as a shared
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Fig. 4. Generating new secrets from from frequent Lo-S disturbances.

information between the transmitter and the receiver under the hypothesis of signal propagation on a symmetric
channel [19] [10]. Channel reciprocity is leveraged in order to to make an agreement on a shared secret key, i.e.
the received power is correlated at the both transmitters.

The RSS evaluated for each received packet turns out to be a good estimation of the signal to noise ratio as witnessed
in [20][21][22]. RSS variation has been widely used to generate shared secret keys [16][23], but multipath fading
in static scenarios proves to be an insufficient source of entropy, and therefore malicious entities can easily find the
generated keys. In particular, this work leverages the RSS variation due to disturbing events that cross the Line of
Sight, hereafter Lo-S, for generating shared secrets between pairs of sensors. The disturbing event, hereafter D, has
movement characteristics, i.e. speed and direction, that dynamically changes and cannot be foreseen by malicious
third entity. Figure 4 shows how the various entities behave in the proposed scenario. Alice and Bob, hereafter A
and B respectively, are two sensors deployed in a WSN, and they want to share a secret key to communicate safely

among them. &, the adversary, wants to achieve the knowledge of the shared secret between A and 5. Finally, D



Fig. 5. Measurement scenario: Alice on the left, Bob and the gateway on the right, the server in the top right side, and finally the four different

positions considered for Eve.

breaks the Lo-S between A and B, generating a RSS variation Ap for a time interval Ar on the received packets
in both the sensors: we leverage the previous effect to extract a shared and secret key among them. Obviously, £
can detect D but cannot experience the same variation of A and B. Whereas, £ can move and take place close to
A or B with the aim of experimenting the same RSS variations produced by D. Therefore, it is necessary to define
a privacy region around A and B to protect them from RSS sniffing. In the following sections an in-depth analysis

of this issues will be provided.

V. RSS SAMPLING: MEASUREMENTS AND CONSIDERATIONS

The measurement campaign was performed in a 7x5 mgy room. Figure 5 shows a picture of the measurement
layout. Alice, on the left side, and Bob, on the right side, are placed over tables of one meter height. The solid
blue line represents the Lo-S between .4 and B, the distance between them is about 3 meters. Bob is connected to
the gateway, which in turn is directly connected a server. Three different positions for Ehave been considered, all
of them at 3 meters from Bob, therefore the distance between A and B is always equal to the distance between
B and £. Position 1 is the closest one, just by A side, position 2 is at 1 meter of distance from 4, and finally,
position 3 (the further) is at 2 meters. Alice, Eve and Bob are MICAz sensor motes [24], which are equipped with a
2.4Ghz radio, IEEE 802.15.4 compliant. MICAz motes feature the Atmel ATmegal28L low-power microcontroller
and ChipCon CC2420 radio. The software developed for testing the algorithm is written in nesC [25] and executed
on TinyOS [26]. The software behaves as follows: 53 sends a packet to .4, who receives it, evaluates the RSS,
injects that value in the payload of a new packet, and sends that packet back to B. £ behaves in the same way,
sending back to B her estimation of the RSS; therefore 15 knows the RSS estimation computed at both A and
&, consequently, he can forward these information to the server for further analysis. The experiments have been
conducted sampling the channel every 100 ms; this is a critical parameter since increasing the sampling frequency
it is possible to collect more information related to the disturbing event, nevertheless energy saving issues should
be taken into account. Actually, in a real scenario, RSS estimation does not occur during a dedicated transmission,

but leveraging packet exchanging due to all the communications between the peers.

A. Wireless Channel Considerations

The wireless channel is a symmetric time-dependent and spatial-varying filter, i.e. it has the same response for
the signals sent from A to B as well as from 5 to .A: multipath properties of the radio channel i.e. gains, phase
shift, and delays are identical on both directions of the link. However, noise sources like radio equipments, moving
persons, and environmental changes in general do not have a symmetric impact on .4 and B radio receivers, and

therefore, A and B are unable to obtain identical measurements of the radio channel. Moreover, the IEEE 802.15.4
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Fig. 6. Reciprocity of the wireless channel in a static office environment.

transceivers are half duplex, i.e., each sensor cannot transmit and receive simultaneously; thus A and B do not have
the same snapshot of the radio channel because they measure the signal strength one after the other. Nevertheless,
the time between A and 55 channel sampling is smaller than the channel coherence time, and therefore .A and B
exhibit a similar received signal power [27].

The Static environment: Figure 6 shows the A and B channel snapshot performed in the environment of Fig. 5.
It refers to a deployment of 2 MICAZ sensors at 3 meters of distance from each other. Figure 6(a) shows about 30
RSS samples evaluated on packets transmitted by B, while Fig. 6(b) shows the RSS samples evaluated in the same
period by B. Finally, Fig. 6(c) shows the difference between A and B views. This simple experiment witnesses
that a static environment like that one in Fig. 5 cannot be used to extract shared secret; in fact, key agreement can
be easily performed in such conditions, but no sufficient randomness can be extracted from that time period, and
consequently, the shared secret can be easily guessed by the adversary. Therefore, different solutions have been
proposed to undertake the previous issue [16][10], however none of them exploits disturbing events that may occur
in the environment: this work shows how it is possible to leverage the randomness introduced by RSS fluctuations
caused by unexpected disturbing events that appear on the scene.

The Dynamic environment: Nine different scenarios configurations have been considered, i.e. the communication
between A and B is repeated in 9 different configurations: 3 different positions for £ and 3 different disturbing
events. The envisioned disturbing event D is represented by a person who walks through the room in 3 different
ways:

o Simple cut: D breaks the Lo-S between 4 and B one time only.

e Crosswalk: D goes in the direction of A, it turns 90 degrees clockwise, it walks straight in the .4-B Lo-S

direction, and after reaching B, it turns 90 degrees anticlockwise, and finally, it walks again till it stops.

e Zig-zag: D walks in a zig-zag fashion around the Lo-S. The event enters the scene from the B side, and the

overall Lo-S breaks sum up to 4.

Figure 7(a) shows the simple cut scenario. D walks straight on the red line and breaks first the A-B Lo-S, and
subsequently the £-B Lo-S. Figure 7(b) shows the estimated RSS for the 3 different sensors. The solid green line

represents the RSS estimated at .4, the solid blue line at 3, and finally, the solid red line at £. It is worth noticing
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Fig. 7. Simple cut: The disturbing event walks straight on the red line, and breaks both the A-5 and £-B Lo-Ss one only time.

the presence of a stationary offset between A and B RSS values; this offset has been estimated in the sub-picture
showing the occurrences of the differences between A and B values: the peak at 3 witnesses the average difference
between the A and B values. The D effect is clear both at A and B with a strong correlation both in time and
amplitude: a fluctuation of about 10dBm is present from the 80th to the 90th received packet. £ (solid red line)
observes a completely different channel: the disturbing event D produces just a sudden variation when it breaks
the £-B Lo-S, from the 120th to the 140th packet.

Figure 8(a) shows the crosswalk scenario. D walks straight on the red line and breaks the A- Lo-S for a long time.
Figure 8(b) shows the estimated RSS for the 3 different sensors. The solid green, blue and red lines represent the
RSS estimated at A, B, and &, respectively. The same stationary offset (of about 3 dBm) appears as in the previous
case. The D effect is clear both at A and B with a strong correlation both in time and amplitude: a fluctuation of
about 22dBm is present from the 60th to the 140th received packet. £ perspective (solid red line) is completely
different: she experiences just a Lo-S break when D finishes his path.

Figure 9(a) shows the zig-zag scenario. D walks in a zig-zag fashion around the Lo-S and breaks the .A-B Lo-S 4
times. Figure 9(b) shows the estimated RSS for the 3 different sensors: the green line for A, the blue line for B.
and finally, the red line for £. As in the previous cases, there is a stationary offset between A and B RSS values
which can be approximated with 3dBm. The D effect is clear both at A and B with a strong correlation both in
time and amplitude: 4 fluctuations of about 10dBm are present at packets 70, 130, 180, and 230. £ perspective

(solid red line) is completely different: she experiences two Lo-S breaks just at the beginning of the path.



Fig. 8. Crosswalk: The disturbing event walks straight on the red line, and breaks the .A-B Lo-S for a long period.
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VI. PROTOCOL DESIGN

11

Figure 10 shows the proposed key generation and agreement protocol: the sampling phase where RSS values

are collected, the key generation phase where RSS values are translated into symbols, the entropy detection phase

assures generated symbols have sufficient entropy and secret key is generated, and finally, the key verification phase

where sensors pair commit on the generated secret key.

A. Sampling Phase

Sampling phase is depicted in the upper part of Fig. 10. A and B sample the channel by exchanging each other &k

packets and collecting a set of & RSS values m; = {m1,--- ,mi} at A, and m; = {mf, - -

,mj.} at BB, respectively.

A starts the sampling process sending a packet to 5 who answers by sending back to her the channel estimation
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Fig. 10. Key generation protocol in four phases: (i) sampling phase, (ii) key generation phase, (iii) entropy detection phase, and (iv) verification

phase.
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Fig. 11. RSS time series and mean RSS bars over a window of eight samples.

as soon as possible. In order to remove the stationary offset between m; and m} (as shown in Section V-A) a
normalization function offset(o) is defined, obtaining m$ and m/?. In practice, the offset(o) function computes the
difference between the current RSS value and an old RSS value sampled when the channel was in a steady state
(no disturbing event on the scene). From the perspective of A and 5, the behavior of the channel can be modeled

as follows:

XA = pa+Na

X = wps+Ns (D

where 114 and pp are mean values evaluated on w elements of the k£ sampled RSSs; while N4 and Np are the
random variables representing the errors in the channel reciprocity (noise), experienced at A and B, respectively.

Figure 11 shows a snapshot of a typical channel perspective of a sensor pair. The upper part shows the RSS values
sampled at A and B, that is X 4 and Xp, respectively; while in the lower part, the bars show the mean computed
on the previous values considering w = 8, i.e. p4 and pg, respectively. It is worth noticing that p 4 and pp are
almost the same, and consequently, can be considered as a shared secret between A and 5. Thus, the sampling

phase concludes by computing p; and p on the last w RSS samples by A and B, respectively.
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B. Key Generation Phase

RSS values sampled at .4 and B are not the same and suffer from asymmetry effects due to the environmental
noise; in this section, it is presented a way to remove such asymmetries and how A and B can eventually agree
on a set of values. Let us assume A and B collected from the sampling phase a set of RSS samples X 4 and X 4,
respectively, and moreover they computed 1 4 and p3, which are the same (see Section VI-A), thatis uq = up = p.
It is worth noticing that the actual shared secret between A and 5 is the mean value u, and in the following it
is shown how the key extraction depends on this value. A can easily compute her noise component in this way:
Ny = X 4 — pg, then she transmits it to B. Now it is easy for B to recover X 4 values: X 4 = p+ N 4. It is worth
noticing that N4 transmission on a public channel does not give any information to £ provided that pg (mean
value computed by &) is different from p, that is, £ is experiencing a completely different behavior of the channel
due to her position respect to A and B.

A quantization function ends the symbols generation phase (Fig. 10), where both A and B use their RSS values m;
and the recovered ones m/, respectively, to generate the codeword S;. Each sensor uses a multi-level quantization
scheme of width ¢, in order to generate a codeword of k elements S = {S7,Ss,...,Sk} to correct the RSS
differences between A and 5. An example of how the codeword generation helps to correct channel asymmetries
is shown in Figure 12: let us consider a simple configuration with 4 only quantization levels (bins), S1 , Sz , S3
, and Sy; each RSS value X 4 is converted into the correspondent symbol, and in particular, it is worth noticing

how little fluctuations due to the noise factor N4 are completely taken up.



14

LSS S B s S ] ]
Codeword

L[ [l-4ofofsf-to| | [ [ [ ]|

mod2 —mod
J L 2

L Dfafofolifolol T L[ [T

Fig. 13. Symbol translator: the codeword is translated into a string of bits.

C. Entropy Detection Phase

The channel conditions are not always suitable for the key generation and agreement, e.g. stationary periods
(like which ones happening at the beginning and at the ending of Fig. 7, 8, 9) cannot be used to extract secrets
because £ can easily guess that channel conditions despite of her position and thus guess the key. In order to
give a mathematical formulation of “usable variation of RSS”, we consider the entropy of the k extracted symbols

S ={51,852,...,S5,} by the key generation phase:
k
H(S) ==Y P(S;)log, P(S:), )

i=1
where P(S;) is the probability mass function of the generated symbol S;. H(S) is a measure of the channel
randomness, and can be used to estimate if the channel conditions are suitable for generating shared secret keys.
Let E,j be the threshold to overcome in order to accept a key as safe, that is, the generated sequence of symbols
S has sufficient randomness to be considered as secure if E(S) > Ejy,.

The random symbols S is converted to a binary string by means of a derivative-based algorithm, yielding:

mOdg(Si — Sifl) if Sl — S¢,1 Z 0
Ko = . 3)
—mOdg(Si — Si_1) if S§; —5;,.1<0
Figure 13 shows how the symbol translator works: the codeword S is accepted as safe after the entropy detection

phase, a differentiate is performed over the symbol sequence, and finally, Eq. (3) is applied.

D. Verification Phase

The bottom part of Fig 10 shows the key verification phase: .4 and B check if they committed on the same
secret. After the entropy detection phase, A sends the hash value h(K¢) to B. B computes his hash value h(K(),
and compares it with that one sent by A. The found shared secret can now be used to support security services,

otherwise A and B start again with the sampling phase.

VII. THE SECURITY ALGORITHM

The system is basically constituted by 2 entities: the key generation protocol and a Message Authentication Code

(MAC). Sensors pairs are pre-loaded with a shared secret kg, in this way, A and B can authenticate each other



15

RSSI

Old Key Current Key

time

0/1
KEY GENERATION PROTOCOL

SAMPLING SYMBOL ENTROPY KEY

PHASE GENERATION DETECTOR VERIFICATION

Fig. 14. Key generation algorithm run on each sensor.

during the bootstrap phase. Note that secret extraction from RSS cannot avoid key pre-distribution, in fact £ can
try to steal the identity of 13 and starting to communicate with .4, looking for a successful pairing process with B.
For this reason, the system core is basically constituted by a switch: when there are no events in the environment,
a classical key generation scheme is adopted, i.e. the old key k;_; is hashed to obtain the actual key k;. Therefore,
a new key is periodically generated in a hash chain fashion, i.e. k; = H(k;_1), where H(o) is a cryptographic
hash function like RC5 [28]. Otherwise, the verification process inhibits a different key generation process.

The new key is now generated as k; = MAC(k:j,l,Kc), where Ko is the key generated from the channel
entropy, and MAC(o) is a CBC-MAC [29]. The subsequent key is generated according to the traditional scheme,
re-switching to the hash chain generation algorithm. It is worth noticing the extremely opportunistic nature of the
proposed approach, i.e. only channel conditions that allow entropy harvesting are took into account, and managed
as a source of entropy to generate new keys. Figure 14 shows the key generation algorithm run on each sensor.
The output of the entropy detector is always 0 except when a sufficient entropy is experienced in the channel, than
the output is set to 1. When the channel entropy goes back to the steady state, the output is reset to 0. When no
source of entropy comes from the channel, the MAC(o) is short-circuited, and the key generation process relies
on a hash chain. When sufficient source of entropy is detected on the channel, a new secret key K¢ is computed

by the key generator, and the current key k; is a function of the old key k;_; and the secret key Kc.

VIII. EVALUATION OF THE KEY EXTRACTION AND AGREEMENT ALGORITHMS

This section presents the performance of the proposed system in terms of key extraction and agreement frequency
between A and B, hereafter F,, and between A and &, hereafter F;. The perfect solution must be oriented to
maximize the former and minimize the latter, and eventually proposing a set of optimal parameters for making our
system working with best performance.

The frequency transmission has been fixed to 1 packet every 100ms, the secret key length to 32 bits, and finally,

the entropy threshold E;;, = 0. It is worth noticing how the previous parameters have been chosen: (i) transmission
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Fig. 15. Secret key agreement frequency as function of g,, and w for the different Lo-S scenario.

timing has been selected as frequent as possible in order to collect as many RSS values as possible in the shortest
time period: this does not affect the protocol performance, in fact our analysis depends only on the RSS values and
not in the transmission timings; (ii) key length is a critical parameter: longer keys means more security but also
more packets to transmit in order to collect a sufficient high number of RSS values. In this work we consider 32

bits key [?] but loprotnger keys are easily achievable collecting more RSS samples.

A. Secret Key Agreement Performance

Two parameters affect the proposed system: w, that is the number of samples used to compute the p value (see
Fig. 11), and the bin width, hereafter q,,, used to perform the quantization of the RSS values (see Fig. 12). Figure
?? shows the shared secret generation frequency experienced during the measurement campaign performed in the
environments of Fig. 7, 8, 9, respectively. The shapes are basically constituted by two regions: a flat area where
the F, > 0.8, and a steep area where shared secret generation is difficult and eventually impossible (F, < 0.1).
The influence of the two parameters, w and g,,, is almost the same: reducing the window length to be used for
computing the RSS mean values (w assumes smaller values) is actually the same of decreasing the g,, parameter
(larger number of bins). It is worth noticing how all of 3 scenarios behave almost in the same way independently

from the disturbing event dynamics.

B. & in Action: Shared Secret Guessing Frequency

The effectiveness of Edepends on w and ¢, parameters used by A and B to perform the shared secret agreement

but also in her position.
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Fig. 16. Shared secret guessing frequency as function of g, and w for different positions of £.

Firstly, w and ¢, parameters are used by A and B to correct RSS asymmetries, i.e. to be more tolerant to
environmental noise, but the previous settings may result on £ to have the same perspective of the channel, and
consequently guessing the shared secret key.

Secondly, the position of £is definitely the only parameter she is able to control in the environment, therefore this
work takes into account a set of measurements results in which the position of Echanges, and in particular, is
getting closer and closer to A, (See Fig. 5). Figure 16 shows the shared secret guessing frequency F), considering
the 3 different positions for £. Note that no difference has been made among the Lo-S breaking scenarios: £ is
blind and she is not able to control the environment, therefore for each position of £ put together all the collected
data in all the 3 different Lo-S breaking scenario.

Position 1 is the best one from £ perspective: putting £ closer and closer to the position of A increases the frequency
F, to guess the shared secret key. The previous can be explained observing that a shorter distance between .4 and
& gives to the last one higher chances to experience almost the same channel fluctuations of .A. We suggest a safe
privacy region of 1 meter all around the position of A that bounds F}, to 0.2.

Finally, it is worth noticing how it is possible to mitigate the £ effectiveness when her position is the closest to A
(position 1, Fig. 16(a)). In that case, £ can even guess the key with a frequency of 0.8, but choosing properly w
and g,, parameters can reduce her effectiveness significantly. In particular, using w = 10 and ¢,, = 8 bounds Fy, to

0.1 and allows to achieve an overall shared secret with F, > 0.8 (Fig. ??).
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Fig. 17. Secret key agreement in a crowded office environment.

IX. THE SHOWCASE: £ AGAINST A AND 3 IN A CROWDED ENVIRONMENT

Let us now consider a real crowded environment where the disturbing event D is not alone and is not moving in a
controlled way: Figure 5 shows a real-world scenario with 5 persons moving randomly. Figure 17 shows the secret
key agreement frequency F, in a crowded office environment as function of w and ¢,, parameters. F;, performance
are a little bit worst respect to that ones experienced in the controlled environments of Fig. ??. For example, in
this case using a w = 10 may guarantee only F, ~ 0.7, whereas in the previous cases F, ~ 0.8.

Key robustness basically relies only on symbol randomness and consequently on channel fluctuations. Therefore, key
randomness depends only on ¢,, parameter and not w, that is, only the number of bins influences the randomness.
Figure 19 shows key agreement frequency Fj and the entropy estimation as function of the g,, parameter fixing
the w = 10. The solid blue line represents F,, which is monotonic increasing when q,, increases, that is, choosing
larger bins introduces a higher noise tolerance, and therefore, increases the probability to perform key agreement.
Whereas, key entropy (solid green line) is monotonic decreasing, i.e. larger bins produces key symbols that are
almost the same.

Figure 18 shows F); considering the 3 different positions of £. As in the previous case, £ is not able to guess
the key when she is in positions 2 and 3, but her effectiveness in position 1 is significantly reduced respect to
the controlled environment (Fig. 16). Actually, the increased noise in the room, constituted by 5 persons walking

around plays against the adversary, reducing her capability to experience the same channel variations of A.

X. DISCUSSION

Extracting shared secrets from RSS fluctuations is a challenging issue that can be definitely solved by leveraging

environmental dynamics.
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Fig. 19. Secret key agreement and entropy as function of the g,, parameter.

This work does not deal with completely static environments, since, as it has been showed, while being simple

they are not random enough, i.e., although the key agreement can be performed easily, the generated key lacks

randomness due to the insufficient changes experienced on the channel.

Dynamic environments are more suitable to extract randomness from RSS values, in particular, two important

aspects have been identified: (i) event occurrences behave differently in the randomness generation, and (ii) the

position is a key point in the adversary effectiveness.

The more the environment is noisy (in terms of Lo-S breaking), the less the key agreement is frequent, that is, the
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flat red area (high rate key agreement) reduces itself, passing from the simple cut, to the crosswalk, and finally, to
the zig-zag scenario: Fig. ?? (a), (b), and (c), respectively. The crowded environment is actually the worst in terms
of frequency agreement.

Nevertheless, noisy environments protect .4 and B secret agreement procedure, in fact, comparing Fig. 16 with
Fig. 18, it can be seen as the adversary effectiveness is significantly reduced: the few peaks in Fig. 16(a) completely
disappear from Fig. 18(a).

Clearly, adversary effectiveness is influenced by her position, both Fig. 16 and Fig.18 show that a closer adversary
position can slightly increase her performance. The measurement results suggest to defined a privacy region of about
1 meter all around the position of A. In fact, using w = 10, ¢, = 8, and placing £ out of the privacy region, the
secret key guessing frequency is almost 0 and the key agreement frequency is higher that 0.7. It is worth noticing
that the proposed system eventually guarantees no chances for the adversary to guess the key in a real environment.
Actually, key agreement frequency performance is not a critical parameter for the system, in fact key refreshment

is guaranteed not only by the randomness harvesting but also by the MAC re-keying procedure.

XI. CONCLUSIONS AND FUTURE WORKS

This article presented a new cyber-physical approach in securing wireless sensor networks and proposed a novel
secret key generation protocol for performance-limited wireless sensors. The proposed protocol leverages both
environmental changes and channel reciprocity to allow sensor pairs to commit on mutually generated secrets. While
previous results demonstrate the feasibility of generating secret keys from channel state fluctuations and erratic, yet
reciprocal signal behavior, they also suffer from either limited key sizes or assumptions of highly mobile devices.
This work showed that even static WSNs can generate fresh secrets without requiring mobility, but instead by
leveraging dynamics resulting from the physical environment, especially from human movements. Hence, this work
contributes to a wide range of scenarios where the sensor networks are deployed as a part of ambient intelligence
applications, such as assisted living and building monitoring applications, i.e., where the physical environment is
affected by frequent human movements.

We want to stress the extreme importance of disturbance events for the proposed solution: how it has been shown,
static environments are not well suited for this approach, the generated keys appears with no entropy and therefore
easily to guess, on the contrary noisy scenarios, like a crowded office, produces high, fast and therefore unpredictable
fluctuations in the received power that can be leveraged to produce shared secrets.

Using extensive real-world measurements, it has been demonstrated how key generation can be successfully per-
formed in different controlled scenarios, and finally, in a realistic environment such as a crowded office.

To analyze the security of the proposed scheme a new RSS-based attack has been defined and insights on guessing
effectiveness under real-world adversary have been provided.

Future works will focus on how the proposed system behaves in a non-Lo-S environment and investigate the relation
between the entropy and the key agreement probability. Yet, further analysis on how radio source interferences could

influence secret key agreement will be undertaken.
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