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In	
  the	
  third	
  millennium	
  society	
  
so+ware	
  is	
  increasingly	
  pervasive	
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Unfortunately	
  so+ware	
  may	
  be	
  faulty	
  …	
  	
  

Photo	
  #:	
  NH	
  96566-­‐KN	
  :	
  The	
  First	
  "Computer	
  Bug”,	
  	
  
Courtesy	
  of	
  the	
  Naval	
  Surface	
  Warfare	
  Center,	
  Dahlgren,	
  
VA.,	
  1988.	
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Errare	
  humanum	
  est…	
  

Awareness	
  that	
  introducing	
  faults	
  in	
  so+ware	
  is	
  somehow	
  
unavoidable	
  has	
  been	
  acquired	
  very	
  soon	
  …	
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…	
  perseverare	
  autem	
  diabolicum	
  

…	
  this	
  is	
  why,	
  as	
  with	
  any	
  other	
  
engineering	
  ar2fact,	
  along	
  the	
  
produc2on	
  of	
  so+ware	
  we	
  apply	
  
approaches	
  and	
  tools	
  for	
  assuring	
  
and	
  evalua2ng	
  its	
  quality	
  (fitness	
  
for	
  purpose)	
  

Poten2al	
  threats	
  to	
  so+ware	
  dependability	
  and	
  
means	
  to	
  deal	
  with	
  them	
  are	
  intensely	
  studied	
  

Avizienis,	
  A;	
  Laprie,	
  J.-­‐C.;	
  Randell,	
  B.;	
  Landwehr,	
  C.,	
  	
  "Basic	
  concepts	
  and	
  taxonomy	
  of	
  	
  
dependable	
  and	
  secure	
  compu2ng,",	
  IEEE	
  TDCS,	
  vol.1,	
  no.1,	
  pp.11-­‐33,	
  2004.	
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Many	
  approaches	
  to	
  sw	
  verifica2on	
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Mixing	
  different	
  approaches	
  

•  Much	
  research	
  effort	
  since	
  the	
  early	
  days	
  of	
  
SE	
  has	
  been	
  spent	
  to	
  assess	
  and	
  compare	
  the	
  
effec2veness	
  of	
  V&V	
  approaches	
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Commun.	
  ACM	
  21,	
  9	
  (September	
  1978)	
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Mixing	
  different	
  approaches	
  

•  Much	
  research	
  effort	
  since	
  the	
  early	
  days	
  of	
  SE	
  
has	
  been	
  spent	
  to	
  assess	
  and	
  compare	
  the	
  
effec2veness	
  of	
  V&V	
  approaches	
  

•  It	
  is	
  now	
  widely	
  acknowledged	
  that	
  the	
  different	
  
V&V	
  approaches	
  yield	
  differing	
  effec2veness	
  and	
  
target	
  different	
  types	
  of	
  faults,	
  and	
  to	
  get	
  the	
  
most	
  benefits	
  they	
  should	
  be	
  used	
  in	
  	
  
combina2on	
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Mixing	
  different	
  approaches	
  

•  Much	
  research	
  effort	
  since	
  the	
  early	
  days	
  of	
  SE	
  
has	
  been	
  spent	
  to	
  assess	
  and	
  compare	
  the	
  
effec2veness	
  of	
  V&V	
  approaches	
  

•  It	
  is	
  now	
  widely	
  acknowledged	
  that	
  the	
  different	
  
V&V	
  approaches	
  yield	
  differing	
  effec2veness	
  and	
  
target	
  different	
  types	
  of	
  faults,	
  and	
  to	
  get	
  the	
  
most	
  benefits	
  they	
  should	
  be	
  used	
  in	
  	
  
combina2on	
  

	
  	
  	
  	
  

However, so far this has 

mostly addressed the 

combination of V&V 

approaches within the 

software production 
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The	
  tradi2onal	
  so+ware	
  life	
  cycle	
  

In	
  early	
  SE	
  a	
  neat	
  separa2on	
  between	
  product	
  development	
  and	
  
usage	
  was	
  considered.	
  

Failure	
  
reports	
  	
  



18/09/2014	
  

8	
  

©	
  2014	
  	
  	
  A.	
  Bertolino:	
  	
  	
  Sw	
  tes2ng	
  and/or	
  sw	
  monitoring	
  Jornadas	
  Sistedes	
  2014	
  
	
  

Breaking	
  the	
  separa2on	
  between	
  
development	
  (lab)	
  and	
  opera2on	
  (real	
  world)	
  

e.g.,	
  see	
  Luciano	
  Baresi	
  and	
  Carlo	
  Ghezzi.	
  2010.	
  The	
  disappearing	
  boundary	
  
between	
  development-­‐2me	
  and	
  run-­‐2me.	
  In	
  Proceedings	
  of	
  the	
  FSE/SDP	
  
workshop	
  on	
  Future	
  of	
  so@ware	
  engineering	
  research	
  (FoSER	
  '10)	
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                 Emerging trends 

 Software intensive systems have become the 
foundation of modern technology  
–  Software content in virtually every product and service 

will continue to grow—in some cases dramatically 
–  Software must be demonstrably safe, secure, and 

reliable 
–  Requirements continuously emerge as systems 

dynamically evolve 
 
[R. Pressman, “Emerging trends in software engineering”, JASST09]  
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               Emerging trends 

•  Unprecedented pace of change: 
–  Requirements change continuously 
–  Blurring boundaries between the system and the external world  
–  Both components and the overall structure can change 
–  No single organization is in control of the whole system 
–  Self-healing and self-adaptation 

 “We must shift from the prevailing synchronous approach to 
distributed programming to a fundamentally more delay-tolerant and 
failure resilient asynchronous programming approach. Global 
behaviors emerge by asynchronous combinations of individual 
behaviors, and bindings and compositions change dynamically.” 

 
[L. Baresi, E. Di Nitto, C. Ghezzi, "Toward Open-World Software:  

Issue and Challenges," Computer , vol.39, no.10, 2006] 
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QoS	
  contracts	
  

•  More	
  and	
  more	
  systems	
  are	
  formed	
  by	
  the	
  
coopera2on	
  among	
  autonomous	
  so+ware	
  
services,	
  and	
  their	
  global	
  behaviour	
  emerges	
  
as	
  a	
  result.	
  

•  For	
  such	
  kind	
  of	
  systems	
  we	
  need	
  to	
  verify	
  
that	
  each	
  involved	
  en2ty	
  complies	
  with	
  its	
  
“contract”,	
  which	
  is	
  impossible	
  prior	
  to	
  
execu2on.	
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Challenges 
•  System assembled dynamically 
•  Reference specification of expected/correct 

operation not a-priori available 
•  Specifications are learnt/inferred, thus they can 

be incomplete, unstable, uncertain 
•  Special emphasis on run-time assessment 
•  Assessment activities must accommodate 

change (and must be adaptable themself) 
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What	
  about	
  V&V?	
  

•  It	
  is	
  our	
  thesis	
  that	
  with	
  the	
  blurring	
  boundary	
  
between	
  produc2on	
  and	
  use	
  (pre	
  and	
  post	
  
deployment)	
  we	
  should	
  try	
  to	
  get	
  the	
  most	
  
mutual	
  benefits	
  from	
  combining	
  pre	
  and	
  post	
  
deployment	
  V&V	
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Validation @ runtime 

•  All such trends go towards the direction of 
moving V&V to the field after deployment 

•  Relies on sensing what is happening and 
on timely collecting relevant information 

à To do this, we need to monitor systems 
behaviour 
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Two	
  generic	
  approaches	
  to	
  sw	
  
verifica2on	
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Two	
  generic	
  approaches	
  to	
  sw	
  
verifica2on	
  

Research	
  and	
  solu2ons	
  for	
  tes2ng	
  (in	
  the	
  lab)	
  and	
  
monitoring	
  (in	
  real	
  usage)	
  have	
  taken	
  quite	
  separate	
  tracks	
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Goal	
  of	
  this	
  talk	
  
Surveying	
  and	
  discussing	
  poten2al	
  ways	
  in	
  which	
  
tes2ng	
  and	
  monitoring	
  can	
  benefit	
  each	
  other	
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Why	
  tes2ng	
  and	
  
monitoring?	
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A	
  word	
  cloud	
  from	
  2tles	
  of	
  most	
  recent	
  papers	
  of	
  mine	
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Agenda	
  

•  In	
  the	
  rest	
  of	
  the	
  talk	
  I	
  will:	
  
i.  Make	
  a	
  shot	
  recap	
  of	
  	
  main	
  concepts	
  and	
  

research	
  challenges	
  in	
  so+ware	
  tes2ng	
  and	
  
so+ware	
  monitoring	
  

ii.  Overview	
  a	
  few	
  proposals	
  in	
  the	
  literature	
  for	
  
combining	
  methods	
  or	
  mutually	
  benefit	
  from	
  
each	
  other,	
  while…	
  

iii.  …	
  aremp2ng	
  a	
  taxonomy	
  of	
  tes2ng+monitoring	
  
research	
  

So+ware	
  Tes2ng	
  
So+ware	
  tes2ng	
  is	
  a	
  major	
  ac2vity	
  within	
  a	
  product	
  Verifica2on	
  and	
  
Valida2on.	
  Tes2ng	
  is	
  a	
  complex	
  process	
  including	
  more	
  than	
  “just”	
  	
  
running	
  test	
  items,	
  it	
  also	
  requires	
  several	
  prepara2on	
  and	
  follow-­‐up	
  
ac2vi2es.	
  

ISO/IEC/IEEE	
  29119	
  Standard	
  for	
  So+ware	
  and	
  Systems	
  Engineering-­‐-­‐So+ware	
  Tes2ng-­‐-­‐Part	
  
1:	
  Concepts	
  and	
  Defini2ons	
  (2013)	
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All-inclusive definition 

So+ware	
  tes2ng	
  consists	
  of	
  	
  

•  the	
  dynamic	
  verifica2on	
  of	
  the	
  behavior	
  of	
  a	
  program	
  	
  

•  on	
  a	
  finite	
  set	
  of	
  test	
  cases	
  	
  

•  suitably	
  selected	
  from	
  the	
  (in	
  prac2ce	
  infinite)	
  input	
  domain	
  

•  against	
  the	
  expected	
  behavior	
  

A. Bertolino, "Software Testing", Chapter 5, in  
IEEE Guide to the SWEBOK (2001, stoneman v.), www.swebok.org 
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So+ware	
  tes2ng	
  conceptual	
  flow	
  

Ref	
   Test	
  
Inputs	
   SUT	
  

Ouputs	
  
and/or	
  
Traces	
  

Expected	
  O/Tr	
   Pass/
Fail	
  



18/09/2014	
  

16	
  

©	
  2014	
  	
  	
  A.	
  Bertolino:	
  	
  	
  Sw	
  tes2ng	
  and/or	
  sw	
  monitoring	
  Jornadas	
  Sistedes	
  2014	
  
	
  

Software Monitoring 

•  the process of dynamic collection, 
interpretation, and presentation of 
information concerning objects or software 
processes under scrutiny 

J. Joyce, G. Lomow, K. Slind, and B. Unger. Monitoring distributed 
systems. ACM Trans. Comput. Syst., 5(2):121–150, 1987 
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In	
  other	
  words…	
  

•  A	
  monitor	
  is	
  a	
  system	
  that	
  observes	
  the	
  
spontaneous	
  behavior	
  of	
  a	
  system	
  and,	
  given	
  
a	
  specifica2on	
  of	
  desired	
  proper2es,	
  it	
  checks	
  
that	
  such	
  proper2es	
  hold	
  for	
  the	
  given	
  
execu2on	
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So+ware	
  Monitor	
  conceptual	
  flow	
  

Ref	
  
Ouputs	
  
and/or	
  
Traces	
  

System	
  
in	
  opera2on	
  

Warning
/Alarm	
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An over-loaded term 

•  Large (but fractioned) body of research, 
carried out over decades 

•  Different authors use the term “monitoring" 
to indicate different things/aspects 

•  A monitoring system is in fact an assembly 
of different pieces dealing with different 
concerns 
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Components	
  of	
  a	
  monitoring	
  systems	
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A	
  useful	
  reference	
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Tes2ng	
  vs.	
  Monitoring	
  
In	
  a	
  nutshell,	
  both	
  ac2vi2es	
  observe	
  some	
  
execu2ons	
  in	
  order	
  to	
  detect	
  issues	
  or	
  assess	
  sw	
  
quality	
  (wrt	
  some	
  specified	
  property).	
  However,	
  
major	
  differences/complementari2es	
  can	
  be	
  
no2ced	
  concerning:	
  

– What	
  execu2ons	
  are	
  observed	
  
– What	
  proper2es	
  are	
  checked	
  
–  The	
  context,	
  i.e.,	
  when/where/how	
  the	
  
observa2on	
  is	
  performed	
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Tes2ng	
  vs.	
  Monitoring:	
  what	
  execu2ons?	
  

•  In	
  ST,	
  “generally”	
  the	
  test	
  
cases	
  are	
  selected	
  based	
  on	
  
various	
  criteria,	
  including	
  	
  
strategy,	
  tes2ng	
  stage,	
  fault	
  
model,	
  available	
  tools	
  and	
  
resources	
  

•  In	
  SM,	
  system	
  execu2ons	
  
are	
  observed	
  ideally	
  
without	
  interference:	
  the	
  
aim	
  is	
  to	
  keep	
  under	
  control	
  
the	
  system	
  spontaneous	
  	
  
behaviour	
  

Ac2ve	
  vs.	
  Passive	
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Pros	
  and	
  Cons	
  of	
  
Ac2vely	
  selec2ng	
  test	
  cases	
  

+	
  	
  can	
  detect	
  possible	
  issues	
  in	
  
advance	
  
	
  

-­‐  but	
  the	
  iden2fica2on	
  of	
  
“effec2ve”	
  test	
  cases	
  can	
  be	
  
quite	
  complex	
  and	
  costly	
  

+	
   	
  nega2ve	
  tests	
  
	
  
-­‐ 	
  for	
  some	
  test	
  approaches,	
  
determining	
  the	
  test	
  oracle	
  can	
  
be	
  very	
  difficult	
  

Passively	
  observing	
  what	
  happens	
  

-­‐  a	
  problem	
  is	
  found	
  only	
  a+er	
  
it	
  happened	
  

+ 	
  no	
  cost	
  involved	
  in	
  selec2on	
  
	
  
-­‐  no	
  robustness	
  or	
  stress	
  check	
  

+	
   	
  oracle	
  somewhat	
  implicit	
  in	
  
the	
  monitored	
  property	
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Passive	
  tes2ng	
  

•  In	
  contrast	
  to	
  more	
  common	
  “ac2ve	
  tes2ng”,	
  
passive	
  tes2ng	
  consists	
  of	
  passively	
  observing	
  
a	
  system	
  in	
  opera2on	
  without	
  interfering	
  with	
  
it	
  in	
  order	
  to	
  detect	
  faults	
  

•  The	
  approach	
  has	
  been	
  mostly	
  inves2gated	
  in	
  
the	
  field	
  of	
  networks	
  for	
  conformance	
  tes2ng	
  
of	
  network	
  protocols	
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Ac2ve	
  tester	
  	
  vs.	
  	
  passive	
  tester	
  
Ref	
   Test	
  

Inputs	
   SUT	
  
Ouputs	
  
and/or	
  
Traces	
  

Expected	
  O/Tr	
   Pass/
Fail	
  

Ref	
  

SUT	
  
Ouputs	
  
and/or	
  
Traces	
  

Pass/
Fail	
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  sw	
  monitoring	
  Jornadas	
  Sistedes	
  2014	
  
	
  

Ac2ve	
  tester	
  	
  vs.	
  	
  passive	
  tester	
  
Ref	
   Test	
  

Inputs	
   SUT	
  
Ouputs	
  
and/or	
  
Traces	
  

Expected	
  O/Tr	
   Pass/
Fail	
  

Ref	
  

SUT	
  
Ouputs	
  
and/or	
  
Traces	
  

Pass/
Fail	
  

This	
  is	
  in	
  fact	
  a	
  
monitor	
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Ac2ve	
  tester,	
  passive	
  tester,	
  monitor	
  

•  Emphasis	
  of	
  research	
  in	
  passive	
  tes2ng	
  is	
  in	
  
formal	
  approaches	
  to	
  express	
  the	
  proper2es	
  
to	
  be	
  checked	
  and	
  in	
  making	
  the	
  monitor	
  
more	
  effec2ve	
  in	
  detec2ng	
  failures	
  

Ref	
  

SUT	
  
Ouputs	
  
and/or	
  
Traces	
  

Pass/
Fail	
  

Invariants	
  on	
  
trace	
  sequences	
  
with/o	
  data	
  

Comparison	
  on-­‐
line	
  or	
  off-­‐line	
  

Infinite	
  runs	
  
may	
  give	
  other	
  

verdicts	
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Tes2ng	
  vs.	
  Monitoring:	
  what	
  proper2es?	
  

•  In	
  both	
  ST	
  and	
  SM	
  func2onal	
  and	
  non-­‐func2onal	
  
proper2es	
  can	
  be	
  checked	
  

•  In	
  ST	
  	
  func2onal	
  somehow	
  prevails,	
  while	
  
research	
  in	
  tes2ng	
  of	
  non-­‐func2onal	
  proper2es	
  
stays	
  behind	
  

•  In	
  SM	
  non-­‐func2onal	
  is	
  more	
  common	
  domain	
  

–  This	
  descends	
  naturally	
  from	
  the	
  difficulty	
  of	
  
assessing	
  performance,	
  reliability,	
  and	
  security	
  
proper2es	
  in	
  a	
  context	
  different	
  from	
  the	
  actual	
  one	
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Complex	
  event	
  processing	
  

The	
  concept	
  of	
  event	
  processing	
  is	
  older	
  than	
  compu2ng	
  
itself:	
  reac2ng	
  to	
  events	
  is	
  a	
  natural	
  part	
  of	
  our	
  society	
  
and	
  economy.	
  
	
  

Event	
  processing	
  has	
  recently	
  emerged	
  as	
  a	
  substan2al	
  
new	
  field	
  of	
  so+ware	
  engineering.	
  

Complex	
  event	
  processors	
  (CEP)	
  combine	
  informa2on	
  
from	
  many	
  data	
  points	
  to	
  generate	
  new	
  insights,	
  and	
  
use	
  algorithms	
  and	
  rules	
  to	
  process	
  event	
  data	
  received	
  
from	
  one	
  or	
  more	
  sources	
  during	
  some	
  2me	
  period.	
  	
  
Complex	
  events	
  are	
  produced	
  as	
  summary	
  level	
  facts	
  
that	
  are	
  put	
  in	
  context	
  to	
  iden2fy	
  threats	
  and	
  
opportunity	
  situa2ons.	
  
	
  Ref:	
  The	
  event	
  processing	
  manifesto	
  
Dagstuhl	
  Seminar	
  on	
  Event	
  Processing	
  2010	
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Tes2ng	
  vs.	
  Monitoring:	
  the	
  context	
  

•  In	
  ST,	
  the	
  test	
  execu2on	
  requires	
  
a	
  proper	
  test	
  environment,	
  i.e.	
  all	
  
faciliCes,	
  hardware,	
  so@ware,	
  
firmware,	
  procedures,	
  and	
  
documentaCon	
  intended	
  for	
  or	
  
used	
  to	
  perform	
  the	
  tests	
  
–  Sewng	
  up	
  the	
  test	
  

environment	
  may	
  be	
  costly	
  
and	
  complex	
  

Reproduc2on	
  vs.	
  genuine,	
  off-­‐line	
  vs.	
  “in-­‐process”	
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Tes2ng	
  vs.	
  Monitoring:	
  the	
  context	
  

•  In	
  ST,	
  the	
  test	
  execu2on	
  requires	
  
a	
  proper	
  test	
  environment,	
  i.e.	
  all	
  
faciliCes,	
  hardware,	
  so@ware,	
  
firmware,	
  procedures,	
  and	
  
documentaCon	
  intended	
  for	
  or	
  
used	
  to	
  perform	
  the	
  tests	
  
–  Sewng	
  up	
  the	
  test	
  

environment	
  may	
  be	
  costly	
  
and	
  complex	
  

•  On	
  the	
  other	
  hand,	
  lab	
  tests	
  are	
  
safe,	
  i.e.	
  no	
  effect	
  in	
  real	
  world	
  

Reproduc2on	
  vs.	
  genuine,	
  off-­‐line	
  vs.	
  “in-­‐process”	
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Tes2ng	
  vs.	
  Monitoring:	
  the	
  context	
  
Reproduc2on	
  vs.	
  genuine,	
  off-­‐line	
  vs.	
  “in-­‐process”	
  
	
  

•  In	
  SM,	
  the	
  system	
  is	
  verified	
  in	
  
opera2on:	
  no	
  need	
  to	
  reproduce	
  
environment,	
  however	
  costs	
  are	
  
s2ll	
  implied	
  for	
  instrumen2ng	
  or	
  
annota2ng	
  the	
  system	
  so	
  to	
  allow	
  
observa2on	
  

	
  
•  Probe	
  effect:	
  The	
  monitor	
  could	
  

interfere	
  with	
  system	
  behaviour	
  	
  

•  In	
  ST,	
  the	
  test	
  execu2on	
  requires	
  
a	
  proper	
  test	
  environment,	
  i.e.	
  all	
  
faciliCes,	
  hardware,	
  so@ware,	
  
firmware,	
  procedures,	
  and	
  
documentaCon	
  intended	
  for	
  or	
  
used	
  to	
  perform	
  the	
  tests	
  
–  Sewng	
  up	
  the	
  test	
  

environment	
  may	
  be	
  costly	
  
and	
  complex	
  

•  On	
  the	
  other	
  hand,	
  lab	
  tests	
  are	
  
safe,	
  i.e.	
  no	
  effect	
  in	
  real	
  world	
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How	
  can	
  ST	
  and	
  SM	
  benefit	
  each	
  other?	
  

•  Tradi2onally	
  separate	
  research	
  domains,	
  but	
  
several	
  recent	
  proposals	
  for	
  posi2vely	
  
contamina2ng	
  the	
  two	
  ac2vi2es	
  

Let’s	
  see	
  a	
  sample	
  from	
  
literature	
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Collec2ng	
  and	
  mining	
  field	
  data	
  for	
  
improving	
  ST	
  process	
  

•  An	
  obvious	
  synergy	
  between	
  ST	
  and	
  SM	
  is	
  
collec2ng	
  data	
  about	
  the	
  run2me	
  behavior	
  of	
  
deployed	
  programs	
  while	
  they	
  are	
  in	
  use,	
  and	
  use	
  
such	
  data	
  for	
  improving	
  the	
  ST	
  process,	
  including:	
  
–  Bug	
  sta2s2cs	
  
–  Fault	
  localiza2on	
  and	
  repair	
  
– Augmen2ng	
  a	
  test	
  suite	
  
–  Reproducing	
  real	
  failures	
  in	
  the	
  lab	
  

Alessandro	
  Orso,	
  Monitoring,	
  analysis,	
  and	
  tes2ng	
  of	
  deployed	
  
so+ware.	
  In	
  Proceedings	
  of	
  FoSER	
  '10.	
  ACM,	
  2010,	
  pp.	
  263-­‐268.	
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Collec2ng	
  and	
  mining	
  field	
  data	
  for	
  
improving	
  ST	
  process	
  

Alessandro	
  Orso,	
  Monitoring,	
  analysis,	
  and	
  tes2ng	
  of	
  deployed	
  
so+ware.	
  In	
  Proceedings	
  of	
  FoSER	
  '10.	
  ACM,	
  2010,	
  pp.	
  263-­‐268.	
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Moving	
  tes2ng	
  to	
  the	
  field	
  

A.	
  Bertolino,	
  A.	
  Polini:	
  The	
  
Audi2on	
  Framework	
  for	
  Tes2ng	
  
Web	
  Services	
  Interoperability.	
  
EUROMICRO-­‐SEAA	
  2005	
  

Development Admission Publication    Usage Installation 

Development Testing  Audition Monitoring 
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Tes2ng	
  in	
  the	
  field	
  
•  For	
  dynamic	
  systems	
  whose	
  behaviour,	
  changes	
  
and	
  user	
  profile	
  are	
  hard	
  to	
  predict	
  and	
  simulate	
  

•  Differently	
  from	
  monitoring,	
  online	
  tes2ng	
  is	
  
proac2ve:	
  
–  Big	
  challenges	
  in	
  terms	
  of	
  costs,	
  acceptance,	
  side	
  
effects…	
  

Antonia	
  Bertolino,	
  Guglielmo	
  De	
  Angelis,	
  Andrea	
  Polini:	
  (role)CAST:	
  A	
  
Framework	
  for	
  On-­‐line	
  Service	
  Tes2ng.	
  WEBIST	
  2011	
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Context	
  for	
  tes2ng	
  in	
  the	
  field	
  

•  M.	
  Ali,	
  F.	
  De	
  Angelis,	
  D.	
  Fanì,	
  A.	
  Bertolino,	
  G.	
  De	
  Angelis,	
  A.	
  Polini:	
  An	
  Extensible	
  Framework	
  for	
  
Online	
  Tes2ng	
  of	
  Choreographed	
  Services.	
  IEEE	
  Computer	
  2014	
  

•  A.	
  Bertolino,	
  G.	
  De	
  Angelis,	
  S.	
  Kellomaki,	
  A.	
  Polini:	
  Enhancing	
  Service	
  Federa2on	
  Trustworthiness	
  
through	
  Online	
  Tes2ng.	
  IEEE	
  Computer	
  2012	
  

•  A.	
  Bertolino,	
  A.	
  Polini:	
  SOA	
  Test	
  Governance:	
  Enabling	
  Service	
  Integra2on	
  Tes2ng	
  across	
  Organiza2on	
  
and	
  Technology	
  Borders.	
  ICST	
  Workshops	
  2009:	
  277-­‐286	
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And	
  viceversa,	
  moving	
  monitoring	
  in	
  the	
  lab	
  

•  Run2me	
  verifica2on	
  is	
  a	
  type	
  of	
  monitor,	
  with	
  
an	
  emphasis	
  of	
  the	
  research	
  on	
  the	
  
specifica2on	
  of	
  proper2es	
  to	
  be	
  monitored.	
  	
  

•  Run2me	
  verifica2on	
  monitors	
  programs	
  for	
  
tes2ng	
  purposes,	
  whereby	
  the	
  emphasis	
  is	
  on	
  
collec2ng	
  the	
  traces	
  rather	
  than	
  on	
  the	
  actual	
  
usage	
  context	
  

•  For	
  the	
  purpose	
  of	
  this	
  talk	
  RV	
  can	
  be	
  seen	
  as	
  
monitoring	
  performed	
  in	
  the	
  lab	
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Run2me	
  verifica2on	
  

•  A	
  rela2vely	
  new	
  discipline	
  (RV	
  series	
  started	
  in	
  
2001)	
  

•  Introduced	
  as	
  a	
  lightweight	
  verifica2on	
  
approach,	
  to	
  complement	
  heavyweight	
  ones	
  
such	
  as	
  theorem	
  proving	
  and	
  model	
  checking.	
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Run2me	
  verifica2on	
  

•  Run2me	
  verifica2on	
  is	
  the	
  discipline	
  of	
  
computer	
  science	
  that	
  deals	
  with	
  the	
  study,	
  
development,	
  and	
  applica2on	
  of	
  those	
  
verifica2on	
  techniques	
  that	
  allow	
  checking	
  
whether	
  a	
  run	
  of	
  a	
  system	
  under	
  scru2ny	
  
sa2sfies	
  or	
  violates	
  a	
  given	
  correctness	
  
property.	
  

Leucker,	
  Mar2n,	
  and	
  Chris2an	
  Schallhart.	
  "A	
  brief	
  account	
  of	
  
run2me	
  verifica2on."	
  The	
  Journal	
  of	
  Logic	
  and	
  Algebraic	
  
Programming	
  78.5	
  (2009):	
  293-­‐303.	
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Monitoring	
  as	
  seen	
  by	
  RV	
  
•  A	
  monitor	
  is	
  a	
  device	
  that	
  reads	
  a	
  finite	
  trace	
  and	
  
yields	
  a	
  certain	
  verdict	
  

•  For	
  a	
  monitor	
  to	
  be	
  ideally	
  suited	
  for	
  RV,	
  it	
  should	
  
adhere	
  to	
  the	
  two	
  maxims	
  impar2ality	
  and	
  
an2cipa2on.	
  
–  Impar2ality	
  requires	
  that	
  a	
  finite	
  trace	
  is	
  not	
  evaluated	
  to	
  
true	
  or,	
  respec2vely	
  false,	
  if	
  there	
  s2ll	
  exists	
  an	
  (infinite)	
  
con2nua2on	
  leading	
  to	
  another	
  verdict.	
  	
  

–  An2cipa2on	
  requires	
  that	
  once	
  every	
  (infinite)	
  
con2nua2on	
  of	
  a	
  finite	
  trace	
  leads	
  to	
  the	
  same	
  verdict,	
  
then	
  the	
  finite	
  trace	
  evaluates	
  to	
  this	
  very	
  same	
  verdict.	
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Test	
  process	
  automa2on	
  
•  By	
  exploi2ng	
  the	
  instrumenter	
  and	
  the	
  trace	
  
analyzer	
  of	
  a	
  monitor	
  a	
  test	
  session	
  could	
  be	
  
fully	
  automated	
  

Cyrille	
  Artho	
  et	
  al.	
  Experiments	
  with	
  test	
  case	
  genera2on	
  and	
  run2me	
  
analysis.	
  ASM'03.	
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Example	
  of	
  a	
  complete	
  framework	
  for	
  MBT	
  
and	
  RV	
  of	
  model	
  simulator	
  and/or	
  code	
  

Li	
  Tan,	
  Jesung	
  Kim,	
  Insup	
  Lee,	
  Tes2ng	
  and	
  Monitoring	
  Model-­‐based	
  
Generated	
  Program,	
  ENTCS,	
  89	
  (2),	
  2003,	
  128-­‐148	
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Monitoring	
  can	
  be	
  exploited	
  as	
  a	
  test	
  oracle	
  

•  Bla	
  bla	
  

Paolo	
  Arcaini,	
  Angelo	
  Gargan2ni	
  and	
  Elvinia	
  Riccobene:	
  "Combining	
  Model-­‐Based	
  Tes2ng	
  
and	
  Run2me	
  Monitoring	
  for	
  Program	
  Tes2ng	
  in	
  the	
  Presence	
  of	
  Nondeterminism,	
  ICST	
  
workshop	
  A-­‐MOST	
  2013	
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Using	
  test	
  coverage	
  criteria	
  for	
  improving	
  monitor	
  
observa2on	
  capability	
  

	
  Even	
  using	
  different	
  
approaches,	
  they	
  all	
  share	
  one	
  
limita2on:	
  they	
  can	
  	
  
only	
  passively	
  observe	
  and	
  
elaborate	
  what	
  happens	
  	
  	
  

Some2me	
  it	
  can	
  be	
  important	
  also	
  
to	
  know	
  what	
  does	
  NOT	
  happen,	
  
e.g.	
  …	
  

§  some	
  service	
  has	
  not	
  been	
  
invoked	
  for	
  long	
  2me,	
  or	
  

§  some	
  usage	
  profile	
  is	
  different	
  
from	
  expecta2ons	
  …	
  

	
  	
  

“Wisdom is knowing 
how little we know”  

	
  
[Socrates,	
  Athens,	
  469–399	
  BC]	
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  Empower	
  the	
  monitor	
  with	
  the	
  
knowledge	
  to	
  decide	
  if	
  what	
  is	
  
being	
  observed	
  is	
  adequate	
  

	
  	
  
We	
  introduce	
  the	
  
no2on	
  of	
  a	
  monitoring	
  
coverage	
  criterion	
  

	
  

Using	
  test	
  coverage	
  criteria	
  for	
  improving	
  
monitor	
  observa2on	
  capability	
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Monitoring	
  coverage	
  

² Similarly	
  to	
  test	
  coverage	
  criteria,	
  we	
  define	
  a	
  set	
  of	
  
en22es	
  that	
  a	
  monitor	
  should	
  cover	
  

² Differently	
  from	
  test	
  coverage:	
  
– we	
  need	
  to	
  set	
  how	
  long	
  to	
  wait	
  for	
  observing	
  an	
  
en2ty	
  	
  
⇒	
  Observa2on	
  window	
  δ	
  

– monitor	
  adequacy	
  can	
  increase	
  or	
  decrease	
  along	
  2me	
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Adequate	
  monitor	
  architecture	
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Adequate	
  monitor	
  architecture	
  

Rules	
  Generator:	
  generates	
  the	
  
rules	
  from	
  the	
  en22es,	
  
depending	
  on	
  the	
  coverage	
  
criterion	
  and	
  the	
  observa2on	
  
windows	
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Adequate	
  monitor	
  architecture	
  

InferenKal	
  Engine	
  
(impl.	
  Drools):	
  
matches	
  the	
  rules	
  
and	
  executes	
  the	
  
associated	
  ac2ons	
  

WS_Monitor:	
  receives	
  event	
  
messages	
  from	
  the	
  services	
  
involved	
  in	
  the	
  composi2on	
  
and	
  forwards	
  them	
  to	
  the	
  
Inferen2al	
  Engine	
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Adequate	
  monitor	
  architecture	
  

Coverage	
  Analyzer:	
  visualizes	
  
collected	
  info,	
  elaborates	
  stats,	
  
raises	
  alerts,	
  etc..	
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provides 
cumulative 
coverage 



18/09/2014	
  

36	
  

©	
  2014	
  	
  	
  A.	
  Bertolino:	
  	
  	
  Sw	
  tes2ng	
  and/or	
  sw	
  monitoring	
  Jornadas	
  Sistedes	
  2014	
  
	
  

en
22

es
	
  

2me	
  unit	
  t	
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en
22

es
	
  

2me	
  unit	
  t	
  

At each t 
provides 
individual 
coverage 
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en
22

es
	
  

2me	
  unit	
  t	
  

Long red lines 
evidence 
entities not 
monitored for 
long time 
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Summarizing:	
  

•  There	
  are	
  techniques	
  from	
  tes2ng	
  discipline	
  
that	
  could	
  be	
  used	
  in	
  opera2on	
  to	
  make	
  
monitoring	
  more	
  powerful,	
  e.g.	
  	
  
v 	
  proac2ve	
  launch	
  of	
  test	
  cases	
  in	
  the	
  deployed	
  
system	
  (how	
  to	
  deal	
  with	
  effects)	
  

v 	
  measuring	
  coverage	
  within	
  defined	
  observa2on	
  
windows	
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Summarizing:	
  

•  There	
  are	
  techniques	
  from	
  monitoring	
  
discipline	
  that	
  could	
  be	
  used	
  in	
  laboratory	
  
tes2ng	
  to	
  improve	
  automa2on	
  and	
  reduce	
  
costs,	
  e.g.	
  	
  
v 	
  resolve	
  non	
  determinism	
  (oracle)	
  
v test	
  selec2on	
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Summarizing:	
  

•  Each	
  ac2vity	
  could	
  mutually	
  benefit	
  from	
  each	
  
other	
  in	
  a	
  perpetual	
  verifica2on	
  approach	
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Adv	
  2me	
  …	
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Not	
  only	
  system	
  test	
  and	
  monitoring	
  
•  E.g.,	
  adequate	
  monitor	
  can	
  be	
  used	
  to	
  assess	
  
learners	
  performance	
  

Learn	
  PAd	
  Project	
  
Model-­‐Based	
  Social	
  Learning	
  for	
  Public	
  AdministraKons	
  
hUp://www.learnpad.eu	
  
	
  



18/09/2014	
  

40	
  

©	
  2014	
  	
  	
  A.	
  Bertolino:	
  	
  	
  Sw	
  tes2ng	
  and/or	
  sw	
  monitoring	
  

Training	
  and	
  knowledge	
  sharing	
  within	
  PA	
  are	
  
characterized	
  by	
  (state	
  of	
  the	
  prac2ce):	
  
●  Informa2ve	
  and	
  off-­‐line	
  approach	
  
●  Difficul2es	
  in	
  providing	
  “on-­‐the-­‐job”	
  support	
  	
  
●  Difficul2es	
  in	
  knowledge	
  sharing	
  
●  Difficul2es	
  in	
  iden2fying	
  knowledge	
  sources	
  and	
  

competences	
  
●  Users	
  perspec2ve	
  is	
  o+en	
  ignored	
  
●  …	
  	
  

Learn	
  PAd	
  Mo2va2on	
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Learn	
  PAd	
  objec2ves	
  

To	
  provide	
  a	
  collabora2ve	
  content	
  produc2on	
  and	
  
learning	
  pla~orm	
  for:	
  
•  Suppor2ng	
  different	
  approaches	
  to	
  learning:	
  

-­‐	
  performa2ve,	
  informa2ve	
  
-­‐	
  self-­‐assessment	
  

•  Knowledge	
  sharing	
  
•  Competences	
  highligh2ng	
  
•  Fostering	
  coopera2on	
  

-­‐	
  collabora2ve	
  contents	
  produc2on	
  
-­‐	
  collabora2ve	
  learning	
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Learn	
  PAd	
  innova2on	
  

●  Model	
  based	
  collabora2ve	
  learning	
  
●  BP	
  driven	
  content	
  produc2on	
  
●  Automated	
  verifica2on	
  of	
  local/global	
  process	
  

coherence	
  
●  Automated	
  evalua2on	
  of	
  natural	
  language	
  defined	
  

contents	
  
●  Automated	
  model-­‐based	
  deriva2on	
  of	
  self-­‐

assessment	
  tasks	
  
●  Model	
  based	
  simula2on	
  for	
  learning	
  purpose	
  
●  Ontology	
  based	
  and	
  OSS	
  inspired	
  KPIs	
  


