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Abstract. While correctness-by-construction and post-hoc verification
are traditionally considered to provide two opposing views on proving
software systems to be free from errors, nowadays numerous techniques
and application fields witness initiatives that try to integrate elements of
both ends of the spectrum. The ultimate aim is not merely to improve the
correctness of software systems but also to improve their time-to-market,
and to do so at a reasonable cost. This track brings together researchers
and practitioners interested in the inherent ‘tension’ that is usually felt
when trying to balance the pros and cons of correctness-by-construction
versus post-hoc verification.

Motivation and Aim

Correctness-by-Construction (CbC) sees the development of software (systems)
as a scientific discipline of engineering. Originally intended as a mere means of
programming algorithms that are correct by construction [22,27], the approach
found its way into commercial development processes of complex systems [24,25].
In this larger context, we can say that CbC advocates a step-wise refinement
process from specification to code, ideally by CbC design tools that automatically
generate error-free software implementations from rigorous and unambiguous
specifications of requirements. Afterwards, testing only serves the purpose of
validating the CbC process rather than to find bugs. (Of course, bugs might still
be present outside the boundaries of the verified system: libraries, compilers,
hardware, etc.)

In Post-hoc Verification (PhV), on the other hand, formal methods and tools
are applied only after the (software) system has been constructed, not during
the development process. Typically, a formal specification of (an abstraction of)
the implemented system describes how it should behave, after which validation
and verification techniques like testing [12,32,33], bug finding [4, 26, 29], model
checking [3,15,17], and deductive verification [7,23,35] are used to check whether
the implementation indeed satisfies the specifications and meets the user’s needs.
While two independent system models that are verified against each other can
provide additional assurance that the designers’ intentions have been captured
correctly, PhV is notoriously difficult to carry out.



Recently, numerous techniques and fields of application witness initiatives
that attempt to integrate elements of both ends of the spectrum, ultimately
aiming to satisfy the holy grail of improving the correctness of software systems
as well as their time-to-market, and to do so at a reasonable cost. This track
brings together researchers and practitioners interested in the inherent ‘tension’
that is usually felt when trying to balance the pros and cons of CbC vs. PhV.
In particular, we invited researchers and practitioners working in the following
communities to shed their light on CbC vs. PhV:

v People working in Software Product Line Engineering (SPLE), who try to lift
successful formal methods and verification tools from single product (system)
engineering to SPLE in order to say something about the correctness of all
products (programs, variants) of an SPL (whose population is exponential
in the number of features).

v People working in System-of-Systems Engineering (SoSE), who address the
verification (correctness, but also issues like reliability, resilience, robustness,
security, and sustainability) of networks of interacting legacy and new soft-
ware (systems).

v People working on (system) synthesis, who aim for transforming a logical
specification into a system that is guaranteed to satisfy the specification in
all possible environments.

¥ People working on deductive verification, who typically require a detailed
understanding of why the system works correctly before actual verification
to be able to express the correctness of a program as a set of verification
conditions to be discharged.

v People working on ‘bug-finding’ lightweight verification, who trade off full
functional verification for being able to deal with real-world languages and
large programs as well as to avoid having to write formal specifications.

v People working on Design for Verification (DfV), mostly in hardware design,
who advocate the usage of design methodologies, languages, patterns, etc.,
that make PhV a realistic option.

v People working on Statistical Model checking (SMC), who trade off model
checking’s verification accuracy, which however requires the entire state space
to be known upfront, for scalability by resorting to the computationally
more efficient sampling of simulations of (dynamic, black-box, infinite-state)
systems until sufficient statistical evidence has been found.

Contributions

Watson et al. [36] argue for the marriage of CbC with PhV in order to leverage the
advantages and to mitigate the disadvantages of both approaches. CbC specifies
a problem in terms of its pre- and postconditions and then develops a final
algorithmic solution in small, tractable refinement steps. The paper advocates
a lightweight approach to proving the correctness of each refinement step. The
consequent risk of errors should then be minimised by relying on a PhV system
that now obtains for free the pre- and postconditions, as well as loop variants and
invariants that it requires for proving partial correctness as well as termination.



Beckert et al. [6] address the following important question in the specific
setting of legacy code: why is it so hard to perform PhV (deductive verification
in particular) and what can be done to make it any easier? They answer the
first part of this question by presenting a collection of (known) insights in a
systematic way, larded with examples. Subsequently, they contribute to answer-
ing the second part of the question by first discussing possible means to tackle
the challenges offered by legacy code verification and then suggesting a strategy
for deductive PhV, together with possible improvements to existing deductive
verification methodologies and tools like KeY [2,7] and VCC [20].

Cleophas et al. [18] discuss how CbC-based development may lead to a deep
comprehension of algorithm families, based on the fact that organising the refine-
ments obtained during CbC-based design in a taxonomy leads to a classification
of common and varying properties within a family of algorithms and thus to in-
sight in the relations among its elements. They also argue that using taxonomies
in the implementation of toolkits, i.e. a library of all variants, for TABASCO [19]
has the additional benefit of providing a meaningful starting point for extractive
and proactive SPLE. For both, a concrete methodology is presented.

Kleijn et al. [9] consider systems of systems, represented as team automata,
whose components interact by the synchronised execution of common actions [8].
They study conditions for the compatibility of components, defined as being free
from message loss and deadlocks, relative to notions of synchronisation other
than mandatory synchronised execution. They focus on various kinds of master-
slave synchronisations, which require input actions (for ‘slaves’) to be driven
by output actions (from ‘masters’). Team automata composed according to this
notion of synchronisation are exemplified and studied in some detail, including
an extensive discussion of (potential) applications.

Legay et al. [34] introduce DynBLTL, an extension of time-bounded LTL [16],
as a new 3-valued logic specifically aimed to reason over dynamically evolving
software architectures. Here dynamism is understood as allowing components to
be removed, added or (re)connected differently. The third value (undefined) is
used to deal with components that are absent in a system configuration being
evaluated. The semantics is that of (un)timed traces of graphs seen as snapshots
of the architecture at a specific moment of computation. One can quantify over
all connections and components of a specific type or a specific component or
connection, and the modalities allow to reasoning over a bounded number of
steps or a bounded amount of time. Since the number of components is unknown
upfront, SMC by means of an integration into the PLASMA statistical model
checker [30] is an obvious choice. An example illustrates the approach.

Méry et al. [14] aim to show how CbC and PhV can possibly be combined
in a productive way by describing a general framework that integrates the fol-
lowing two different approaches to software verification: program refinement as
supported by Event-B [1] and program verification as supported by the Spec#
programming system [5]. In particular, they describe a plug-in for Event-B’s
RODIN toolset that is able to automatically transform a given abstract Event-B
specification into a recursive algorithm that is correct-by-construction and which
can be directly translated into executable code.



Schaefer et al. [28] investigate the feasibility of generalizing the concept of
proof-carrying code to proof-carrying apps as a means to verify extensible soft-
ware platforms at deployment time. Rather than global safety policies, contracts
are used to specify functional properties of the API of the base software plat-
form, leaving it to the provider of the extension to verify that all API calls
adhere to the contract. The resulting proof artefacts are used at deployment
time to allow proof checking. After discussing the criteria that enable a verifica-
tion technique for contract-based deployment-time verification, the applicability
of deductive verification with KeY [2,7] and data-flow analyses with Soot [31] to
the proof-carrying apps scenario is examined for a simple Java implementation.

De Vink et al. [10] illustrate the idea of supervisory controller synthesis for
SPLE by applying the CIF 3 toolset [11] to an example. They show how to auto-
matically synthesise an SPL model (in the form of an automaton for each valid
product of the SPL) starting from a so-called attributed feature model, compo-
nent behaviour models associated with the features, and additional behavioural
requirements (like state invariants, event orderings, and guards on events). The
resulting CIF 3 model then satisfies all feature-related constraints as well as all
behavioural requirements, by construction. Further behavioural properties can
be verified by exporting such SPL models in the input format of the mCRL2
model checker [21].

Beyer [13] outlines a few existing verification approaches that, in an attempt
to try to increase the impact of formal verification, combine the advantages of
automatic verification techniques and interactive verification techniques. The
former, which usually expect the user to set the parameters while the prover
computes the necessary invariants and the proof, work well for large systems,
whereas the latter, which usually expect the user to provide invariants while
the prover establishes a formal correctness proof, work well for sophisticated
specifications.
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