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ABSTRACT

Access Control Policies are used to specify who can access
which resource under which conditions, and ensuring their
correctness is vital to prevent security breaches. As access
control policies can be complex and error-prone, we propose
an original framework that supports the validation of the
implemented policies (specified in the standard XACML no-
tation) against the intended rights, which can be informally
expressed, e.g. in tabular form. The framework relies on
well-known software testing technology, such as mutation
and combinatorial techniques. The paper presents the im-
plemented environment and an application example.

CCS Concepts

eSecurity and privacy — Software security engineer-
ing; eSoftware and its engineering — Software test-
ing and debugging;
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1. INTRODUCTION

Security is among the top most pressing concerns of both
developers and consumers of modern software systems. In
today’s highly connected and pervasive software-intensive
systems, preventing unauthorized, erroneous or even mali-
cious usage of critical resources becomes imperative. Thus,
secure software engineering relies on sophisticated control
and protection mechanisms to ensure the proper functioning
of the software system at each level and against any potential
threat. Among security mechanisms, a critical role is played
by access control systems, which aim at ensuring that: i)
only the intended subjects can access the protected data;
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and ii) these subjects get only the permission levels required
to accomplish their tasks and no more. To this purpose, ac-
cess control systems involve three related activities, namely
identification of the user or service requesting an access, au-
thentication of the declared identity, usually by means of
credentials, and finally authorization of authenticated users
to perform a set of allowed operations. Authorization mech-
anisms are typically based on access control policies that rule
the level of confidentiality of data, the procedures for man-
aging data and resources, and the classification of resources
into category sets yielding different security requirements.
Access control policies must be specified and verified with
great accuracy, as any error or overlook could result either
in forbidding due access rights, or worse in authorizing ac-
cesses that should be denied, thus jeopardizing the security
of the protected data.

XACML (eXtensible Access Control Markup Language) [15]
is a widely used standard language for specifying access con-
trol policies. It is an XML-based language conceived with
interoperability, extensibility, and distribution in mind, thus
enabling the specification of very complex rules. However,
such advantages are paid in terms of complexity and ver-
bosity: writing XACML policies is hard and may be de-
ceiving, as inconsistencies could arise between the security
requirements the policy authors intend to specify and those
that the policies actually state. Indeed, an XACML policy
could hide some combinations of access rules that were not
foreseen by the policy author and that establish access rights
not reflecting the actually intended rights. This can easily
happen for instance when some modifications are introduced
in a long complex policy or when the policy is obtained from
the integration of more policies coming from different orga-
nizations. For this reason the policy authors, or more in
general any stakeholder using the policy (generically referred
in the following as the policy validators), need to accurately
test the access rights resulting from the coded XACML poli-
cies against the actual intended behavior in granting/deny-
ing accesses. These intents could be easily represented with
a model or expressed into natural language or by means of
a table specifying the access control rights.

This work shows how common software testing techniques
can be effectively applied to the testing of access control
policies. In particular, the main contribution of this work
is a generic framework, called TXPAINT (Testing XACML
Policy Against INTentions), for testing the compliance of
an XACML policy to intended access rights or discovering
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Figure 1: Access Control System Architecture

possible inconsistencies.

TXPAINT adopts two well-known testing techniques, i.e.,
combinatorial [13] and mutation testing [8], and provides
support for generating appropriate test inputs (i.e., requests
of access) able to test the constraints, permissions and pro-
hibitions defined in the policy. The framework also provides
support to locate the elements involved in the policy under
test that are the causes of detected inconsistencies.

In the rest of the paper we first briefly introduce some needed

background concepts, then in Section 3 we present an overview

of the approach as well as its implementation. In Section 4 a
case study illustrates how the approach is applied. Finally,
the related work and conclusions sections conclude the pa-
per.

2. BACKGROUND

The proposed framework relies on XACML policy and soft-
ware testing techniques. In the following we provide a brief
background to make the paper self-contained.

2.1 XACML based Access Control System

XACML [15] is a platform-independent XML-based language
for the specification of access control policies. The main pur-
pose of an XACML policy is to define the constraints that
a subject needs to comply with for accessing a resource and
doing an action in a given environment.

Briefly, an XACML policy has a tree structure whose main
elements are: PolicySet, Policy, Rule, Target and Condition.
The PolicySet includes one or more policies. A Policy con-
tains a Target and one or more rules. The Target specifies
a set of constraints on attributes of a given request. Typi-
cal categories of attributes are the subject, resource, action
and environment, but users may define their own categories
as needed. The Rule specifies a Target and a Condition
containing one or more boolean functions. If the Condi-
tion evaluates to true, then the Rule’s Effect (a value of
Permit or Deny) is returned, otherwise a NotApplicable de-
cision is formulated. If an error occurs during the evalua-
tion of a policy against a request, Indeterminate is returned.
The PolicyCombiningAlgorithm and the RuleCombiningAl-
gorithm define how to combine the results from multiple
policies and rules respectively in order to derive a single ac-
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cess result. Figure 3(a) sketches an example of an XACML
policy, whose details are illustrated later (Section Applica-
tion Ezample). The main actors in the XACML domain are
shown in Figure 1: the Policy Administration Point (PAP)
is the system entity in charge of managing the policies; the
Policy Enforcement Point (PEP), usually embedded into an
application system, receives the access request in its native
format, constructs an XACML request and sends it to the
Policy Decision Point (PDP); the Policy Information Point
(PIP) provides the PDP with the values of subject, resource,
action and environment attributes; the PDP evaluates the
policy against the request and returns the response, includ-
ing the authorization decision, to the PEP.

2.2 Software Testing Techniques

In this section we present the testing techniques more closely
related to our work.

In Mutation Testing, small syntactic faults, aimed at simu-
lating true programmer’s mistakes, are seeded in the original
program code. A set of faulty programs, called mutants, is
obtained, each containing one fault only. The main purpose
of mutation testing is to assess the adequacy of a test suite.
Each test case is executed on the original program and all its
mutants. If the mutant’s output is different from the origi-
nal program’s one, the mutant is said to be killed. We refer
to [8] for an extensive survey of software mutation testing.

Combinatorial Testing aims at detecting failures triggered
by the interactions among the input parameters of the soft-
ware under test. Specifically, most failures are caused by
the joint combinatorial effect of two factors, whereas the
failures caused by the combination of three or more factors
progressively decrease. In a combinatorial test plan, all com-
binations of parameters up to a certain level are considered.
For instance, in pairwise testing, for every pair of parame-
ters, every pair of values of these parameters must be tested
at least once. The work in [13] provides a survey of combi-
natorial testing research.

Fuzz Testing involves generating random or semivalid data
and submitting them in defined input fields or parameters
(files, network protocols, APT calls, and other targets) in an
attempt to break the program and find bugs. Fuzzing is
useful in identifying the presence of common vulnerabilities
in data handling, and the results of fuzzing can be exploited
by an attacker to crash or hijack the program using a vul-
nerable data field. We refer to [16] for a survey of fuzzing
techniques and tools.

3. TESTING FRAMEWORK

The specification of XACML policies is a challenging task.
Although some tools exist that help the user to check the
syntactic correctness of the defined policy with respect to the
standard XACML context [17], to the best of our knowledge
the only facility that allows the partial verification of access
control policy properties against a formal access control pol-
icy model is ACPT [7, 14]. However, there is no comprehen-
sive facility that allows a policy author or validator to check
the compliance of an XACML policy against the intended
access control rights from which the policy originates. To
address this issue, we introduce TXPAINT, a generic and
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Figure 2: Overview of the approach

extensible framework supporting users during the testing of
XACML policies against the intended access control rights.

Figure 2 presents an overview of the approach. The first
step (in the left part of the figure) is the definition of the
intended access rights. These could have different degrees
of formalization: from a high-level formal model to an infor-
mal list of intended rights, expressed for instance in a table
containing the access constraints. Such access control rights
are translated into an XACML policy (step 1 of Figure 2).
Depending on the formalization used, the implementation
of this step could vary from a manual derivation, to the
application of automated model2code transformation facil-
ities. The translation of the access control intents into an
XACML policy is part of the Domain Specific Enforce-
ment (the dark grey part of Figure 2) and is out of the scope
of the proposed testing framework (the light grey part of
the same figure). The derived XACML policy is the pro-
cessable input of TXPAINT and is used by the Test Case
Generator component to derive a set of test cases (called
XACML requests, step 2 in the figure). For this, different
combinatorial strategies can be used, focused on the testing
of functional aspects, constraints, permissions and prohibi-
tions of the policy. In specific circumstances, for instance
in case of regression testing or for timing/effort constraints,
the number of the derived test cases should be reduced so
to obtain a manageable and effective test suite. Different
criteria for test cases reduction, such as fault detection ef-
fectiveness or filtering by one or more request values, are
provided by the Test Case Reducer component.

The (reduced) test suite (step 3 of Figure 2) is then exe-
cuted on the PDP component that derives the XACML re-
sponse associated to each request (step 4 of Figure 2). The
request/response pairs obtained by the XACML policy ex-
ecution are collected and visualized in tabular form by the
Interactive I/0 Visualizer component. Eventually, the
Domain Specific Enforcement is in charge of the (manual
or automated) translation of the derived request/response
pairs back into the same language used for the specification
of the access control intents.

The request/response pairs are represented into a test report
visualized by the framework (step 5 of Figure 2), which pro-
vides a valid help for checking the compliance of the XACML
policy against the intended access control rights and high-
lighting possible inconsistencies. In case of inconsistencies, it
is possible to select the subset of XACML requests that orig-
inated the inconsistent request/response pairs, called suspi-
cious requests in Figure 2 (step 6, 7), and ask TXPAINT to
locate the policy elements that caused a PDP response dif-
ferent from the expected one. This task is performed by the
Traces Analyzer component, which evaluates the XACML
policy against a given request and visualizes the sequence
of policy elements and values (named policy traces in Fig-
ure 2, step 8) involved in the policy evaluation. Using the
visualized trace, the policy author/validator can more eas-
ily identify the needed corrections to the XACML policy or
even revise the original access control intents.

TXPAINT also provides regression testing facilities in order
to assess that possible modifications to the intended access
control rights and/or to the derived XACML policy do not
invalidate other access control intents not addressed by the
change. In particular, a previously derived test suite can be
reduced by means of the Test Case Reducer component,
and re-executed on the new derived XACML policy.

We have developed a reference implementation of the above
described conceptual framework '. The components are de-
scribed in the following. For the PDP component we rely
on Balana XACML Implementation 2.

Test Cases Generator.

The Test Case Generator component proposed in TXPAINT
is based on a combinatorial technique taken from the litera-
ture [2]. Specifically, it derives an XACML request for each
of the possible combinations of the subject, resource, action
and environment values taken from the policy. In addition, it

!The tool is available at http://labse.isti.cnr.it/tools/
txpaint
https://github.com/wso2/balana



allows the generation of XACML requests having more than
one subject, resource, action and environment values. This
latter feature specifically targets the policy rules in which
the effect is simultaneously dependent on more than one con-
straint [2]. The number of subjects, resources, actions and
environments of each request is automatically established
according to the complexity of the policy structure. This
component, similarly to fuzz testing, allows also to derive
invalid data, namely combinations of subjects, resources, ac-
tions and environments that include random values or are
not allowed by the policy.

Test Cases Reducer.

In case of a high number of policy values, the Test Cases
Generator can derive a large set of requests. Consequently,
the execution of the requests, the derivation and above all
the analysis of the requests/responses pairs (i.e., the test or-
acle) could be a time and effort consuming task. To address
this issue, the current implementation of this component
provides two test cases reduction methodologies: a muta-
tion based approach and a request/response values based
filter. The first performs the following steps: i) derives a set
of faulty policies (or mutants) taking into account common
syntactic and semantic faults able to reveal inconsistencies
between the XACML policy and the intended access con-
trol rights. The used mutation operators are those of [1,
11, 12]; ii) analyzes the results of test cases execution on
the mutants themselves; and iii) applies a greedy heuristic
for selecting the test cases. This heuristic guarantees that
the reduced test suite keeps the same level of test effective-
ness of the entire test suite or a user defined effectiveness.
For implementing this mutation based approach, the Test
Cases Reducer component integrates and adapts the XAC-
MUT tool [1]. The main risk of mutation based test suite
reduction is to exclude some requests that are redundant
in terms of fault detection effectiveness, but that include
combinations of subject, resource, action and environment
values that could be useful to discover access control viola-
tions. The request/response values based filter selects the
XACML requests according to a combination of the sub-
jects, resources, actions, environments values and the ex-
pected authorization right. This reduction approach allows
to focus the testing activity on the access control constraints
that are considered the most critical, and excludes all the
other ones. The risk of this reduction approach is to exclude
some requests not involving the selected values combinations
but that could be useful to discover access control violations.
To mitigate the risks of either test cases reduction method-
ology, a combined use of them is supported and advised. Al-
ternatively, test suite reduction approaches leveraging fast
constraint solver as in [3] could also be integrated.

Interactive I/O Visualizer.

The Interactive 1/O Visualizer represents the orchestrator
of the proposed testing framework and provides the main
interface for interacting with it. This component allows the
policy tester to perform the following main steps: i) select
an input XACML policy and the associated test suite if this
has been already derived; ii) generate the XACML requests

and get a visualization of their values (subject, resource,
action and environment) ordered by the XACML request
identifier; iii) reduce the test suite using either the mutation
based approach, or the request/response values based filter,
or both; iv) execute the XACML requests on the selected
policy; v) get a visualization of the test report, namely the
values of the executed requests (subject, resource, action
and environment categories) and the associated authoriza-
tions rights, ordered by the XACML request identifier; vi)
filter the executed requests according to either their val-
ues, or the associated authorization right, or a combination
of them; vii) validate that the combination of subject, re-
source, action, environment values of the request and the
associated authorization right is consistent with the access
control intents associated to the XACML policy; viii) re-
quire the analysis of the XACML policy using as input the
suspicious XACML requests generating the inconsistencies
with the intended access control rights. This component
represents a valid help for the analysis of the test results
since by means of the filter facility it allows to split them
into meaningful subsets. Indeed, having a view of the test
results localized to specific combinations of values of the
requests and the associated authorization rights allows the
user to focus on only a few access control constraints at a
time, and interactively validate all the results.

Traces Analyzer.

This component takes as input the XACML policy and the
set of suspicious requests. For each suspicious request, it
generates an XACML policy trace containing the policy ele-
ments (target, rules and combining algorithm) and the val-
ues that have been evaluated for deriving the associated au-
thorization decision. Since the output of this component is
specified in the XACML language, the use of the facility pro-
vided by this component is optional and suggested when the
policy author has a background on the XACML formalism.
To make the analysis of the traces by the side of the policy
author/validator easier, the Domain Specific Enforcement
could be in charge of translating (manually or automatically)
them back into the same formalization adopted for the ac-
cess control intents.

4. APPLICATION EXAMPLE

As an application example of the proposed testing frame-

work we describe the steps performed for testing a real XACML

policy against the associated access control intents, both re-
leased for the pilot application of the TAS3 project (www.
tas3.eu). The access control intents, which are made pub-
licly available from one academic partner of the project (the
Nottingham University), specify in tabular form the access
rights to a service, called MatchingService, by the side of the
users having different roles in the University (student, place-
ment coordinator and others). Specifically, as showed in Ta-
ble 1, these intents specify that: i) the students, registered
to only one course (Spanish, German, Italian or French),
can access the functionalities of the MatchingService; ii) the
students who are not registered to any course as well as the
placement coordinator of the Nottingham University and
all the other users cannot access the functionalities of the
MatchingService. The implementation of the access rights



Table 1: Intended access rights

Subject Action Resource Result
Nottingham/Student/Spanish Get Match MatchingService | Pass
Nottingham /Student/German Get Match MatchingService | Pass
Nottingham/Student/Italian Get Match MatchingService | Pass
Nottingham /Student/French Get Match MatchingService | Pass
Nottingham/Student Get, Match MatchingService | Deny
Nottingham/Placement Coordinator | Get Match MatchingService | Deny
All Others GetMatch MatchingService | Deny
Any Client Any Other Actions | MatchingService | Deny

PolicySet PolicyCombiningAlg: first-applicable

Subjects Attributes  Student
Placement Coordinator
Nottingham
Spanish
German
Italian
French

Resource Attribute  http://matchingService/

Action Attribute getMatch

Subject  Attribute Student
Nottingham
French
German

Resource Attribute  http://matchingService/|

| Action  Attribute  getMatch |

Policy RuleCombiningAlg: permit-overrides

Rulel Effect Permit

Subjectl Attribute Student
Nottingham
Spanish

Subject2 Attribute Student
Nottingham
German

|Pc|icySet PolicyCombiningAlg: first-applicable
Subjects Student
Nottingham
French
German
Resource http://matchingService/
Action getMatch

Subject3 Attribute Student
Nottingham
Italian

| Policy RuleCombiningAlg: permit-overrides

| Rulel Effect Permit

Subject4 Attribute Student
Nottingham
French

Subject2  Student
Nottingham
German

Resource Attribute http://matchingService/

Subject4  Student

Action Attribute getMatch

Rule2 Effect Deny

Nottingham
French

Resource http://matchingService/

(@)

Action getMatch

(c)

Figure 3: (a) An XACML policy and (b) a suspicious request and (c) a derived policy trace

of Table 1 is represented by the XACML policy sketched
in Figure 3(a). This policy contains two rules: the former
allows the access to the MatchingService by the side of stu-
dents who are registered to either the Spanish, or the Ger-
man, or the Italian, or the French course; the latter denies
the access to all the other users.

We have used TXPAINT to check the compliance of the
XACML policy of Figure 3(a) against the intended access
rights of Table 1. The first step of this testing activity has
been the generation of the XACML requests starting from
the XACML policy. Specifically, 127 XACML requests have
been derived using the combinatorial-based test cases gener-
ation strategy provided by the framework. Since the number
of generated XACML requests was quite large to be man-
ually checked against the access control intents associated
to the policy, the original test suite has been reduced using

the mutation-based approach. Specifically, using a greedy
heuristic, the XACML requests able to guarantee the same
level of test effectiveness of the original test suite (48 %)
have been selected obtaining a reduced set of 31 XACML
requests, corresponding to a reduction of 76% of the origi-
nal test suite. The reduced XACML requests have been exe-
cuted against the XACML policy on the XACML PDP, and
the corresponding XACML responses containing the access
results have been collected. To better manage the visualiza-
tion of the values of the executed requests and the associated
authorizations rights, a request/response values based filter
has been applied. Specifically, to focus only on the per-
mission rights, the executed requests have been filtered by
Permit authorization value obtaining a set of 9 XACML re-
quests. These requests and the associated permission rights
represented the test report provided by TXPAINT. The val-
ues of the 9 requests and the associated permission rights



have been checked against those of the intended rights spec-
ified in Table 1, revealing an inconsistency in five requests
that have been marked as suspicious.

In particular, the first suspicious request has an associated
Permit right and contains a subject with the following val-
ues: Student, Nottingham, French and German. This means
that an access request to the MatchingService by the side
of a student who is registered to both French and German
courses is allowed. This is not consistent with a strict in-
terpretation of the access control intents of Table 1 specify-
ing that in order to access the functionalities of the Match-
ingService a student must be registered to only one of those
two courses. The other four suspicious requests have an as-
sociated Permit right and contain the following values: Stu-
dent, Nottingham, Placement Coordinator and the name of
a course (German, Spanish, French or Italian). This means
that an access request to the MatchingService by the side of
a user of the University, who has at the same time two roles,
namely student (registered to a course) and placement co-
ordinator is allowed. This is not consistent with the access
control intents of Table 1 specifying that only the users of
University who have the student role and are registered to
only one course (Spanish, German, Italian or French) can ac-
cess the functionalities of the MatchingService whereas the
users of University who have the placement coordinator role
are not allowed.

To better localize the parts of the XACML policy generat-
ing the inconsistencies described before, the five suspicious
requests have been used for deriving five policy traces. As
an example, the first suspicious request and the policy trace
generated are showed in Figure 3(b) and (c) respectively.
The presented trace shows the elements of the XACML pol-
icy and the associated subject, resource and action values
that are involved in the evaluation of the first suspicious re-
quest. As showed in Figure 3(c), the first suspicious request
triggers the evaluation of: i) the PolicySet and the associ-
ated combining algorithm; ii) the Policy and the associated
combining algorithm; iii) the Rulel and the associated Per-
mit effect. The trace contains the values of subject, resource
and action of the PolicySet and of Rulel matching those of
the request. The analysis of this trace evidenced that the
request containing the values Student, Nottingham, French
and German is able to match the values of 2 subjects of
Rulel (Subject 2 and Subject 4) representing a user regis-
tered to two different courses. As said, this part of the pol-
icy is inconsistent with the intended access rights. The table
specifies that a student must be registered to one of the four
courses in order to access to the MatchingService. To over-
come this inconsistency a possible solution could be to add
a uniqueness constraint on the course value in Rulel, thus
forcing a Deny verdict if more than one subject matches.
Otherwise, it is possible that the real intent was that a stu-
dent must be registered to at least one course (and not only
one), in which case the XACML policy is indeed correct and
the policy validator could realize from the analysis of the
trace that the table of intended access rights needs to be
revised. Similarly, the analysis of the remaining traces ev-
idenced the necessity of adding in the policy a uniqueness
constraint also on the subject role value (student or place-
ment coordinator).

S. RELATED WORK

In the context of access control systems, some proposals ad-
dress mutation techniques to assess the fault detection ef-
fectiveness of test sets for security policies. The work in [11]
defines a fault model and a set of mutation operators for
XACML access control policies. The authors of [12] define
a generic metamodel able to express various rule-based se-
curity policy formalisms (R-BAC, OrBAC), and introduce a
set of mutation operators that can be applied to all rule-
based formalisms. The mutation tool integrated in TX-
PAINT is that of [1] that includes and enhances the mu-
tation operators of [11] and [12] addressing specific faults of
the XACML language and providing derivation of XACML
mutation operators and their application to XACML poli-
cies.

Concerning the testing of access control policies, combina-
torial approaches have been proven to be effective in the
automated generation of the test cases (access requests).
The Targen tool [9] generates test inputs using combina-
torial coverage of the truth values of independent clauses
of XACML policy values. This combinatorial test deriva-
tion approach exhibits a better performance compared with
a random test generation technique in terms of structural
coverage of the policy and fault detection capability [9].
The test generation strategy integrated in TXPAINT relies
on combinatorial approaches of the subject, resource, ac-
tion and environment values taken from the XACML policy.
The main advantage of this approach with respect to that of
Targen is the higher structural variability of the derived test
inputs able to guarantee the coverage of the input domain
of the XACML policy.

Model-based testing has been applied to XACML policies
[18]. The approach proposed in [18] focuses on the rep-
resentation of policy implied behavior by means of models
consisting of a role hierarchy, a permission hierarchy, and
a context hierarchy, and on the adoption of combinatorial
testing strategies for test cases derivation. Differently from
our proposal, it focuses on automatic test code generation
from the models for deriving test targets, i.e., combinations
of roles, permissions and contexts.

More closely related works to our proposal rely on analysis
of policy specifications aimed at verifying that they prop-
erly reflect some intended properties. They use different
verification techniques, such as model-checking [19] or SAT
solvers [6]. A tool for policy analysis is Margrave [4], which
represents policies as Multi-Terminal Binary Decision Di-
agrams (MTBDDs) and can answer queries about policy
properties. Cirg [10] tool integrates Margrave [4] and ex-
ploits change-impact analysis for test cases generation start-
ing from the policy specification. Based on Margrave [4],
the authors of [5] automatically synthesize concrete proper-
ties for static policy verification and perform conformance
checking of an XACML policy against these properties. Fi-
nally, the Access Control Policy Tool (ACPT) [7] performs
syntactic and semantic verification of access control poli-
cies and provides many functionalities including property
checking for access control policy models through symbolic
model checker, test suite generation based on combinato-
rial approaches and XACML policy generation as output of
verified model.



All the above works dealing with policy verification aim to
ascertain that the policies specifications are correct against
some specified criterion. Differently from them, TXPAINT
addresses a complementary problem, namely checking that
the XACML policies (which are in principle assumed to
be correct) are compliant with the intended access control
rights, specified in a notation that is independent from any
formal language adopted by the previous verification ap-
proaches. Therefore, an advantage of our proposal is that ac-
cess rights can be also specified in a semi-structured natural
language. The proposed framework leverages some XACML-
based testing strategies for generating appropriate test cases
which are able to test functional aspects, constraints, per-
missions and prohibitions of the XACML policy. The ex-
ecution of these test cases and the associated results are
exploited for checking the compliance of the XACML policy
implied behavior with the intended access control rights.

6. CONCLUSIONS

We presented the TXPAINT framework that applies well-
known software testing techniques for the purpose of val-
idating the compliance of a coded XACML policy against
the intended access rights. We have illustrated the applica-
tion of the framework to a real-world case study that shows
how accurate testing of security mechanisms is needed to
gain confidence in the data protection solutions.

Concerning threats to validity of the presented experiment,
three aspects can be considered: i) the used mutation oper-
ators; ii) the test set; iii) the used access control intents and
the derived XACML policy. Because test reduction focuses
on fault detection effectiveness, the set of utilized mutation
operators may influence the reported results. It could be
that a different choice of mutation operators might have pro-
vided different effectiveness results. To reduce this risk, the
presented study employs different sets of mutation opera-
tors [1, 11, 12] addressing all the main faults of the XACML
policy. Another threat of our proposal concerns the em-
ployed test set. We used that derived by the combinatorial
approach of [2], but it is likely that other combinatorial-
based test generation approaches may produce different re-
sults. However, [2] represents the current state of the art
in XACML test generation tools. Finally, the presented re-
sults relate to a simple and real set of access control intents
and their associated XACML policy, more complex XACML
policies could reveal different results. However, we are con-
fident that the framework yields the greatest benefits when
applied for testing longer and complex access policies, as
those that are obtained from the merging of several XACML
specifications.

We are currently working to include in the framework more
sophisticated debugging techniques as well as enhanced ver-
sioning and logging facilities for recording and comparing
the execution results of different policy versions. We also
plan to integrate in the framework further test suite reduc-
tion mechanisms based on XACML policy coverage criteria.
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