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Abstract. We present an experience in modelling and statistical model
checking a satellite-based moving block signalling scenario from the rail-
way industry with Uppaal SMC. This demonstrates the usability and
applicability of Uppaal SMC in the railway domain. We also propose a
promising direction for future work, in which we envision spatio-temporal
analysis with Uppaal SMC.

1 Introduction

The railway sector is well known for its robust safety requirements. In fact, the
CENELEC EN 50128 standard [31] for the development of software for railway
control and protection systems specifically mentions formal methods as highly
recommended practices for software systems to be certified at Safety Integrity
Levels (SIL) 3 and 4. Indeed, formal methods and tools are widely applied to
railway systems [17,37,34,36,18,35,12,48,6].

Also the Shift2Rail Joint Undertaking [53] (http://shift2rail.org), the first
European rail initiative for focussed research and innovation under Horizon 2020
to increase competitiveness of the European rail industry through the develop-
ment of safe and reliable technological advances to complete the single European
railway area, considers formal methods to be fundamental for its ambitious aim:
“double the capacity of the European rail system and increase its reliability and
service quality by 50%, all while halving life-cycle costs.”

In particular, specific calls were issued concerning the application of formal
methods in supporting the transition to the next generation of ERTMS/ETCS
signalling systems, which will include satellite-based train positioning, moving
block distancing and automatic driving. The European Railway Traffic Manage-
ment System (ERTMS) is a set of international standards for the interoperability,
performance, reliability, and safety of modern European rail transport [30]. It
relies on the European Train Control System (ETCS), an automatic train pro-
tection system that continuously supervises the train, ensuring to not exceed the
safety speed and distance. The current standards distinguish four levels (0–3) of
operation of ETCS signalling systems, depending largely on the role of trackside
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equipment and on the way information is transmitted to and from trains. Full-
fledged Level 3 systems are under development, but have not yet been deployed.

In this paper, we report our trial experience in modelling and statistical
model checking a Level 3 moving block signalling scenario with Uppaal SMC.
This task was performed in the context of two projects with ample participation
from the railway industry, one of which funded under the above mentioned H2020
Shift2Rail initiative. Our experience shows that Uppaal SMC facilitates an easy
transformation of semi-formal UML models into formal models (viz. stochastic
timed automata). Furthermore, subsequent analyses with Uppaal SMC turned
out to be very useful in discussions with our industrial partners, demonstrating
the usability and applicability of Uppaal SMC in the railway industry. As an
outlook for the future, we envision spatio-temporal analysis based on Uppaal
SMC by exploiting its powerful continuous time analysis capabilities, especially
its ODE modelling tools, and its statistical model-checking algorithms in com-
bination with the typically discrete models produced by spatial analysis.

The remainder of the paper is organised as follows. Section 2 introduces
the industrial context: next generation ERTMS/ETCS satellite-based moving
block railway signalling systems. Section 3 first describes the specific case study,
a railway signalling scenario with satellite-based positioning and moving block
distancing, after which it presents Uppaal models of the case study and some
preliminary results of applying the statistical model checking features of Uppaal
SMC to the case study. Section 4 discusses a promising direction for future work,
spatio-temporal analysis with Uppaal SMC, after which the contribution of this
paper is briefly discussed in Section 5.

2 Industrial Context: Railway Signalling Systems

The ERTMS/ETCS signalling systems currently deployed on railways through-
out Europe concern at most Level 2. These are characterised by the need for
trackside equipment (such as track circuits or axle counters) only for exact train
position detection and train integrity supervision, whereas communication of the
movement authority (MA), speed information and route data to/from the train
is achieved by continuous data transmission via GSM-R or GPRS with a Radio
Block Centre (RBC). Moreover, an onboard unit (OBU) continuously monitors
the transferred data and the train’s maximum permissible speed by determining
its position in between the Eurobalises (transponders on the rails of a railway)
used as reference points via sensors (axle transducers, accelerometer and radar).

However, the current Level 2 signalling systems are still based on fixed blocks
(sections of the railway track between fixed points), which start and end at
signals, with their lengths designed to allow trains to operate as frequently as
necessary (i.e., ranging from many kilometres for secondary tracks to a few
hundred metres for busy commuter lines). The block sizes are determined based
on parameters like the line’s speed limit, the train’s speed, the train’s braking
characteristics, drivers’ sighting and reaction times, etc. But the faster trains are
allowed to run, the longer the braking distance and the longer the blocks need
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to be, thus decreasing the line’s capacity. This is because the railway sector’s
stringent safety requirements impose the length of fixed blocks to be based on
the worst-case braking distance, regardless of the actual speed of the train.

The next generation Level 3 signalling systems no longer rely on trackside
equipment for train position detection and train integrity supervision, but an
onboard odometry system is responsible for monitoring the train’s position and
autonomously computing its current speed. The OBU frequently sends the train’s
position to a RBC which, in turn, sends each train a MA, computed by exploiting
its knowledge of the position of the rear end of the train ahead. For this to
work, the precise absolute location, speed and direction of each train needs to
be known. These can be determined by a combination of sensors: active and
passive markers along the track, as well as trainborne speedometers.

The resulting moving block signalling systems allow trains in succession to
close up, since a safe zone around the moving trains can be computed, thus con-
siderably reducing headways between trains, in principle to the braking distance
(cf. Fig. 1). This allows for more trains to run on existing railway tracks, in re-
sponse to the ever-increasing need to boost the volume of passenger and freight
rail transport and the cost and impracticability of constructing new tracks.

Fig. 1. Safe braking distance between trains for fixed block and moving block signalling
(Image courtesy of Israel.abad/Wikimedia Commons distributed under the CC BY-SA 3.0 license)

The envisioned future switch from Level 2 to Level 3 signalling systems would
not only optimise the exploitation of railway lines due to the adoption of moving
block signalling, but the removal of trackside equipment would result in lower
capital and maintenance costs. However, compared with other transport sectors,
the railway sector is notoriously cautious about the adoption of technological
innovations. This is typically attributed to its well-known robust safety require-
ments. Therefore, one of the current challenges in the railway sector is to make
moving block signalling systems as effective and precise as possible, including
GNSS-based satellite positioning and leveraging on an integrated solution for
signal outages (think, e.g., of tunnels) and the problem of multipaths [51].
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Requirements analysis followed by safety, hazard and performance analyses of
moving block signalling scenarios by means of formal methods and tools are a few
of the topics addressed in the EU’s H2020 Shift2Rail project ASTRail (SAtellite-
based Signalling and Automation SysTems on Railways along with Formal
Method and Moving Block Validation) (http://www.astrail.eu) [11]. Moreover,
one of the aims of the Tuscany region’s project SISTER (SIgnaling & Sensing
TEchnologies in Railway applications) (http://stlab.dinfo.unifi.it/sister-project)
is to apply innovative signalling solutions in the context of Light Rail Transit
infrastructures. In the next section, we describe a concrete case study that has
been considered in these projects for a trial application of formal modelling and
analysis in order to assess the usability and applicability of formal methods and
tools in the railway domain. This assessment is one of the goals of the ASTRail
project and currently considered to be an important issue for the successful up-
take of formal methods and tools in the railway industry (cf., e.g., [11,48,47,6]).

3 Case Study: Moving Block Signalling Scenario

An important task of a work package of the ASTRail project is devoted to formal
verification of a moving block signalling system, based on a model in Real-Time
UML (RT UML) [29,52] provided by the project’s industrial partners. This model
takes as parameters the probability of failures of the different devices involved
in the system (e.g. GNSS receivers), to be instantiated with data provided by
the vendors of such devices. Hence, our task mainly consisted of translating the
semi-formal UML model to a formal one, amenable to formal verification. We
chose to use Uppaal SMC for this task, since it allows for both real-time and
probabilistic aspects, which both occur in RT UML models. Moreover, the for-
malism is similar to UML state machine diagrams, which eased understanding by
our partners. The visualisation of message sequence charts helped in this aspect.
We now outline the moving block signalling scenario, after which we present
the Uppaal models, and some hints on how we obtained them from the RT UML
models, in Section 3.1 and the results of statistical model checking in Section 3.2.

The main components of the Level 3 moving block signalling system that we
consider are a trackside RBC and a train’s OBU and localisation unit (LU). The
OBU measures the train’s current speed and verifies the train’s integrity, while
the LU uses a GNSS-based positioning system to determine the train’s loca-
tion. The RBC is continuously in communication with the train’s onboard units
to receive data regarding the train’s position and its integrity from the train,
and to send speed restrictions, route configurations and MAs to the train. The
RBC computes the latter by communicating with neighbouring RBCs and by
exploiting its knowledge of the positions of switches and other trains (head and
tail position) by communicating with a Route Management System (RMS). The
model abstracts from the RMS and from the communication between neighbour-
ing RBCs. Instead, it considers the train to communicate with one RBC, based
on a seamless handover when the train moves from one RBC supervision area to
the adjacent as regulated according to its Functional Interface Specification [54].

4

http://www.astrail.eu
http://stlab.dinfo.unifi.it/sister-project


A (preliminary) hazard analysis was performed by our industrial partners
in order to evaluate the safety level of a moving block signalling system. To
this aim, hazards derived from the moving block signalling system in operation,
such as GNSS-related errors, communication failures and faulty states, were
identified and analysed, after which their risk level was assessed. This safety
assessment concerned establishing the probability of the occurrence of a hazard
and the severity of its consequences as well as risk qualifying according to the
appropriate CENELEC EN 50126 standards concerning Reliability, Availability,
Maintainability and Safety (RAMS) [32,33]. This results in a hazard log. We
derived a number of safety properties from this hazard log, to be verified on the
formal model. One of these will be analysed in Section 3.2, where we will provide
some details from the log. The full hazard log is omitted for reasons of space.

3.1 Modelling

Uppaal SMC [28] is a variant of Uppaal [14], a well-known toolbox for the
verification of real-time systems modelled by (extended) timed automata, which
was introduced specifically for modelling and analysing cyber-physical systems.
Uppaal SMC models are stochastic timed automata, in which non-determinism
is replaced with probabilistic choices and time delays with probability distribu-
tions (uniform for bounded time and exponential for unbounded time). As usual,
these automata may communicate via broadcast channels and shared variables.

We transformed the RT UML state machine diagrams as provided by our
industrial partners into stochastic timed automata. This model transformation
was rather straightforward, except for a few issues that mostly concerned the
precise meaning of (time-related) modelling choices and which had to be cleared
during meetings with our partners. Before presenting our formal Uppaal models,
we list the modelling choices and assumptions that we have made for the specific
RT UML model at hand. The model itself is omitted for reasons of confidentiality.

Each parallel region of the RT UML model is translated into a separate
automaton. (Pseudo) states and (probabilistic) transitions are in a one-to-one
correspondence, except for the addition of urgent states3 that are used to split
communication actions from probabilistic choices. The failure probabilities are
currently set to a placeholder value of 10−5, but we recall that these are to
be refined based on input from our project partners. Guards and triggers are
modelled as input and output broadcast channels, respectively, which implies
that we assume the different system components (i.e. the OBU, LU and RBC) to
communicate in a synchronous manner. This means that a message is discarded
in case the receiver is not ready (i.e. in the right state) to receive it. The main
intuition behind this choice is based on the fact that in this way, a fresh MA
sent by the RBC to the OBU will supersede any older MA in case the latter was
not yet received.

3 In timed automata, an urgent state (indicated with a ‘∪’ inside the state) is a state
with no delay, which allows to reduce the number of clocks in a model, and thus the
analysis’ complexity.
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Time-related aspects are rendered as follows. Timed events RTat of stereotype
<<RTevent>>, typically used to trigger transitions based on the event’s timing
information, are modelled as invariant conditions and clock guards, which force
transitions to be executed when the precise moment in time has been reached.
Probabilistic delayed events RTduration of stereotype <<RTdelay>>, typically
used to add durations to actions/transitions, are modelled as probabilistic delays:
when an action/transition is enabled, the time at which it is fired is probabilisti-
cally distributed. As for failure probabilities and rates of probabilistic distribu-
tions, also these will be further refined based on input from our project partners.

We now briefly describe the eight stochastic automata, depicted in Fig. 2,
that together make up our Uppaal model of the moving block scenario.

(a) Generate location request (b) Send location request

(c) Calculate location (d) Send location

(e) Send MA request (f) Calculate MA

(g) Send MA (h) Control MA freshness

Fig. 2. Complete Uppaal model of moving block signalling scenario

6



The automata are screenshots of the automata designed with Uppaal SMC.
In the figures, initial states are indicated by a double circle (e.g. Idle in Fig. 2h)
and (non-urgent) states have a name (e.g. Stop) in purple and an invariant
(possibly with clock rates) in pink (e.g. counter′==1.0 && counter<=timeout);
transitions have guards in green (e.g. counter>=timeout), synchronisation ac-
tions in cyan (e.g. ReceiveMA?, while τ actions are omitted) and updates in blue
(e.g. counter=0). Exponential distributions rates for states with unbounded de-
lay are depicted in red (e.g. 2 in Fig. 2f), while the values of discrete probabilistic
choices (whose transitions are displayed with dashed lines) are depicted in bone
(e.g. 99999, i.e. probability 99999

1+99999 ). The probabilities are input parameters
(originating from the industrial partners), whose values are the result of prelimi-
nary evaluations. More fine-tuning of these parameters is awaiting further input
from our industrial project partners.

In brief, the automata operate as follows. At fixed intervals of time, given by
the parameter freq req, the train’s OBU generates a location request (Fig. 2a),
which is sent to the train’s LU (Fig. 2b). Upon receiving this location request, the
LU calculates the train’s location (Fig. 2c) and responds to the OBU (Fig. 2d).
Upon receiving the train’s location, the OBU sends it—together with a requests
for a MA—to the RBC (Fig. 2e). Once the RBC has received the location of the
train and the request for a MA, it calculates the MA (Fig. 2f) and responds (by
sending the MA) to the train’s OBU (Fig. 2g). When the OBU has received a
MA, it activates a timer to control the freshness of the MA and it activates the
emergency stop whenever the current MA has become outdated, recorded by a
parameter timeout (Fig. 2h). Our industrial partners set freq req = 5 seconds
and timeout = 3∗freq req = 15 seconds. Moreover, we set the initial value
of the clock named c1 to freq req and the one named counter to 5, i.e. the
transition of the automaton depicted in Fig. 2a is enabled initially.

The current model is rather simple, but we anticipate further complexity
once we consider more than one train and more than one RBC.

3.2 Analyses

Statistical Model Checking (SMC) [45,44,1] is concerned with running a sufficient
number of (probabilistic) simulations of a system model to obtain statistical
evidence (with a predefined level of statistical confidence) of the quantitative
properties to be checked. SMC offers advantages over exhaustive (probabilistic)
model checking. Most importantly: SMC scales better, since there is no need to
generate and possibly explore the full state space of the model under scrutiny,
thus avoiding the combinatorial state-space explosion problem typical of model
checking, and the required simulations can trivially be distributed and run in
parallel. This comes at a price: contrary to (probabilistic) model checking, exact
results (with 100% confidence) are out of the question. Another advantage is
its uptake in industry: compared to model checking, SMC is very simple to
implement, understand and use, and it requires no specific modelling effort other
than an operational system model that can be simulated and checked against
(state-based) quantitative properties.
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In addition to standard model-checking queries concerned with reachability
and deadlock-freeness, Uppaal SMC allows to check (quantitative) properties
over simulation runs of an Uppaal SMC model (i.e. a network of stochastic
timed automata). These properties must be expressed in the Weighted Metric
Temporal Logic (WMTL) [19] defined by the grammar

φ ::= p | ¬φ | φ1 ∧ φ2 | Xφ | φ1 Ux≤t φ2

where p is a state predicate, x is a clock and t ∈ N. Negation and conjunction
are the classical logic operators that yield the full propositional logic. X is the
usual neXt operator from temporal logic: Xφ states that in the next state of a
simulation run, the formula φ is satisfied. U is a time-bounded Until operator:
φ1 Ux≤t φ2 is satisfied if the formula φ1 holds on a simulation run until the
formula φ2 is satisfied, and this must happen before the clock x exceeds time t.
As usual, it is possible to derive (time-bounded) eventually and always operators.
Let true denote φ ∨ ¬φ. Then 3x≤t φ = true Ux≤t φ and 2x≤t φ = ¬3x≤t ¬φ.

Let PM (3x≤t φ) denote the probability that a random simulation run of a
model M satisfies φ. Uppaal SMC supports the evaluation of the following three
types of queries over a model M :

Probability estimation PM (3x≤t p)?
Hypothesis testing PM (3x≤t p) ≥ P? (P ∈ [0, 1])
Probability comparison PM (3x1≤t1 p1) ≥ PM (3x2≤t2 p2)?

Additionally, Uppaal SMC supports the evaluation of expected values of min
or max of an expression that evaluates to a clock or an integer value:

Average min E[bound ;N ](min : expr)
Average max E[bound ;N ](max : expr)

where bound, for n ∈ N+, is either (1) an implicit time bound specified by ≤ n,
(2) an explicit bound by cost specified by x ≤ n, where x is a specific clock, or
(3) a bound on the number of discrete steps specified by # ≤ n. Furthermore,
N is the number of runs, and expr is the expression to evaluate.

Evaluating safety Several of the hazards reported in the hazard log provided
by our industrial partners report as causes communication failures. Exemplary
requirements of such hazards read “Communications between RBC and OBU
must be safe and continuously supervised, if the connection is lost an alarm
must be triggered” and “OBU device must be SIL 4 device. Once OBU receives
the alarm [. . . ] it must immediately send an alarm to RBC”, to be mitigated by
“In case of communication loss enter in safe state mode”. Each hazard also has
an associated so-called Safety Related Application Condition, such as “If train
position cannot be received within the maximum time limit, the OBU shall
generate an alarm and must transit to degraded mode” and “If Train Integrity
cannot be confirmed within the maximum time limit, the train shall be stopped”.
The recurring aspects in these hazards (viz. communications and safe state) have
been modelled, so we can formalise such requirements.
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To acquire familiarity with our Uppaal model, we first checked the property:

A3(ReplyMA.ReplyRequest ‖ Controlling.Stop)

This CTL formula states that it must always (A) be the case that eventually (3)
either (choice operator ‖) a MA is received, i.e. state ReplyRequest is reached
(cf. Fig. 2g), or the train enters a safe state (i.e. state Stop in Fig. 2h). We verified
this formula on our model with Uppaal SMC, which reported its satisfaction.
Hence, we know that one of the two aforementioned events happens at some
point of any simulation run. However, the formula does not express whether
this happens infinitely often. Indeed, compared to full CTL, Uppaal does not
allow nesting of path formulae. Nevertheless, given that our model is cyclic (i.e.
it eventually returns to the initial state), in this particular case if the property
holds then it will indeed hold infinitely often. We remark that the only reason
why a MA may not be received is due to repeated communication failures.

In the remainder of this section, the probability of reaching a safe state and
the freshness of a MA are measured using SMC. In particular, we used the
academic version 4.1.19 (rev. 5649) of Uppaal SMC with the following set-up
for the statistical parameters (for all evaluated properties): lower and upper
probabilistic deviation (−δ,+δ): 0.001; probability of false negative and false
positive (α, β): 0.005; probability uncertainty (ε): 5.0−5.

Evaluating the probability of reaching a safe state The above property in CTL
does not express the time by which the MA must be received, nor the probability
of entering a safe state. These aspects are taken into account by the next formula:

PM (3≤(timeout−1) Controlling.Stop)

where M is the composition of the automata in Fig. 2.

Uppaal SMC estimates the probability that the train will be in the safe state
Stop before a timeout actually occurs to be in the interval [0,9.99994e-005], with
confidence 0.995 and obtained from 59912 runs. This low probability is clearly a
result that confirmed our expectations and thus pleased our industrial partners.
Note that it is not possible to reach the fail-safe state Controlling.Stop before
clock counter has exceeded timeout; hence, the more accurate the statistical
parameters the closer to zero this probability will be.

Consequently, we decided to evaluate the following, slightly different, formula:

PM (3≤(timeout) Controlling.Stop)

In this case, the clock does actually reach the timeout value and the automaton
Controlling in Fig. 2h thus switches to the safe state Stop. However, Uppaal
SMC estimates also this probability to be in the interval [0,9.99994e-005], with
confidence 0.995 and obtained from 59912 runs. Hence, the probability for this
to happen is invariantly low, which again pleased our industrial partners. Both
these evaluations took around 5 minutes.
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Evaluating the freshness of the MA It is also important to check the ‘freshness’
of the MA messages. Basically, the older this message is, the less reliable it is
considered to be. According to the case study’s requirements, the OBU attempts
for three times to compute the train’s location and receive the MA. In our model,
the first attempt takes place at time 0, after which it tries again each 5 seconds
until a timeout occurs at time 15. It is thus of interest to check which of the
three attempts has a higher probability of success. In Uppaal SMC, this can be
verified by means of the following formula:

E[≤ timeout; 10000](max : Controlling.counter)

which computes, in the interval of time of timeout (i.e. 15 seconds), the average
of the maximum value of the clock named counter, using 10,000 runs. Uppaal
SMC estimates this average to be in the confidence interval 5.73866±0.0327581,
in just over 3 hours. As can be concluded from Fig. 2, the clock counter is
reset each time a new MA is received. Hence, its average value is the average
time in which a new MA is received. The cumulative density distribution plot
in Fig. 3 provides evidence that the MA messages have a higher probability of
being received between the first and the second attempt.

Fig. 3. Analysis of the freshness of the MA

Finally, we observe a trade-off between (1) the freshness of the MA and
(2) the probability of reaching a fail-safe state. Indeed, by augmenting timeout

an improvement in (2) and a deterioration of (1) is obtained (thus potentially
leading to safety issues). Recall that the actual value instantiation for the waiting
time (i.e. freq req = 5 seconds) and the timeout (i.e. timeout = 3∗freq req =
15 seconds) were provided by our industrial partners.
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The analyses described in this section turned out to be very useful in discus-
sions with our industrial partners concerning the usability and applicability of
Uppaal SMC in the railway domain, as well as to fine-tune the practitioners’
semi-formal RT UML model.

4 Future Work: Adding a Spatial Dimension?

An important aspect—currently abstracted away from—in the Uppaal model
of the moving block scenario, presented in Section 3.1, concerns using spatial
information in the case study. An example of such information is the location
of trains (their coordinates in a map), calculated by the localisation unit, and
used by the RBC to compute the MA messages.

By making the spatial locations of trains explicit, it becomes possible to check
whether or not the system satisfies properties of interest of the form “where does
property φ hold?”, where property φ could be, e.g., “the train is allowed in the
current location”. Moreover, spatial relationships between different properties
could then be checked: “does φ hold near to where ψ holds?”or “are the loca-
tions where φ holds surrounded by locations where ψ holds?”. If, for instance,
property φ expresses the presence of a single train in a specific area and ψ ex-
presses the absence of trains in a specific area, then such formulae could be used
to check whether it is true that for each train (travelling at a specific speed)
there are no other trains around it (given a specific diameter of distance). Such
formulae can be useful, for instance, for guaranteeing a safety distance between
trains during normal operation conditions, and for computing the MA messages.

Properties that combine spatial and temporal reasoning (so-called spatio-
temporal properties) are particularly subtle. Consider, for instance, the difference
between being near to an entity that will eventually satisfy φ, meaning that the
location where we are now is close to a location where φ will possibly become true
in the future, and being eventually near to an entity that satisfies φ, denoting
that we may move, at some future time, to a location close to one that at the same
time satisfies φ. The complexity of such requirements and their analysis has given
rise to the recent research line of spatio-temporal model checking, which leverages
classical formal methods—in particular, modal logics and model checking—to
the modelling and analysis of systems distributed in physical space.

Spatio-temporal model checking is a form of model checking that, besides
atomic properties, makes spatial information explicit by providing spatial con-
nectives such as nearφ, interpreted on points, which is true at all points that
have an edge in common4 with a point satisfying φ. More complex operators
can be defined by employing notions of reachability, such as the ‘surrounded’
operator, or by using spatial metrics (e.g. distance or measure) or by referring
to regions of spaces, besides points. Most of these developments have their roots
in the field of topological spatial logics (cf. [2] for a comprehensive reference). We
refer the reader to [22], and the citations therein, for further details.

4 We assume that the considered graphs are symmetric, although this is not generally
needed in spatial model checking, especially not in the research line of [22].
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Although one might think that spatial model checking could be reduced to
temporal model checking, this is not the case, due to several differences. For
instance, in spatial model checking it is natural to also deal with regions, i.e.
contiguous sets of points, which are not usually of interest in temporal model
checking. Another point is that ‘past’ and ‘future’ modalities are equally rele-
vant in spatial model checking, whereas in temporal model checking it is frequent
to deal only with ‘future’ modalities. Also, the so-called state-space explosion
problem is not an issue in current applications of purely spatial model check-
ing, since models are explicitly specified state-by-state. However, this does not
entail that spatial model checking is inherently limited to small models. Spatial
models are often constrained by several factors that limit their complexity, e.g.
graphs are typically Euclidean or even just regular grids. A particular case is
that of multi-dimensional images (e.g. medical images), where implementations
of spatial model checking benefit from very important optimisations that allow
several millions of spatial points to be analysed in just seconds.

The state-of-the-art in the computational usage of spatial logics comprises
applications of machine learning, where the logical operators cater for a machine-
readable (and machine-learnable) language with a precise spatial interpretation,
and model-checking applications, where the logical language is meant to be easily
understandable and hand-written by humans, as for temporal model checking.
In the machine-learning research line, some authors (cf., e.g., [42,5]) proposed to
employ logical formulae that represent spatio-temporal behaviour as the evolu-
tion of a quad-tree representation of a partitioned image. Such formulae may ac-
curately represent complex behaviour; however, these are not meant for human-
intelligible specification, but rather tailored to machine learning. In contrast,
the topological approach to spatio-temporal model checking, to which one of
the authors of the present paper has contributed (cf. [21,22,23]) is devoted to
the study of topological operators (like ‘near’, ‘reachable’, ‘surrounded’), and to
the definition of efficient model-checking algorithms, catering for a simple, albeit
expressive logical language that may be used to specify and verify requirements
of systems whose behaviour depends on the spatial distribution of components.

Technically, in the approach of [21], a spatio-temporal model over a set of
atomic propositions P consists of a graph G = (N,E) with nodes N and edges E,
a Kripke structure K = (S,R) with states S and accessibility relation R, and a
valuation of atomic propositions v : (N×S)→ 2P . Consequently, the valuation of
a formula φ assigns a truth value to each pair n, s consisting of a point n ∈ N and
a state s ∈ S, with the intuitive interpretation that φ is true at point n in state s.
Spatial and temporal formulae can be freely nested, and the computational com-
plexity of the model-checking algorithm is linear in the product of the size of the
formula, the number of the temporal states, and the number of points.

Recently, the topological approach was applied in the field of signal analy-
sis [50] and in the context of smart cities and smart transport, in particular to
statistical spatio-temporal model checking of bike-sharing systems [24] and to the
analysis of networks of smart buses [20]). Topological languages can express com-
plex properties of space, as witnessed by their application to the identification
of regions of interest in medical imaging (in particular, brain tumours) [15,16].
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The tool topochecker5 is an experimental—but rather feature-complete—
model checker capable of analysing branching spatio-temporal models using com-
binations of the classical temporal operators of CTL [26], the spatial operators of
the Spatial Logic of Closure Spaces SLCS [23], and the region operators of [22].

The most important aspects of the current paper are indeed related to con-
tinuous time; this permits the modeller to free herself from discretisation of a
temporal domain which is continuous by nature. In the near future, we aim at
exploring the same kind of approach to specify spatio-temporal requirements
of railway signalling systems. The challenge in pursuing this objective is the
combination of discrete and continuous features that arises from the continuous
time model we presented, and the typically discrete models produced by spatial
analysis. In this domain, space is usually approximated either as a graph or as
a patch model, which can be defined as a particular kind of graph model where
nodes and arcs are arranged according to a regular grid, denoting adjacency of
rectangular region (‘patches’) that represent a discretisation of physical space.

Using the spatio-temporal model checker topochecker and the Uppaal
toolset separately to analyse space and time is not feasible, since in spatio-
temporal analysis the spatial and temporal aspects are intertwined. Our current
investigation is therefore focussed on integration of the discrete and continuous
world in Uppaal, in order to exploit its powerful continuous time analysis ca-
pabilities, especially its ODE modelling tools, and its statistical model-checking
algorithms. Our basic idea is to define and implement a fully automated pro-
gram, meant to receive as inputs a statistical spatio-temporal logic formula φ
and an Uppaal temporal model exhibiting spatial behaviour (e.g. the model we
present in this paper, enriched with information about the position and speed
of a train at each state, on a railroad map). The program is intended to produce
as output a new model, enriched with Uppaal functions, a set of observers—
namely, additional parallel processes that do not affect the functionality of the
existing ones—and an Uppaal formula φ′ predicating on the observers. Statis-
tical model checking of φ′ is intended to yield the requested result, namely the
probability or truth value of φ (cf. Fig. 4).

Although we are mostly reporting on work in progress, we can already com-
ment on two possible strategies to address the above challenge. In one approach,
the primitives of a spatial-logical language can be encoded as Uppaal functions
and the spatial structure can be represented as a graph directly, using variables of
the model checker and a function to identify the neighbourhood relation between
points. In this way, spatial properties are used in Uppaal formulae directly, as
if they were atomic properties of temporal states. Such an approach has the
advantage of simplicity. However, it requires the reimplementation of a spatial
model-checking algorithm (akin to the one used in topochecker) in Uppaal.
Moreover, efficiency of such a procedure, and the computational feasibility of
this approach with large spatial structures, remains to be demonstrated. Fur-
thermore, this approach is intrinsically limited, as it would be impossible to nest
temporal formulae inside spatial connectives.

5 cf. https://github.com/vincenzoml/topochecker and http://topochecker.isti.cnr.it.
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Fig. 4. Envisaged system architecture for spatio-temporal analysis with Uppaal

For the above reasons, an apparently more interesting possibility is to en-
code space as an Uppaal process, acting as a primary observer, so that spatial
properties (e.g. reachability in space) can be checked by the algorithms of Up-
paal. Continuous clock variables can be used to represent movement in space,
with each clock corresponding to a spatial dimension, and ODEs can be tied
to spatio-temporal features of Uppaal processes (position, speed, acceleration)
in order to realise complex spatio-temporal analyses. However, this approach
requires more work on the side of designing a suitable spatial language, and on
defining appropriate observers that permit to represent nested spatio-temporal
formulae that need to be encoded in the logical language used by Uppaal.

We intend to test both approaches in the near future. Possible application
scenarios are, e.g., those of emergency egress for train control systems. Consider,
e.g., the situation in which, by some exceptional event, a train needs to be
blocked and passengers ought to be rescued by a wheeled vehicle. This may, or
may not, be possible, due to the situation of roads in the emergency situation,
and centralised control is expected to instruct the train to stop in an appropriate
place. A spatio-temporal property of interest is therefore to check whether the
probability that the train gets blocked in a place where it cannot be reached by
the rescue vehicle is low. Simulation can be used to model the spatio-temporal
evolution of the emergency scenario. Such simulation must then be linked to the
Uppaal model we presented in order to use statistical spatio-temporal model
checking to verify the properties of interest in the model.

5 Discussion

We presented a trial experience with modelling and statistical model checking
a moving block signalling scenario from the railway domain with Uppaal SMC
and a future outlook towards spatio-temporal analysis with Uppaal SMC.
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First, we described the modelling and analysis of a concrete case study from
the railway domain with Uppaal SMC. This trial application was performed
with practitioners in industrial projects to assess the usability and applicability
of Uppaal SMC in the railway sector. In particular, the modelling and analysis
experience served to fine-tune their semi-formal model. This has set the stage
for a more detailed model, with failure rates and probabilistic delays obtained
from other project partners, which is still to be further formalised and analysed.

According to Uppaal SMC’s case study page6, most of the work on applying
Uppaal SMC concerns the modelling and analysis of communication protocols
and scheduling problems. There is another simplistic case study from the railway
domain, but—rather than a next generation signalling system based on satellite-
based positioning and moving block distancing—it considers a more classical
railway control problem: “n trains wanting to cross a single track bridge which
may be accessed by just one train at a time”. Basically, the so-called train gate
case study extends the original Uppaal model of [14] with arrival rates. Plain
Uppaal was used in [41] to model and analyse the MA messages issued by the
RBC in an ERTMS/ETCS Level 2 scenario of two trains. In the formal meth-
ods community at large, we witness a growing number of attempts at modelling
stochastic or hybrid models of advanced ERTMS/ETCS Level 3 scenarios, gen-
erally applying ‘real’, i.e. not statistical, model checking [38,39,49,40,3,27,46,4].

We used our previous experiences with applying statistical model checking,
and Uppaal SMC in particular, to case studies belonging to the transport do-
main [24,10,13]. Notably, in [10] we studied the reliability of systems of rail
road switch heaters and their energy consumption, with the aim of comparing
and tuning different policies of energy consumption [8]. This case study fea-
tured continuous physical aspects (heating equations modelled as an ODE) as
well as discrete aspects (a communication protocol between the central control
unit and the heating devices) and stochastic aspects (failure of a component
and weather profiles). Stochastic hybrid automata and Uppaal SMC proved
suitable to model and analyse this particular case study. Previously, in [7], we
modelled the system through Stochastic Activity Networks and analysed it with
the Möbius tool [25]. Starting from these two different formalisations, we then
presented a technique to refine an automata-based discrete representation into
a stochastic Petri net model to preserve safety through refinement in [9].

Finally, in this paper we also reported on a preliminary investigation of what
we consider to be a promising new direction for the application of formal meth-
ods and analysis in the railway domain, and in the transport sector in general.
Namely, we envision spatio-temporal analysis with Uppaal SMC by exploit-
ing its powerful continuous time analysis capabilities, especially its ODE mod-
elling tools, and its statistical model-checking algorithms in combination with
the, typically discrete, models produced by spatial analysis, and the related
spatio-temporal model checking algorithms. To this aim, we may take inspiration
from [43], which proposes a methodology to discover potential safety hazards
of transport systems already in the design phase, by verifying that the control
software prevents collisions and fulfills certain spatio-temporal properties.

6 http://people.cs.aau.dk/∼adavid/smc/cases.html
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