Do we need new strategies for testing Systems-of-Systems?

Vénia de Oliveira Neves
Universidade Federal de Juiz de Fora
Juiz de Fora, Brazil
vania@ice.ufjf.br

Gugliemo De Angelis
Consiglio Nazionale delle Ricerche
Rome, Italy
guglielmo.deangelis@iasi.cnr.it

ABSTRACT

This paper overviews the main Systems-of-Systems (SoS) charac-
teristics that can impact on their verification, validation and testing
(VV&T). Furthermore, it addresses technical, conceptual, social and
organizational challenges, discusses which existing approaches of
VV&T can be used for SoS, and points out future research in the
field.
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1 INTRODUCTION

In recent times, software systems perspective has changed from
monolithic, centrally managed, and with well-defined scope, to
large scale, complex, distributed, and with dynamically defined
scope. Moreover, new business demands require the integration
of existing software systems to achieve missions that cannot be
addressed by any of them in isolation. This context has brought
out the concept of Systems-of-Systems (SoSs), in which a set of
independent systems cooperate to achieve broader missions than
those they individually perform. An SoS mission is an operational
goal and defines the capabilities required from its constituent sys-
tems [26]. SoSs concept emerged in the military domain, however,
they are now applied in other domains like intelligent transports,
medical assistance, and emergency management [23, 24].
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Several definitions of SoSs have been proposed (see, e.g., [19]).
Maier [23] defines an SoS as an assemblage of components (re-
ferred as the constituent systems) that possess operational inde-
pendence and managerial independence from the SoS. On its
side, the SoS exposes features like evolutionary development,
emergent behavior, and geographical extension [23, 24]. The
above mentioned characteristics of SoSs and their constituents im-
pact the entire SoS development process, hindering verification,
validation and testing (VV&T) activities [2, 10, 11, 16, 22]. However,
we found that some of the challenges impacting on VV&T of SoSs
have already been addressed in other types of software-intensive
systems such as, component-based systems, service-oriented archi-
tecture, and self-adaptive systems.

Moreover, SoSs are classified into four types: directed, acknowl-
edged, collaborative, and virtual [23, 24]. Directed SoSs have a
central authority that establishes an unilateral communication with
the constituents, and orchestrates them; in acknowledged SoSs, a
central entity establishes a bidirectional communication path and
the constituent systems — which retain independent control and
objectives — consult this entity to discover other constituents and
services provided; in collaborative SoSs, the constituent systems
must collaborate voluntarily to fulfill the established central ob-
jectives, and the central managing entity does not have coercive
power to execute the system; in virtual SoSs, there is no central-
ized management authority and the constituents do not necessarily
know each other. The final result for the SoS turns out as the sum
of the partial results, without a clear intent or explicit collaboration
between them.

Research in SoSs testing has been led by Systems Engineering
researchers from the military field who conducted case studies to ad-
dress specific issues for this domain [2, 10, 11]. Luna and Lopes [22]
propose a framework for IVVT&E (Integration, Verification, Valida-
tion, Test and Evaluation) that unites different methodologies such
as DoDAF (Department of Defense Architecture Framework), graphs
theory and executable models. The PATFrame framework [14, 17]
aims to predict when a test system needs to be adapted using the
information learned during the testing process.

Few are the approaches for SoSs VV&T outside the military do-
main [3, 21, 27, 28]. Zapata et al. [28] present an approach using
the basic path test to generate test case sets for an SoS. Constituent
systems are modeled as nodes of a control flow graph and each
decision point is modeled as if it were a conditional expression
in the graph. Similarly, path testing has already been used earlier,
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e.g. in [18], to model modules of a component-based system. Hsu
and Huang [21] present an approach to designing test cases for
SoSs in a way that minimizes the number of possible test cases
during integration of the constituents. This approach was adapted
from an earlier work proposed by the same authors for SOA appli-
cations [20]. Liang and Rubin [27] propose a strategy to evaluate
the effectiveness in detecting failures using mutation testing for
SoS policies. This approach does not generate test cases, it only
measures the effectiveness of existing test cases. Arnold et al [3]
propose an approach to SoS verification using Statistical Model
Checking (SMS). For this purpose, SoSs goals are expressed using
formal methods, SoSs and constituents are modeled using existing
tools and then these models are simulated to produce traces for
SMC.

In this opinion paper we discuss whether new challenges for
VV&T of SoSs really exist that require novel techniques and meth-
ods, or instead, we just need new ways of combining and using
existing approaches. Therefore, this paper aims to summarize the
main technical, conceptual, and social challenges for SoSs VV&T,
and to identify existing techniques from the literature that could
be adapted to the context of SoS to address such challenges.

This paper is organized as follow: Section 2 presents the techno-
logical, conceptual, social and organizational challenges; Section 3
discusses what testing approaches proposed in other domains can
be used for the problems identified in previous section; and, a final
discussion is presented in Section 4.

2 CHALLENGES AND ISSUES IN SOS VV&T

As mentioned before, an SoS brings several advantages but with
them also consequences that can impact on the VV&T activities in
technical, conceptual, social and organizational aspects.

Due to operational independence, a constituent system can
operate independently and perform its own functions even if it is
disassembled from the SoS. As a consequence, it can have several
functions, of which only a few are used to fulfill the SoS mission. If
the constituent system does not have enough quality this could lead
the SoS to fail. How can we apply unit testing with good perfor-
mance? The constituent system may be very large and the supplier
can provide numerous test cases, which test cases should be selected
and how to select them? What would be an appropriate adequacy
criterion for a constituent system? The answer to such questions
will depend on the SoS under consideration: a constituent system
may have achieved a high structural coverage, for example, but still
the testing did not cover the very functions used by the SoS. Op-
erational independence also may cause integration and SoS issues
since the constituent systems can enter or exit the SoS, meaning
that the services offered may vary in terms of functions and lead
to other subsystems having to be reconfigured. This interdepen-
dence between constituent systems is presented by Nielsen et
al. [24] as one of the eight SoS dimensions.

Managerial independence refers to the ability of the con-
stituent systems to be managed and developed independently even
while being part of the SoS. Hence, it is difficult to synchronize the
activities of their life cycles; this brings interoperability issues
since the integration cannot be direct due to, among others, dif-
ferent protocols for transmission and request of data and services;
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there is no guarantee of their availability or that all constituent
systems are ready to perform a given task at any given time [11, 23].
According to Gonzalez et al. [16], when a constituent system enters
the SoS, its collaboration must be accepted by the other systems
and, in addition, there may be restrictions that allow or prevent
the use of information coming from other constituents or pass this
information to other systems. This raises integration questions like:
how to ensure the right information was transmitted to the right
systems? How to orchestrate the testing? Also, how to perform
integration testing considering these features?

Evolutionary development causes constant updates or evolu-
tion of SoS requirements and can lead to the lack of a permanent
state in SoS [24]. Thus, we need to continuously evaluate if no
regression problem has been brought by the evolved component
[16, 22]. The problem is that if the number of interactions is signif-
icantly high, which is most often true in the SoS context, a very
large number of test cases has to be generated involving a great
effort and cost. So, the question here is when to perform VV&T?
Carrying it out each time an SoS changes would be expensive but,
on the other hand, changes can incur risks for different participants.

As mentioned earlier, SoS allows to achieve purposes that would
not be feasible individually by the individual systems. This is what is
called the emergent behavior that may bring consequences such
as inappropriate or unexpected behavior that affects the testing.
Challenges here include how to detect and destroy in a fast and
agile way this inappropriate behaviour. Further, how to assure that
the constituent systems behavior is aligned with the SoS mission?
Nielsen at al. [24] also point dynamic reconfiguration as an SoS
dimension since the SoS can change its composition depending on
the conditions and on the context, typically at runtime and without
planned intervention. This poses additional challenges like how to
assure that this is the right configuration? Could this configuration
result in an inappropriate emergent behavior?

In addition to the above technological challenges, there are also
conceptual challenges that need to be addressed. In particular, we
propose to revisit the next five fundamental concepts of SoSs testing:

(i) What would be a test environment? The test environment
may involve other aspects transcending the VV&T activities [10] as
people, infrastructure and legislation. For some SoSs it is difficult,
or even impossible, to simulate the reality, thus we need to conduct
testing in the field. How to do that? For instance, suppose a traffic
control SoS in which the constituent systems are autonomous ve-
hicles. How to ensure that a failed test does not cause any type of
accident? Also, current laws do not allow a vehicle to travel without
a driver on urban roads.

(ii) What should be tested? In many cases, an SoS has no
requirements per se but high-level objectives that provide the basis
for identifying constituent systems, developing the architecture, or
recommending changes or additions to systems. Requirements are
specified at the constituent systems level, not at SoS level [11]. This
makes it difficult to define the scope of what should be tested.

(iii) What does "adequate testing" mean? Due to lack of de-
fined requirements and the involvement of many stakeholders, each
having their own expectations, it is not easy to identify test ade-
quacy criteria for SoS. How can we decide that testing is enough?
This question will need to be adapted to the stakeholder and to the
context.



Do we need new strategies for testing Systems-of-Systems?

(iv) What is an SoS failure? An SoS consists of several stake-
holders, for instance, SoS owner; SoS clients, if it provides new
services, or constituent systems, otherwise; constituent systems
stakeholders; and even other actors from the environment, such as
a pedestrian hoping that the autonomous vehicle will stop when a
semaphore is red. These stakeholders will have different interests
and priorities, so one same execution can meet the expectations of a
particular stakeholder but be insufficient or even prejudice another.
Thus, what is a failed test? The oracle problem that is already tough
in traditional systems becomes even more complex for SoSs.

(v) Who is the tester? SoSs are characterized by constituent
systems belonging to different organizations. So, who is in charge
for performing the test activities? Directed and acknowledged SoSs
have a central management that could be the obvious responsible for
these activities. But in collaborative SoSs the management is formed
through a cooperation between the organizations of constituents
systems; virtual SoSs have no form of management, which makes
it impossible to determine a responsible. Moreover, if any defect is
found, who will be the responsible for fixing it?

Finally, due to pervasiveness and context-awareness of SoSs,
their quality or non-functional requirements become as important
as, or even more important than, functional requirements. The
design of an SoS taking into account quality requirements is actively
studied at the CMU Software Engineering Institute (SEI) [15].

3 ADAPTING SOLUTIONS FROM OTHERS
DOMAINS

Considering a systematic testing strategy, test activities are tradi-
tionally structured into three phases: unit, integration and system.
Moving to SoSs, the unit testing phase can be intended as ensuring
that the smallest SoS units have been sufficiently tested against
their specifications. We consider here the constituent system as the
smallest unit to be tested and we expect that its supplier performs
all testing phases on it. After unit testing, the integration testing
is performed, in order to investigate whether each constituent sys-
tem cooperates adequately with its peers in order to guarantee
the required (or emergent) properties. Finally, the SoS testing is
performed on the assembly as a whole. This phase aims to verify
that the SoS is actually fulfilling its mission.

Since the source code of the constituent system is not always
provided by the supplier, the lack of such information makes it
impossible to apply white-box test techniques. This problem is not
new, but has been previously faced in testing of component-based
systems, especially w.r.t. components developed by third parties and
COTS, and in testing of service-oriented architectures. Solutions
proposed to circumvent such limitations included the proposal to
release along with a component its test metadata [13], the intro-
duction of a certification third party [5], or even the establishment
of a governance framework [9].

The problems brought by managerial independence feature are
the same faced by service-oriented software systems. To deal with
these problems, some of the authors have developed several ap-
proaches and tools such as [1, 4, 6, 8, 9]. For instance, the WS-TAXI
tool [5] could be used/adapted to perform the service admission test-
ing; the PUPPET tool [8], which creates mocks for external services,
can be used/adapted to solve the problem of interdependence; the
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STG framework [9] could be used to ensure that data exchange be-
tween interfaces interacting with the system is properly performed.
Besides these technologies, the Elastest platform [7] can be used
for orchestrating the test cases. There are many other approaches
proposed by other authors that we could have mentioned, we cited
these just because we are of course more familiar with them.

Component-based systems face the problem of identifying proper
adequacy criteria, and a conceptual framework has been proposed
in [25]. In order to solve the operational independence issues, we
may consider analogous criteria to those proposed for components.
In an adapted version for SoS, we can consider C-adequate-for-SoS
and C-adequate-on-CS criteria, where C refers to the test adequacy
criterion; SoS to the system-of-system under test and CS the con-
stituent system to be integrated.

Dynamic reconfiguration feature addresses similar challenges
that were already faced by adaptive systems. To deal with this,
methods and tools have been studied in this field. The state of the
art and the main challenges can be found in [12].

4 DISCUSSION

This paper touched upon the main challenges faced when perform-
ing System-of-System testing and pinpointed some approaches in
the literature that can be used or adapted to deal with them. Among
the most promising strategies are those developed for testing of
service-oriented software systems, component-based systems, and
adaptive systems. Table 1 summarizes what we discuss in this po-
sition paper. Characteristic column lists the main characteristics
of SoSs; Consequences column describes the key challenges related
to the characteristic; Testing issues column, in turn, lists the major
issues related to testing caused by these characteristics; Phase col-
umn points out which test phase these issues should be considered;
and finally Approaches from others domains column indicates the
existent solutions that could be considered/adapted to deal with
these issues.

It should be noted that SoSs are highly complex systems, imply-
ing that experiments need to be conducted to validate the use of
these approaches in this context. In addition, different types of SoSs
should be considered in these experiments, since they can gener-
ate different challenges. Moreover, although the results related to
adaptive systems testing can be used in SoSs, this field still presents
many challenges to be addressed and, in this sense, issues related
to emergent behavior need to be further investigated.

According to Table 1, there is no existing domain from which
we could adapt approaches that could be used to deal with the
issues raised by evolutionary development. Future research should
consider the selection and prioritization of test cases each time
SoSs evolve. Further, more research should be conducted in order
to define when the validation and verification process should be
performed. Our belief is that a strategy here will depend on how
critical the SoS is.

Considering that missions may change at run-time and even
cease to exist depending on the conditions and context they are
in, strategies that validate and capture any unplanned behaviors of
these missions are needed. One approach we are thus considering
is to plan and guide testing for SoSs based on the missions to be
accomplished: we call this mission-driven testing of SoS.
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Table 1: Summary of SoSs features, issues related to testing and possible use of existing approaches

Characteristic Consequences Testing issues

Phase Approaches from
other domains

What should be tested?

Interdependence between CS

What would be an appropriate

Qperatlonal CS can have several functions, adequacy criterion for a CS? Unit Component-based
independence but few are used to fulfill the SoS K .
mission Which test cases provided by the
: supplier should be selected?
. Who is responsible for V&V?
Life-cycle How to accept a constituent system?
Managerial Interoperability P shituer’” system- . SOA
R S . How to ensure the right information Integration
independence Availability of a particular CS . . 5 Component-based
Reliability was transmitted to the right systems?
How to orchestrate the testing?
Evolutionary . Number of test cases can be very large Integration
development Lack of a permanent state in SoSs When to perform V&V? SoS
How to detect and destroy in a fast and
Dynamic reconfiguration agile way?
Emergent Inappropriate behavior How to assure that CS behavior is . .
behavior Mission may change at runtime aligned with the SoS mission? So$ Adaptive-testing
depending on conditions and context How to assure that they made the
right change?
Qeog;raphlc Decentralized nature How should V&V be organized? SoS Concurrent testing
distribution Concurrent
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