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Abstract: The telecommunication industry has seen rapid growth in the last few decades. This trend
has been fostered by the diffusion of wireless communication technologies. In the city of Matera,
Italy (European capital of culture 2019), two applications of 5G for public security have been tested
by using an aerial drone: the recognition of objects and people in a crowded city and the detection of
radio-frequency jammers. This article describes the experiments and the results obtained.
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1. Introduction

Starting with 1G, born in the ‘80s, until the current 5G, each mobile network generation
was characterized by peculiar wireless technologies, data rates, modulation techniques, capacities,
and features. The performance goals envisioned for the upcoming 5G include high data rate (more
than 100 Mb/s in uplink and 1 Gb/s in down-link), low latency (<1 ms), energy savings, cost reduction,
increased system capacity and massive device connectivity, thus enabling the development of
the Internet of Things (IoT) concept. Different from 4G, where carrier frequencies range from
800 MHz to 2.6 GHz, 5G frequencies are divided into two groups, i.e., below 6 GHz and in the
millimeter-wave spectrum. Several other types of wireless technologies share the radio range below
6 GHz, potentially causing interference; to partially attenuate this problem, 5G uses the OFDM
(orthogonal frequency-division multiplexing) modulation [1,2].

All these new features of 5G allow for the development of innovative digital services, such as
virtual and augmented reality, streaming and multiplayer working on smart cellular, faster real-time
communications between wireless devices, and real-time analysis of a huge amount of data. At present,
Italy is gradually introducing 5G coverage and a significant market share is expected by 2020.

Public security has become a relevant aspect, especially in large urban areas. The possibility to act
promptly in case of dangers or alarms can be of fundamental importance in determining the favorable
outcome of the interventions. For example, identifying and tracking an individual or a suspicious
vehicle that moves in an urban context may require a significant deployment of forces, with costs that
sometimes can make the interventions ineffective.
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A threat to public security also comes from jammers [3], electronic devices capable of disturbing
and inhibiting the operation of common communication technologies, including mobile phones, GPS,
and radios. Because of their potential harmful effects for criminal purposes and the widespread use of
potentially targeted wireless devices, jammers are illegal.

To cope with these problems, we tested applications of 5G for public security in the city of Matera
(Italy), European cultural capital in 2019. The experiments involved aerial drones and exploited the
5G mobile network provided by the Bari-Matera 5G project consortium led by TIM, Fastweb (two
Italian mobile telecommunication operators), and Huawei. Through these experiments, we were
able to show that the 5G wireless communication technology can be successfully integrated with
the drone technology, in order to create a synergy for the development of innovative and low-cost
public security applications. In particular, we considered two scenarios related to security in densely
populated areas: (i) the recognition of objects and persons from video recording, and (ii) the detection
of radio-frequency jammers.

For both scenarios, we used a DJI Matrice 600 drone owing to its high lifting capabilities (see
Figure 1). The 5G connectivity was obtained through a TIM 5G Gateway, permanently mounted on
the drone. The real challenge of the experiment was to test the two scenarios in the worst flying
conditions of the drone (strong wind, high altitude of the drone, distance from the target) and to verify
the accuracy of the algorithms used and the measurements done.

Figure 1. 5G aerial drone public security application in Matera, Italy.

This article does not discuss issues about the privacy of individuals related to facial detection
and the European laws of the General Data Protection Regulation (GDPR). For more details about this
topic, the reader is referred to [4].
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The paper is organized as follows. Section 2 contains references to works related to the use of
drones for both the security scenarios we used. In Section 3 the security scenario using a 2D camera
mounted on the drone is described, while the jammer detection scenario is depicted in Section 4.
Sections 5 and 6 present the results of the experimentation in both the scenarios, respectively. Section 7
presents our ideas for future work, while conclusions are reported in Section 8.

2. Related Work

The problem of detecting, recognizing, and tracking people from a drone has become of paramount
importance in many video surveillance applications.

One of the first works that investigated the issues and the challenges of performing face
recognition with drone-captured images was [5]. The work in [6] introduced the case of UAV-based
crowd surveillance applying facial recognition tools. To perform face recognition, the simple Local
Binary Pattern Histogram method from the Open Source Computer Vision (OpenCV) was used. In [7],
Hsu et al. investigate how altitudes, distances, and angles of depression influence the performance
of face detection and recognition by drones. In the same article, the authors present a dataset for the
evaluation of facial recognition algorithms from drone images, called DroneFace.

In [8], authors present a system able to track a specific person in the case of multi-person
interference. Such a system automatically takes a photo of the target’s frontal face, without the use of
facial recognition. After boxing out the target on the image received by the ground station, the drone (a
Parrot Bebop2) flies around the target person, mounting onboard an RGB camera, which automatically
keeps shooting in the horizontal direction with a resolution of 640 × 480 pixels. In their experiment,
the authors of [8] set the flying height at about 2 m, while the distance between the target person and
the drone ranged from 4 to 5 m. Such conditions are very different from ours, as will be explained in
the following.

In [9], the authors used a camera mounted on board of a drone while the algorithms for face
recognition running on a computer on the ground. After scanning the faces and comparing them to
the provided database, the output obtained has the individual’s face highlighted in a square with a
color-coding sequence (white, green, or red). However, no information about the height of the drone is
given, neither about the weather conditions. Moreover, no detail is given on the algorithm used for
facial recognition.

Another face dataset collected by drone is presented in [10]. The dataset includes 58 different
identities. For each identity there are four high-resolution images in four different poses, and a lot
of low-resolution face images (in the following referred to as probe images) cropped from the videos
acquired by the drone.

The works [11,12] both investigate the challenges and perform experiments for executing the
person re-identification from aerial images.

In [13], the authors provide a dataset for human action detection captured from UAVs flying at
different altitudes and at different angles. It consists of 43 min-long fully-annotated sequences with
12 action classes such as walking or sitting. Another dataset for human action recognition is proposed
in [14]. The authors provide a dataset recorded in an outdoor setting by a free-flying drone. The dataset
consists of 240 high-definition video clips for a total of 66,919 frames and it captures 13 dynamic human
actions. The videos contained in the dataset were recorded from low-altitude and at low speed and the
corresponding frames are at high resolution.

The authors in [15,16] provide a drone captured benchmark for vehicles, composed of 10 h of
raw videos from which about 80,000 representative frames are selected. Each frame is fully annotated
with bounding boxes as well as up to 14 kinds of attributes, like weather conditions, flying altitude,
camera view, vehicle category, and occlusion. The benchmark can be used for three computer vision
tasks: object detection, single-object tracking, and multiple object tracking.

Very recently, in [17] the authors present a review of the challenges of applying the vision
algorithm to drone-based images and they survey the currently available drone captured datasets.
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They also provide a drone captured dataset themselves, VisDrone. The dataset consists of 263 video
clips with 179,264 frames and 10,209 static images. It includes image object detection, video object
detection, single-object tracking, and multi-object tracking.

In the case of disaster events, search operations for survivors can easily be carried out by
autonomous drones capable of searching disaster areas that are difficult to reach by land-based
vetches. This topic was studied by Al-Naji et al. [18], who developed techniques for detecting the
presence of life signs from humans lying in many poses on the ground by using standard cameras and
consumer drones.

Conceptually, the simplest type of jammer consists of a device that transmits strong radio signals
within the frequency band of a particular service, to decrease the Signal-to-Noise Ratio (SNR) of
the target device, thus impeding its operation. More advanced jammers can implement complex
modulation algorithms in order to enhance the interfering effect with the target service [19,20].

The problem of jammer detection and localization is of great interest not only for public security
but also for the radio authorities and network operators [21]. At present, jammers are detected by
either permanent stations or mobile units equipped with RF instrumentation [22]. In both cases,
proper radio-frequency equipment consists of different instruments. A spectrum analyzer is required
in order to monitor the radio frequency spectrum and detect the presence of evident interfering signals.
However, scalar spectrum analyzers hardly provide information on the jammer typology, for which a
proper receiver is instead required, i.e., a device capable of demodulating the received signal. Thanks
to the advances in digital electronics and signal processing, Software Defined Radios (SDRs) have
nowadays become powerful and miniaturized. These instruments represent versatile general-purpose
hardware through which the operator can virtually implement any demodulation protocol [23].

Different jammer detection algorithms have been surveyed in [24] using an SDR platform
connected to a PC. In [25], Abdessamad et al. implemented a direction-finding algorithm conceived
for spectrum monitoring against interference in a mobile network. The proposed hardware used a set
of four ground-based SDR platforms. In [26], Jagannath et al. developed instead a portable jammer
detection and localization device. However, the localization capability was achieved by a central
ground-based processing unit that gathered the data from several devices exploiting the multi-node
information. The possibility to carry out jammer detection and localization with the aid of aerial
drones would lead to significant improvements in terms of mobility, system versatility, and portability.
Koohifar et al. in [27] described a cooperative algorithm for UAV swarms to localize RF transmitters
by using a multitude of omnidirectional sensors.

In this work, we integrated on a UAV the RF instrumentation required to perform jammer
detection with localization. The realized proof-of-concept exploits the 5G high-speed and low-latency
data connection to allow a remote operator to both examine and elaborate the data and to interact in
real-time with the system.

3. The Video Security Scenario

Intelligent cameras have recently seen a large diffusion and represent a low-cost solution for
improving public security in many scenarios. Moreover, they are light enough to be lifted by a
drone. The use of drones equipped with intelligent cameras for face/object recognition has already
been reported in the literature. However, this is the first time that such a solution is tested in a
5G environment. The experiments have shown the validity of the approach despite the very harsh
conditions in which our drone operated, due to the strong winds blowing at a height of 40 m from the
ground. We flew at 40 m because with the camera used in our setup we saw that with a height of more
than 50 m the bounding boxes of the detected faces are too small for having a good face recognition.

In our applications, the visual information recorded by the camera (photo and video) is first
transmitted to the ground by using the 5G wireless network and then is processed by using Artificial
Intelligence technologies based on deep learning. We point out that recognizing in real-time a face
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of a person or a specific object in motion, is now within the reach of a home computer, thanks to the
processing power of graphics cards equipped with the most recent Graphics Processing Units.

The process of detecting a person’s identity through his/her face is often referred to as facial
recognition. Typically, facial recognition in images is performed through two distinct phases. In the
first phase, usually referred to as face detection, the system detects a face appearing within an image.
Specifically, when an original image is processed, a set of new images is produced as a result. Each of
these contains the face of a person appearing in the original image. The second phase is devoted to the
recognition of the identities of the people to whom the identified faced belong. This is usually the most
complex procedure and requires both a database, with which the faces detected have to be compared,
and an algorithm for the face comparison. In the literature, this process is often referred to as face
verification and has been the subject of great developments in recent years thanks to deep learning
technologies. Although facial recognition has been intensively studied for many years, only recently
it was applied to images recorded by drones. Indeed, the interest in computer vision applications
applied to images taken by drones is constantly growing, due to their low-cost and the enormous
technological progress they have had in recent years.

The equipment we used in Matera for the 2D Camera Recognition includes:

• a 2D camera mounted on the drone; it acquires a video stream and sends it in real-time to a
local server;

• a server able to analyze, through deep learning techniques, the frames of the video and to perform
face detection and identity recognition by comparing the faces detected with a database of
“well-known” people. In case of a match, the server sends a report to the law enforcement agency.

In the server, the face detection algorithm is executed to localize and crop the faces from the
captured image. Then, each detected face is compared to the faces recorded in the database in order to
identify possible matches. These tasks are carried out by two distinct deep neural networks: the Single
Shot Detector (SSD [28]) ResNet-10 model, provided by OpenCV that performs face detection, and the
VGG2 provided by the VGG group (http://www.robots.ox.ac.uk/~vgg).

Since for each face detected in a frame we have to proceed to the recognition phase, the total
processing time increases linearly with the number of faces detected. In order to satisfy the real-time
constraints, we must limit the number of faces to be recognized, with some criteria. Since the execution
time for each facial recognition (using the latest generation GPUs) is about 8ms, and imposing a
processing constraint of five frames per second, we obtained a maximum of five faces to be recognized
for each frame.

To perform facial recognition and to determine whether a person is among those sought, we find
the closest face in the database of wanted persons, on the base of similarities with features extracted
by using a deep neural network. To improve the effectiveness of facial recognition, several facial
images (taken in different circumstances or poses) are associated with each identity to be recognized.
To this end, the feature vectors extracted from each image are aggregated by computing the mean
feature vector so as to provide a unique template for the identity of the person. This template is used
during the facial recognition phase and the template closest to the query feature reveals the recognized
identity, using cosine similarity (i.e., the normalized dot product) as a measure of similarity between
templates and the query feature. We use the similarity value of the person who has the model closest
to the query (i.e., the one who is thought to be the recognized person) as a measure of confidence for
the recognition itself. Confidence ranges from 0 to 1 because similarity ranges from 0 to 1 (0 minimum
similarity, i.e., minimum confidence, being 1 the maximum similarity, i.e., maximum confidence).

During the recognition, we set a confidence threshold to decide the tolerance level on the
recognition error. When this threshold is higher than a preset value, recognition is considered
reliable and the identity can be revealed to the operator, otherwise, the face is considered unknown.
The threshold can be chosen depending on the scenario: by using smaller thresholds, we accept more
false positives (i.e., an unknown person is recognized as one of those recorded in the database) while

http://www.robots.ox.ac.uk/~vgg
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by using higher thresholds we accept more false negatives (i.e., a person belonging to the database has
escaped control).

4. The Jammer Detection Scenario

The presence of a malicious device in Matera was simulated by using a legal radio device working
in the 5.8 GHz ISM band (5.725–5.875 GHz). The chosen device was a CE-certified ImmersionRC
25 mW A/V transmitter, configured to transmit a continuous-wave signal at 5.74 GHz and 14 dBm of
output power. A true jammer (absolutely illegal) would produce a higher power level and/or a larger
band occupation, thus being more easily detectable.

The following instruments were mounted onboard the drone (see Figure 2):

• A log-periodic antenna (Aaronia HyperLog 7060 X), which provides both directionality and wide
operating bandwidth (from 700 MHz to 6 GHz).

• Filters to attenuate both the 5G signal (3.7–3.8 GHz) and the drone telemetry (2.4 GHz).
• A vector spectrum analyzer (Triarchy VSA6G2A), which works as a tunable receiver with 6 GHz

maximum frequency and 1.35 MHz passband in real-time mode (FFT-mode). This device also
performs a set of different analog and digital demodulations (e.g., FM, PSK, QPSK).

• A single-board computer (SBC) (LattePanda), running the application software to interface the
analyzer to the 5G gateway.

• The 5G gateway, to interface the system to the 5G network (permanently mounted in all
the experiments).

Figure 2. Drone payload with 5G Gateway and jammer detection hardware.

Thanks to the 5G wireless connection to the ground station, the operator interacted in real-time
with the instruments onboard the drone. The high data transfer of 5G was used to send both spectrum
and I/Q baseband data to ground for further elaboration.

5. Video Security Experimentation Results

In this scenario, the challenge was to recognize people and objects by maintaining the drone in the
worst flight conditions, at an altitude of 40 m over the roof of a church (see Figures 3 and 4). The drone
was required to never fly directly over the people while facing strong wind blowing at 35–38 km/h
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and using the zoom in order to capture better images of the subjects. In these conditions, the drone
was swinging considerably.

Figure 3. Persons and objects detection.

Figure 4. Facial recognition from zoomed in shots.

The experiments were conducted by using a database of known people composed of 440 images
of faces belonging to 44 different people working in our research institute. The queries were created by
using the faces detected in a video (see Figure 4) recorded by our drone in Matera. Figure 5 shows the
result of this experimentation. In particular, we show two metrics:

• TP (True Positive): the fraction of known people, correctly recognized by the system among the
whole set of queries.

• FP (False Positive): the fraction of unknown people incorrectly identified as belonging to
the dataset.

For the particular experiment in Figure 4, we used a video of length 180 s, in which two subjects
appear, one belonging to the dataset (who, therefore, should be recognized by the system) and one
extraneous to the dataset (i.e., an unknown). The system detected 135 faces of the known person
and 135 faces of the unknown person. As previously mentioned, by varying the value of a specific
threshold, it is possible to tune the degree of selectivity of the system. However, there is a trade-off:
if we want to reduce the number of false positives, we must accept a lower number of true positives.
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For example, for an acceptable result in our scenario we set the threshold to 0.37, thus obtaining a
number of true positives of about 10% against a number of false positives of 1%. The reason for this
result is that the images were very blurry due to the use of the zoom of the camera and to the strong
oscillations of the drone induced by the wind.

Figure 5. Results of the face recognition experiment.

Experiments on DroneSURF Dataset

We also performed an experiment of face recognition on the DroneSURF dataset [10]. The dataset
is composed of 200 videos including 58 different subjects, from which over 786K face annotations have
been extracted. It is very challenging for face recognition due to the effects of motion, variations in
pose, illumination, background, altitude, and different resolutions of the detected faces.

The dataset is composed of two parts: the high-resolution images (12Mpx) used as ground
truth, and the low-resolution images used for test (in the following we refer to these images as probe).
The high-resolution images are four for each identity in different poses. The probe images are the
crops of the detected face of the videos acquired by the drones. The probe images are split in two
subsets corresponding to two different acquisition scenarios: Active and Passive video surveillance,
of respectively 333,047 and 379,841 images. The difference between the two scenarios is that in the
Active one the drone is actively following the subject, while in the Passive one the drone is monitoring
an area without focusing in particular on a specific subject.

In the experiment, we used each probe image as a query towards the set of high-resolution images
in order to find the most similar face and, therefore, the corresponding person. These experiments
can be considered as a case where the weather conditions are optimal, i.e., in the absence of wind
and drone oscillations. To do so, we extracted a visual feature from every image in the dataset (both
high and low-resolution images) by using the SeNET architecture [29] and, in particular, the model
pre-trained on faces provided in [30]. Then, we computed the Euclidean distance between the feature
of the query probe image and all the features of the high-resolution images.

Since in the paper [10] it was not specified how the face detection on the high-resolution images
has been executed, we used three different face detectors to detect and crop the bounding boxes of
the detected faces: the dlib implementation of the classic Histogram of Oriented Gradients (HOG)
face detector (called dlib in the experiment) [31], the MTCNN face detector (called MTCNN in the
experiment) [32] and the OpenCV implementation of the SSD framework (Single Shot MultiBox
Detector) with a reduced ResNet-10 model (called OpenCV-DNN in the experiment) [33]. Table 1
reports the results of this experiment. As expected, the dataset is very challenging for face recognition,
and with all the three face detectors the results are quite similar. In the Active scenario, the accuracy
ranges from 22.88% with dlib detector to 24.25% with MTCNN detector. In the Passive scenario,
which is even more challenging, the accuracy ranges from 1.7% of the dlib detector to 2.61% of the
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OpenCV-DNN detector. We can interpret the accuracy value in the best case (MTCNN) as the true
positives for this scenario, i.e., 24.25%, and if we also evaluate the false positives we get a value of
1.3%, which represents a clear improvement compared to the case of Matera with more than double
the number of true positives (corresponding to a similar value of false positives).

Table 1. Face recognition accuracy (in %) between probe images and high-resolution images of DroneSURF.

Scenario
SENet

dlib MTCNN OpenCV-DNN

Active 22.88 24.25 24.07

Passive 1.7 2.43 2.61

6. Jammer Detection

The spectrogram of a short acquisition (120 s) is shown in Figure 6. It represents the acquired
spectra as a function of time. Stronger signals appear in yellow/green. The intermittent jammer
contribution is clearly visible at 5.74 GHz. The narrow dots in the spectrogram are, instead, produced
by common wireless systems operating in the 5.8 GHz ISM band, e.g., Wi-Fi devices, and hardly exceed
the level of −50 dBm.

Figure 6. Spectrogram of a 120-seconds acquisition with the jammer detection hardware.

Besides the spectral analysis, the system was used to estimate the direction of arrival of the
jammer signal. Thanks to the direction-dependent response of the onboard antenna, a rotation of the
drone around its vertical axis produces a significant variation on the detected signal. Figure 7 shows
two spectra acquired in the presence of the jammer with the drone facing the malicious device (yellow
curve) and the opposite direction (gray curve). The jamming signal at 5.74 GHz is visible in both
cases, with a level of about −42 dBm and −67 dBm, respectively. An increase of about 25 dB in the
received signal has been observed when the drone/antenna tip was oriented toward the direction of
the jammer.

Figure 8 shows the measured signal level of 16 spectra acquired during an azimuthal rotation
of the UAV from −50 degs to 250 degs. Even if localized oscillations produced by occasional wind
gusts are present, the maximum and minimum signal levels can be observed at about 0 degs and
180 degs, respectively.

As far as the system sensitivity is concerned, the signal level is about 14 dB above the noise floor
when the UAV faces the opposite direction with respect to the jammer (see the gray curve of Figure 7).
Such conditions represent the worst-case for the direction of arrival estimation. Considering that the
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used jammer had an output power of 14 dBm, the same measurement setup would be able to localize
a device with an output power as low as 0 dBm in the same test-conditions, i.e., about 50 m of distance
between the UAV and the jammer. Equivalently, the same device could be detected at about 5 times
the distance, i.e., about 250 m. It should also be pointed out that a true jammer device would easily
have a greater output power than the legal A/V transmitter used. For example, a 30-dBm transmitter
would be localizable up to a distance of 1500 m.

Figure 7. Acquired spectra in presence of the jammer, with the drone facing the jammer (yellow curve)
and the opposite direction (gray curve).

Figure 8. Measured jammer level as a function of the UAV azimuthal orientation with respect to the
jammer direction.

7. Future Work

In Matera, in addition to the tests here described for jammer detection and face/object recognition,
we also equipped the drone with an omni-directional camera (3D-camera) capable of sending in
real-time a 360◦ video to the ground station through the 5G connection. The 360◦ video was viewed
either through an ordinary monitor, by using commands to rotate the view, or through a modern VR
headset, such as a Google Cardboard or Samsung Gear VR. The advantage of such an equipment lies
in its ability to self-stabilize thanks to the presence of gyro sensors in the omnidirectional camera,
thus eliminating the problems of swaying and vibration of the drone due, for example, to the wind.
For these reasons, we are working to utilize the stream of the 3D camera to recognize in real-time
faces and objects when the drone is very far from the subject. Furthermore, it is also under study
the tracking of the identified object/person in such a way that the artificial intelligence algorithms
directly drive the drone in its movements. Another experiment in progress in Matera is the use of
the drone for detecting obstacles in an area where an autonomous machine must operate. The drone,
still equipped with the 3D-camera and a Raspberry for the elaboration of the images, is used to fly over
a vast agricultural field, covered by 5G technology, in order to detect any obstacles to be communicated
(with the relevant geo-localization coordinates) to the autonomous agricultural machine in order to



Drones 2020, 4, 22 11 of 13

update its prescription map in such a way to avoid the obstacles. In the sector of smart agriculture,
another application of the drone we are investigating is the study of the different water requests in
large cultivated fields according to the geo-localization of the various sectors of the area, their sun
exposure, the weather conditions, the type of cultivation, the presence or not of trees, and so on.

As far as the jammer detection is concerned, future developments will take advantage of the
basic demodulation capabilities of the spectrum analyzer and real-time availability of raw I/Q data
to the ground station. In this way, a ground computer can perform more complex and demanding
demodulation to detect the jammer, for example exploiting the potentialities of neural networks [28,34].

8. Conclusions

In this paper, we have shown the results of our experiments for public security that we tested in
the city of Matera, Italy, which was the European capital of culture 2019. In particular, we used a drone
to experiment with two security scenarios using the TIM’s 5G connection: the recognition of objects
and people in a crowded city and the detection of radio-frequency jammers. By equipping the drone
with the appropriate instruments, we identified examples of weak radio-frequency interfering signals;
we detected objects and recognized people, by means of Deep Learning techniques, from an altitude
of 40 m over the ground, flying in adverse weather conditions. Both experiments were successful,
despite the strong wind at 35–38 km/h and the drone oscillations. In order to further validate our
approach, we also tested out solution for face recognition on DroneSURF, a publicly available face
dataset with images captured by a flying drone. During the demo in Matera, at the presence of people
from the Ministry of the Economic Development, about 10 persons required to test the reliability of the
recognition algorithm with the use of the drone. They were recognized as “persons” but, correctly, their
faces resulted “unknown”, since they were not in any algorithm training database. For obvious privacy
reasons, no photos of their faces were taken. However, the experiment was a complete satisfaction for
the ministry staff.
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