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Abstract
Shift2Rail is a joint undertaking funded by the EU via its Horizon 2020 program and by main railway stakeholders. Several
Shift2Rail projects aim to investigate the application of formal methods to new ERTMS/ETCS railway signalling systems
that promise to move European railway forward by guaranteeing high capacity, low cost and improved reliability. We explore
the ERTMS/ETCS level 3 full moving block specifications stemming from different Shift2Rail projects using Uppaal and
statistical model checking. The results range from novel rigorously formalised requirements to an operational model formally
verified against scenarios with multiple trains on a single railway line. From the gained experience, we have distilled future
research goals to improve the formal specification and verification of real-time systems, and we discuss some barriers
concerning a possible uptake of formal methods and tools in the railway industry.

Keywords Formal methods · Railways · ERTMS/ETCS · Moving block · UPPAAL · Statistical model checking

1 Introduction

The railway sector is known for its robust safety requirements
and the use of formalmethods is indeed highly recommended
in the relevant standards for the software requirements speci-
fication and software system design in order to be certified at
the highest safety integrity levels. As a result, formalmethods
and tools have been successfully applied to railway systems
[10,18,21,36–39,47,51,77,78]. However, the railway sector
is notoriously cautious concerning the adoption of techno-
logical innovations, in particular if compared with other
transport sectors. Hence, while satellite-based positioning
systems have been in use for quite some time in the avionics
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and automotive sectors, modern railway signalling systems
still prevalently use traditional ground-based train detection
systems with fixed block distancing. However, the faster
trains are allowed to run, the longer their braking distance,
which results in an increased safety distance and a decreased
line capacity. Therefore, to make the railway sector more
competitive, robust and attractive, a recognised challenge
constitutes the development and operation of moving block
signalling systems that are as effective and precise as possi-
ble [50,66]. While this includes satellite-based positioning,
its performance strongly depends on the signal propagation
conditions. This calls for an integrated (multi-sensor) solu-
tion to cope with signal blockages (think, e.g., of tunnels)
and degraded accuracy due to so-called multipaths or non-
line-of-sight receptions, all of which typically affect satellite
positioning in urban environments [16,35,55,73].

The work presented in this paper builds on previous Euro-
pean Rail Traffic Management System (ERTMS) models
[9,11] developed in the context of the H2020 EU project
ASTRail 1 (SAtellite-based Signalling and Automation Sys-
Tems on Railways along with Formal Method and Moving
Block Validation) funded by the European Shift2Rail initia-

1 http://www.astrail.eu
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tive.2 These previous models were based on a simplification
of the moving block specification that considered only one
train. They were developed using Simulink for requirements
elicitation and consolidation, while Uppaal was used for
formal verification and sensitivity analysis.

In this paper, we discuss an extension and refinement of
the aforementioned Uppaal model. The model has been
extended to consider more than a single train which con-
currently communicate with the same (trackside) radio
block centre (RBC). The safety-critical logic is updated
accordingly. The movement authority that was previously
considered constant, is now computed dynamically accord-
ing to the traffic on the railway line, and in particular the tail
of the train ahead. The physical behaviour of a train has been
tuned and validated according to parameters available in the
literature [62] about high-speed trains. An extended formal
analysis has been carried out to formally verify the correct-
ness of the function that computes the movement authority,
which has been formalised in first-order logic. The concur-
rent nature of the radio block centre has led to the detection
and mitigation of corner cases. We have carried out exper-
iments to validate candidate parameter setups to reduce the
risk of a train exceeding its movement authority. Finally, we
have drawn conclusions acquired from the modelling and
analysis experience, providing indications on how to further
improve the existing state-of-the-art on formal verification
of real-time models and its adoption by the railway industry.

OutlineSection 2 contains an overviewof relatedwork,while
some background information on statistical model checking
and ERTMS level 3 moving block railway signalling sys-
tems is provided in Sect. 3. The core of the paper, presented
in Sects. 4 and 5, concerns the formal specification and ver-
ification of an extended and refined Uppaal model of the
satellite-based ERTMS level 3 moving block signalling sys-
tem from [11]. Section 6 contains some final considerations
on the possible uptake of formal methods and tools, such as
Uppaal, in the railway industry, while Sect. 7 concludes the
paper.

2 Related work

We are aware of numerous attempts at modelling and
analysing ERTMS level 3 signalling systems. Most notably,
ERTMS hybrid level 3 systems (using virtual fixed blocks)
and its radio block centre component have recently been
modelled and analysed with members of the B family (for-
mal methods B, Event-B, iUML-B, and the tools ProB and
Rodin), with the model checker SPIN and its specification
language Promela, with the lightweight formal specifica-

2 http://www.shift2rail.org

tion language Electrum that extends the Alloy language
and tool, with the systems modelling language SysML,
and with the mCRL2 specification language and toolset
[1,4,8,26,30,58,65,69,79].

However, these approaches are less suitable to perform
quantitative modelling and analysis, which is fundamental
to demonstrating the reliability of the operational behaviour
of satellite-based ERTMS level 3 moving block railway sig-
nalling system models.

One of the earliest quantitative evaluations of moving
block railway signalling systems can be found in [60], where
GSM-R communication between a train and a radio block
centre is modelled in StoCharts, a conservative QoS-oriented
extension ofUML statechart diagrams, and analysedwith the
stochastic model checker ProVer. Only delays and communi-
cation loss are modelled in [60], whereas physical models of
trains (e.g., braking), satellite positioning, and the logic of a
radio block centre computing the space each train is allowed
to travel are not taken into consideration.

We are also aware of attempts at modelling hybrid or
stochastic models of ERTMS level 3 (moving block and vir-
tual coupling) scenarios with Simulink, with UML, with the
boundedmodel checkerHySAT,with the probabilistic hybrid
automata verifier ProHVer, with the symbolic model checker
SMV, with timed Petri nets and the timed Petri net analyser
Tina, and with Stochastic Activity Networks and the Möbius
simulator [48,49,52,53,59], generally applying classical (i.e.,
not statistical) model checking.

We believe that together with some of the above-
mentioned approaches, the work reported in this paper con-
tributes to an increased understanding of satellite-based
ERTMS level 3 moving block railway signalling systems.
This resembles the view of formal methods diversity [67],
according to which the application of diverse formal meth-
ods and tools on different variants of a case study design may
increase confidence in the correctness of the analysis results.

3 Background

Uppaal Uppaal SMC [27] is a variant of Uppaal [15],
which is a well-known toolbox for the verification of real-
time systems.Uppaalmodels are stochastic timed automata,
in which non-determinism is replaced with probabilistic
choices and time delays with probability distributions (uni-
form for bounded time and exponential for unbounded time).
These automata may communicate via broadcast channels
and shared variables.

Statistical Model Checking (SMC) [2,64] involves run-
ning a sufficient number of (probabilistic) simulations of a
systemmodel to obtain statistical evidence (with a predefined
level of statistical confidence) of the quantitative properties
to be checked. Monte Carlo estimation with Chernoff-
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Hoeffding bound executes N = �(ln(2) − ln(α))/(2ε2)�
simulations ρi , i ∈1...N , to provide the interval [p′ −ε, p′ +
ε] with confidence 1 − α, where p′ = (#{ρi | ρi |� ϕ})/N ,
i.e., Pr(|p′ − p| ≤ ε) ≥ 1 − α where p is the unknown
value of ϕ being estimated statistically and ε and α are
the user-defined precision and confidence, respectively [64].
SMCoffers advantages over exhaustive (probabilistic)model
checking [7,24].Most importantly, it scales better, since there
is no need to generate and possibly explore the full state space
of the model under scrutiny, thus avoiding the combinatorial
state-space explosion problem typical of model checking.
Indeed, the parameter N is independent from the size of the
state-space. Moreover, the required simulations can trivially
be distributed and run in parallel. This comes at a price. Con-
trary to (probabilistic) model checking, exact results (with
100% confidence) are impossible to obtain. A further advan-
tage is related to its possible uptake in industry. Compared
to model checking, SMC is simple to implement, understand
and use, and it requires no specific modelling effort other
than an operational system model that can be simulated and
checked against (state-based) quantitative properties. In fact,
SMC is becomingmore andmorewidely accepted in industry
[5,13,14,22,46,54,56,61,71,72,76].

ERTMS Moving Block Railway Signalling ERTMS is an
international standard aiming to enhance safety and effi-
ciency and improve cross-border interoperability of trains
in Europe by the replacement of national railway signalling
systems with a single European standard for train control
and command systems. ERTMS relies on the European
Train Control System (ETCS), an Automatic Train Pro-
tection (ATP) system continuously supervising the train to
ensure that safety speed and distances are not exceeded. The
ERTMS/ETCS standard distinguishes four levels of opera-
tion, from level 0 to level 3 (L3), depending on the role of
trackside equipment and on how the information is transmit-
ted to/from trains. It is currently deployed on several lines
throughout Europe at most in its level 2 (L2).

ERTMS L2 uses trackside equipment (viz., track circuits)
to detect the occupancy of a section of a railway track by
trains, determining the location of trains with a coarse granu-
larity. This information is sent to a trackside unit, calledRadio
Block Centre (RBC), which sends a Movement Authority
(MA) to each train. The MA is computed by summing the
free track circuits ahead, meaning L2 is based on fixed block
signalling. A block is a section of the track between two
fixed points, which start and end at signals, with their lengths
designed to allow trains to operate as frequently as necessary
(i.e., ranging from many kilometres for secondary tracks to
a few hundred metres for busy commuter lines). The block
sizes are determined based on parameters like the line’s speed
limit, the train’s speed, the train’s braking characteristics,
drivers’ sighting and reaction times, etc. Since the railway

sector’s stringent safety requirements impose the length of
fixed blocks to be based on the worst-case braking distance,
regardless of the actual speed of the train, the faster trains are
allowed to run, the longer the braking distance and the longer
the blocks need to be, thus decreasing the railway track’s
capacity. The MA provides a train with the maximum dis-
tance it is allowed to travel, the maximum speed (depending
on the track) it is allowed to travel at, and data about the track
ahead (like temporary speed restrictions and (un)conditional
emergency stops). The Onboard Unit (OBU) of each train
uses the MA and data stored on board (e.g., the train’s brak-
ing capability) to compute the braking curve or the dynamic
speed profile that determine the speed limit, triggering an
emergency brake whenever this limit is exceeded. In L2, so-
called Eurobalise responders on the rails of a railway are
used for exact train positioning, while the required signalling
information is provided to the driver’s display by continuous
data transmission via GSM-R with the RBC. Further track-
side equipment is needed for train integrity detection.

ERTMS L3 no longer relies on trackside equipment
for train position detection and train integrity supervision.
Instead, the OBU is responsible for monitoring the train’s
position and autonomously computing its current speed
through its odometry system. To this aim, the OBU periodi-
cally sends the train’s position to the RBC and the RBC, in
turn, sends back an MA to each train. The MA is computed
by exploiting knowledge of the position of the rear end of
the train ahead, thus computing a safe zone around the mov-
ing train, meaning L3 is based on moving block signalling.
The resulting moving block signalling systems considerably
reduce the headways between subsequent trains, thus allow-
ing trains in succession to close up, in principle to the braking
distance.As a result,moving block signalling allows formore
trains to run on existing railway tracks, in response to the
ever-increasing need to boost the volume of passenger and
freight rail transport and the cost and impracticability of con-
structing new tracks. For this to work, the precise absolute
location, speed, anddirection of each train needs to be known.
These can be determined by a combination of sensors: active
and passive markers along the track, as well as trainborne
speedometers.

This envisioned future switch to next generation signalling
systems would not only optimise the exploitation of railway
tracks due to the adoption of moving block signalling, but the
removal of trackside equipment would result in lower capital
and maintenance costs. Actually, L3 does not explicitly refer
to the moving block concept, but it admits any implemen-
tation able to periodically provide the RBC with the train
positions and using limited trackside equipment. A few pilot
implementations referred to as Hybrid L3 (cf. Sect. 2), use
virtual fixed blocks: a line is logically divided into fixed
length blocks and the OBU is in charge of communicating,
at specific points of the line, the train’s position, computed
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using its onboard odometry system.Moving block signalling
based on continuous communication and MA computation
is currently implemented in some automatic metros, as part
of CBTC (Communication-Based Train Control) systems.

Shift2Rail Shift2Rail stimulates developing safe and reli-
able technological advances that allow to complete the single
European railway area with an ambitious aim: “double the
capacity of the European rail system and increase its reliabil-
ity and service quality by 50%, all while halving life-cycle
costs.” To this aim, it supports transitioning to next genera-
tion (L3) ERTMS/ETCS railway signalling, with a focus on
satellite-based train positioning based on a Global Naviga-
tion Satellite System (GNSS), moving block distancing, and
automatic driving. In [57], ASTRail partners confirmed how
the use of additional sensors is recommended to improve the
robustness of a GNSS-based positioning in rail scenarios. In
ASTRail, satellite-based ERTMS L3 moving block railway
signalling scenariosweremainly considered for two different
purposes:

1. In a simplified format, for trial applications of formal
modelling and analysis to assess the usability and applica-
bility of formal methods and tools in the railway domain.
This assessment is an important issue for the successful
uptake of formalmethods and tools in the railway industry
[10]. In [9], we presented such a trial experience in mod-
elling and (statistical) model checking a satellite-based
moving block railway signalling scenario with Uppaal.
In [12], we modelled a moving block signalling system
with autonomous driving and synthesised safe and opti-
mal driving strategies by applying a combination of SMC
and reinforcement learning with Uppaal Stratego.

2. For modelling and validating more detailed models as
major portions of an integrated system design of mov-
ing block signalling with automated driving technologies
to provide rigorous and verified definitions of functional,
interoperability, and dependability requirements. As part
of the assessment, we conducted a survey with railway
practitioners to identify the most mature (semi-)formal
methods and tools to be used in the railway context [40].
As a result of this survey, a total of 14 tools were carefully
reviewed by means of a systematic evaluation based on
a set of 34 evaluation features, upon which eight tools
were selected for the aforementioned trial application
phase, in which we modelled principles of the moving
block scenario in all eight tools. This comparison exper-
iment is reported in [45]. Simulink and Uppaal were
among the eight selected tools. In particular, Simulinkwas
considered appropriate for functional requirements elici-
tation, early prototyping and animation involving domain
experts, while Uppaal was considered the appropriate
choice for formal verification of real-time systems.

In [11],wepresentedmodels of the above-mentioneddetailed
satellite-based ERTMS L3 moving block signalling sys-
tem model in both Simulink and Uppaal, with a specific
focus on the second one. The Simulink model was obtained
from a requirements elicitation and refinement activity per-
formed with the industrial partners of ASTRail, carried out
to consolidate an initial set of requirements for the mov-
ing block signalling system into an executable specification,
after which we developed a corresponding Uppaal model.
Thus, these models are a formalisation of the initial set of
requirements. We reported on this modelling experience and
subsequent analyses with Uppaal and drew some lessons.
We chose to perform SMC with Uppaal rather than simu-
lation and analysis with Simulink, because we had all the
monitoring infrastructure for temporal properties. Moreover,
Uppaal primitively supports real-time hybrid systems and
has many graphical facilities that helped communicating
with the stakeholders. In [11], we showed how Uppaal can
also assist in fine tuning communication parameters that are
fundamental for the reliability of the model’s operational
behaviour. In particular, we validated that (i) the frequencies
of themessages exchanged between the train and its trackside
control system as well as (ii) the unit of distance that a train
is allowed to proceed based on a MA can be set such that the
probabilities of failures (like the train exceeding its MA, i.e.,
failing to brake in time if it lacks permission to proceed) are
close to zero.While numerical constraints for (i) and (ii) were
previously defined by railway experts, inASTRail wewanted
to explore towhich extentUppaal and SMCcan be exploited
to validate such constraints and to support sensitivity analysis
on the parameters. Moreover, the possibility of graphically
depicting the state machine models and animating them dur-
ing simulations has been of great help for communicating
with the stakeholders concerning themodelled requirements.

Case StudyThemoving block railway signalling system con-
sidered in this paper uses a scenario from [75], where four
different L3 moving block systems are proposed. These are
combinations of moving or fixed virtual blocks and with or
without trackside train detection. The specific scenario mod-
elled in this paper is the full moving block without trackside
detection, which is the base system type considered in [75],
depicted in Fig. 1. In this scenario, the system can issueMAs
based on the rear of the preceding train, and the so-called
end of authority can therefore be an arbitrary location on the
railway. Note that this is different from the L2 currently in
operation where, e.g., a new end of authority occurs each 12 s
for a block section of 1 km and a train running at 300 km/h
[31]. The ERTMS hybrid L3 system specification mentioned
in Sect. 2 is a possible implementation of the system type
fixed virtual blocks with trackside train detection (cf. [75]
for details).
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Fig. 1 Overview of full moving block system type without trackside
train detection taken from [75]

The ERTMS/ETCS L3 moving block system architecture
is composed of the OBU and an L3 trackside unit [75]. The
OBU includes the Location Unit (LU), while the RBC is
the only L3 trackside unit considered. The LU receives the
train’s location from GNSS satellites and other sensors’ data
which are aggregated. The location (and the train’s integrity)
are transmitted to the OBU, which, in turn, sends the loca-
tion to the RBC. Upon receiving a train’s location, the RBC
sends anMA to theOBU(togetherwith speed restrictions and
route configurations), indicating the space the train can safely
travel based on the safety distance with respect to preceding
trains. The RBC computes the MA by communicating with
all trains under its supervision to know their position (head
and tail), neighbouring RBCs in case of handover [80], and
by exploiting its knowledge of the positions of switches and
routes of trains through communications with a Route Man-
agement System (RMS). In our scenario, we abstract from an
RMS and from communications among neighbouring RBCs.
Instead, we consider trains communicating within one RBC
supervision area. The location and the MA are continuously
updated and if the OBU does not continuously receive a fresh
MA, the OBU is required to force the train to brake.

4 Formal model

In this section, we discuss the Uppaal formalisation of
the moving block system scenario. The various models
are publicly available,3 each one containing a different
parameter setup and corresponding queries according to the
experiments described in Sect. 5, to aid easier experiments
reproducibility. The models and analyses have been devel-
oped using the latest Uppaal distribution (4.1.24 academic,
November 2019). Next, we outline the automata constituting
the models in detail.

In [11], we described the original Simulink/Stateflow
model, output of a requirement elicitation phase, and itsmap-
ping into a Uppaal model.

In this paper,wediscuss a refinement of theUppaalmodel
from [11], where details of the guidelines used for translating
the Simulink model in Uppaal can be found. The models
in [11] considered only one train and one RBC. The MA
transmitted from the RBC to the train did not account for the
possibility of having other trains on the track, thus the MA
was fixed to a certain amount of meters. Here, we model the
scenario with more trains on a line, and the MA of each train

3 https://github.com/davidebasile/ASTRail/tree/master/STTT2021

is based on the location of the train ahead (cf. Fig. 1). The
model has also been simplified and three previous automata
for generating location requests, for replying to the location
requests, and for simulating the train behaviour have now
been merged into a single basic model called location unit.
The physical behaviour of the train has been redefined and
validated based on target values retrieved from the literature.

The model consists of a number of automata composed as
a synchronous product. Below, we list its constituting com-
ponents, which are three main entities, namely the RBC, the
LU, and the OBU, each represented by a different automa-
ton.We do not account for artificial random failures but focus
only on those failures that can be raised from the modelled
logic.

All components listed next are templates in Uppaal,
which is a mechanism allowing to instantiate different
instances of an automaton. This makes it possible to per-
form simulations and analyses with a certain number of
RBCs, OBUs, and LUs; not fixed beforehand in the model.
However, in line with the specification from our industrial
partners and [75], we assume that each component com-
municates with other components of the same index. For
instance, RBC_0 always communicates with OBC_0 and
never with OBC_1, which communicates with RBC_1. As
a consequence, an RBC has different threads, represented
by different instantiations of the RBC template, and each
RBC thread communicateswith one assignedOBU.All these
RBC threads interact by means of a shared memory, used for
reading the locations of other trains and storing the location
received by the assigned train.

Furthermore, this model is parametric and highly cus-
tomisable. It is possible to analyse different operational
scenarios of the moving block system by instantiating the
individual parameters of the model. For instance, it is possi-
ble to customise the period of each of the various messages
such as the period of requesting the location or the period
of sending the MA (these values are parameters prefixed by
freq). By changing these parameters, we can perform dif-
ferent evaluations of the properties of interest, as we will
show in the next section, so as to fine tune the setup of these
parameters.

We now describe the model’s components. To avoid con-
fusion between a location of a train and that of the automaton,
we always refer to the automata locations as states. Thus, a
state can be intended as either a location of the automaton or
as the tuple composed of the location and values of variables
and clocks, and contextual information is given to distinguish
between the two.

Global Declarations We use the global declarations below
to define constants of the whole system, channels and shared
variables, as well as the parameter setup for the analysed
scenario. InSect. 5,we refer to thevalues of parameters below

123

https://github.com/davidebasile/ASTRail/tree/master/STTT2021


D. Basile et al.

as default values. The unit measures for time and space are
always seconds and meters, respectively. The default values
have been derived from earlier specifications. Concerning
delays, we opted for a pessimistic approach to be able to
observe potential requirements otherwise undetected.

We note that, to perform statistical model checking, it is
necessary that all channels are broadcast, i.e., outputs are
non-blocking and discarded if not received by anyone. In
Sect. 5, we analyse possible message loss. We use an array
of channels to have a channel for each train. The array loc
is only used by the RBC automata, to share the locations
received by trains.

LocationUnitThe template automaton for the LU is depicted
in Fig. 2. The LU groups all aspects of the train related to the
computation of the location. In thismodel, we do not focus on
errors introduced due to satellite positioning, and the location
is estimated using a simple physical model of the movement

Fig. 2 Location Unit template

of the train, its speed, and the acceleration and deceleration
that are triggered by approaching the limit described by the
MA. In particular, the position of the train is stated in an
uni-dimensional space and identified by one coordinate. This
represents the route that the train is following.

This template considers five parameters of the train:

const int id_T, its unique identifier;
const double startloc, its starting location;
const double stoploc, its arrival location;
const double start_speed, its starting speed;
const double average_speed, its average speed.

From the initial state, depicted with two inner circles, the
automaton starts by initialising the position (called space)
and speed with the corresponding parameters values. The
location is committed: the initialisation is the first operation
performed by the simulation. Both speed and space are
hybrid clocks, used to represent physical continuous enti-
ties. State I_GO represents the train travelling. The invariant
requires that both speed and space are positive, and that
the value of the clock c must be less than the parame-
ter freqLU. Indeed, since this is a timed automaton, the
value of the clock c increases uniformly during the per-
manence in that state. When the condition c==freqLU
is satisfied, the train’s location is transmitted to the OBU,
with signal LU_send_location[id_T]! and buffer
z=space; moreover, clock c is reset. We note that OBU
and LU share the same identifier id_T, since they are part
of the same train. From the same state, the automaton also
receives messages from OBU about new MAs, via channel
OBU_rec_MA[id_T]?. The value of the buffer is stored in
the temporary variablema. In case a failure is triggered byone
of the OBU components, the signal OBU_fail[id_T]? is
received, bringing the automaton to a Failure state where
the train’s location and speed are set to zero.
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Physical Model Two ordinary differential equations are also
present, used to represent the continuous evolution of phys-
ical quantities. In the Failure state, there is no evolution
of location and speed, thus both derivatives are equal to zero.
In state I_GO, as usual, space is the derivative of speed and
speed is the derivative of acceleration. Concerning the rep-
resentation of acceleration, we abstract away from a detailed
physical model that transforms the actuators controlled by
the computer into a specific acceleration or deceleration of
the train. In [62], such a model is provided. Moreover, it is
reported that it needs 100 s for a train to stop from a speed
of 300 km/h, and that the braking distance is 5000 m. Fig-
ure 8 of [62] shows the curve of train braking speed and the
curve of braking displacement. It takes 94.2 s from normal
operation to stop, and the braking distance is 4647.16 m,
which is reported to meet the national standard. The analysis
in [60] confirms the headway of 1 min for trains travelling at
300 km/h with their given parameter setup, i.e., at a distance
below 5000 m from the end of authority, the trains start to
brake. Finally, [82] reports that a high speed train can accel-
erate from 0 to 300 km/h in 316 s.

Accordingly, we report the following declarations of the
LU template and the function for computing the acceleration
of the train, tuned with the above data (we omit declarations
of temporary variables).

This function computeAcceleration() computes
a train’s acceleration and deceleration based on the current
location, the current speed, the MA, and the arrival loca-
tion of the train. The acceleration_constant is used
to model the steepness of the speed curve: the lower the
value, the more abrupt the acceleration. The if conditions
in lines 11–12 are used for the case when the train is starting
or arriving, based on its speed. Instead, the if condition in
line 15 is used to decide whether to accelerate or to deceler-
ate, based on the headway and the braking distance. Usually
the headway is given in seconds [31] (e.g., 1 min headway
at 300 km/h corresponds to roughly 5 km), whereas the vari-
able in line 8 is the remaining space (in meters) to the end of
the MA. To decelerate, the function -1.32/log(speed)

Fig. 3 Acceleration scenario: trajectory of speed

is used to model the braking curve, while the acceleration is
modelled with the function:

((average_speed-speed)/acceleration_constant).

Note that while computeAcceleration() is determin-
istic, the acceleration and deceleration behaviour depends on
the headway of the train. Due to the presence of stochastic
delays in the communications of locations andMAs between
the RBC and the trains, each train may accelerate and decel-
erate at different times with respect to other trains and in
different simulations.

Validating the Physical Model Here, we report simulation
data validating the model to respect the above data retrieved
from the literature, with an average speed of 84mper second
(i.e., 302.4 km/h). These simulations validate the accelera-
tionmodel tomimic complex physical models retrieved from
the literature [62] for these specific target values of time,
speed, and space.

The first is an acceleration scenario with a single train and
the LU template instantiated as follows:

LU_MAIN1 = LU_MAIN_T(0,0.0,50000.0,0.0,84.0).

Figure 3 shows a simulation with the speed trajectory of the
train. It needs around 300 s to reach a speed of 84 m per
second.

Concerning braking, Figs. 4 and 5 show the space and
speed for the following braking scenario:

LU_MAIN1 = LU_MAIN_T(0,0.0,0.0,84.0,84.0).

In this scenario, the train has a starting speed of 84 m per
second and the starting location is equal to the arrival loca-
tion, i.e., the train starts to decelerate from the first seconds
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Fig. 4 Braking scenario: location trajectory (space)

Fig. 5 Braking scenario: speed trajectory

of the simulation. Figures 4 and 5 show the space and speed
trajectories: around 4600 m and 94 s are required for the
train to stop. Finally, even though these figures only show a
single simulation with a single speed profile, Figs. 11 and 12
display different simulationswith different speed profiles (cf.
Sect. 5).

We remark that the purpose of the analysis is to explore and
validate early requirements for the novel ERTMS/ETCS L3
moving block system, and in particular of an RBC generating
MAs according to the location of trains; hence,more concrete
representations of physics are out of the scope of this paper.

OBUSend LocationDepicted in Fig. 6, this template automa-
ton is the main component of the OBU. It has only one
parameter const int id_T, and it performs a variety
of operations. The first operation is the reception of the posi-
tion by the LU. Subsequently, with a certain periodicity and

in the presence of a fresh location received by LU, this com-
ponent sends the received position to the RBC. The same
component moreover receives the MA from the RBC (after
sending its position). Finally, it implements one of the safety
mechanisms present in the system specification. In particu-
lar, at each instant of time, the model checks that the train’s
position has not exceeded the MA received from the RBC; if
it has, it will enter a Failure state.

The automaton has four states. The nominal state
WatingLocFromLU is the initial state. State Failure
is entered when a failure is triggered by this automaton or by
another OBU component. The remaining states are commit-
ted, and are used to link different transitions as one atomic
operation with different ordered synchronisations.

State WatingLocFromLU has an invariant to guarantee
that the MA is always positive and the received location is
alwayswithin theMA.This guarantees that a failuremayonly
be triggered when receiving either a fresh ma or location.
The invariant condition is a disjunction contemplating the
initialisation of operations, by means of a flag boot. The
initialisation is finalised when the first MA is received.

In a potential order of execution, the first transition
performed is the one with signal LU_send_location
[id_T]?. It represents the reception of the position from
the LU; loc=z represents the assignment of the variable
loc that reads from the buffer variable z used to implement
value passing. A flag newloctosend initialised to false
is used to signal the presence of a new location to be trans-
mitted. The buffer is immediately reset to reduce the state
space and the flag is set to true. The intermediate committed
location is used as a choice. If the invariant is violated by
the new received value, a failure is triggered with the signal
OBU_fail[id_T]!. At any instant a failure may be trig-
gered by anotherOBUcomponent, so the committed location
has also an outgoing transition OBU_fail[id_T]?. In
case of failure, values are reset, and a variable whofailed
is used for logging who triggered the failure. In case the new
value that is received is valid, the main state is reached again.

The transition with guard c>=freqOBU && new
loctosend=true is activated when the guard is satis-
fied, i.e., when the clock reaches and exceeds the freqOBU
parameter and a fresh location is ready to be transmitted
to the RBC. Once enabled, the time to fire this transi-
tion is sampled from an exponential distribution with rate
rateOBU, used to model potential delays in communica-
tion between trains and the RBC. This transition implements
a periodic operation which is carried out with periodicity
freqOBU. The action is that of sending the position data
to the RBC. The sending operation is transmitted via the
signal OBU_send_location_to_RBC[id_T]!, while
the assignment of variables is z = loc, c=0.0,
lastlocsent=loc, newloctosend=false, i.e., the
value loc of the location is stored in the buffer variable,
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Fig. 6 OBU send location template

Fig. 7 RBC template (before formal analysis)

the clock c is reset, the variable lastlocsent is used to
log the last known location sent to the RBC, and the flag
newloctosend is set to false. Note that the flag not only
prevents the sending of a location that is not fresh, but it also
prevents the corner case in which freqOBU>freqLU and
the first location send to the RBC is undefined.

The transition with the synchronisation OBU_rec_
MA[id_T]?models the reception from the RBC of theMA,
which is stored in the variablema. Similar to the reception of a
location, the reception of a newMA leads to a choice,where it
is tested whether or not the new value is satisfying the invari-
ant and due operations take place. As stated above, the first
reception of a MA causes the assignment boot=false to
terminate the initialisation procedure. Note that the interac-
tions with the RBC are happening at the index of the channel
id_T, which corresponds to the train’s identifier.

RBC This template automaton, depicted in Fig. 7, is a model
of one RBC thread. It has two parameters: const int
id_RBC is the identifier (id) of the RBC and const int
id_Train that of its associated train. It has three states:
I_WaitingLoc, SendingMA, plus an initial committed
state. From I_WaitingLoc, the RBC is ready to receive a
location,with synchronisationOBU_send_location_to

_RBC[id_Train]? and the actionsloc[id_Train]=z,
c=freqRBC, ma=computeMA(), and z=0.0. The loca-
tion value in buffer z is stored in the shared array loc[], at
the position that is the train’s id. The buffer is instantaneously
reset to reduce the state-space. The clock c is initialised to
freqRBC, so that the first operation in the next state is that of
sending theMA. TheMA, stored in variable ma, is computed
with the function computeMA() described next.

This function basically checks the minimum location that
is greater than the location of the associated train (lines 2–
7). If such a location exists, then this becomes the MA,
which is exactly the location of the train ahead of the train
with id id_Train (line 8). Otherwise, if no train is ahead,
a fixed constant value maIfNoTrainAhead is used to
extend the MA, similar to [11]. In state SendingMA, the
RBC attempts to send the MA to the train for a number
of times equal to the constant MaxAttemptsToSendMa.
Each attempt is performed periodically, with periodicity
freqRBC. Since this interaction is with a remote train
computer, the delay is sampled exponentially with rate
rateRBC. The sending operation is done with synchroni-
sation OBU_rec_MA[id_Train]! and the value stored
in buffer x=ma. The clock is reset and the counter of attempts
is incremented. When the number of attempts is exceeded,
they are reset (attempts=0) and state I_WaitingLoc
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Fig. 8 OBU receive MA template

is reached. Similarly, if an ack is received from the train
concerning reception of theMA,with OBU_send_MA_ack
[id_RBC]?, state I_WaitingLoc is reached. The loca-
tion has invariant attempts <= MaxAttemptsTo
SendMA to guarantee that no more than the declared number
of attempts is performed.

OBU Receive MA The last template automaton, depicted
in Fig. 8, models the logic of the OBU. It has one
parameter: const int id_T. It consists of one state
I_WaitingMAfromRBC and a Failure state. It receives
an MA from the RBC and returns a corresponding acknowl-
edgementmessage, via the channelsOBU_rec_MA[id_T]
? and OBU_send_MA_ack[id_T]!, respectively. The
parameter rateOBU is used to model delays in com-
munication with the RBC. A Boolean flag sendack is
used to enable the sending of the ack once the MA
is received. This flag allows to model communication
delays in between receiving the MA and sending the ack.
This component implements an additional safety mecha-
nism of the system specification by means of an invarant
c<=OBU_out_timer. The clock c is reset each time an
MA is received. In case the clock reaches the threshold, a
failure is triggered. Indeed, the MA must be received within
a given amount of time.

5 Formal analysis

In this section, we discuss the analysis of themodel bymeans
of SMC. We only use probability estimation, and the param-
eters are set to 0.05 for both probability of false negatives
(α) and probability uncertainty (ε or u). The probabilistic
deviation is 0.01 (δ). We emphasise that SMC is particu-
larly useful for a quick, non-costly, and preliminary model
analysis. This is possible with due setup of the above statis-
tical parameters, to avoid a huge number of simulations. A

full and costly state-space exploration can be performed at a
later stage. We remark that different data configurations and
different instantiations of the templates can be performed.
Indeed, in this section we discuss various experiments con-
ducted with different parameter setups and different numbers
of trains.

We anticipate that the model in Fig. 7 contains issues that
were detected during the formal analysis phase. We opted to
report the direct experience of modelling and analysis with
Uppaal rather than reporting only the mitigated model, i.e.,
we report how some problematic issues were detected and
subsequently mitigated. For a matter of space and presenta-
tion, we do not report all issues that were found andmitigated
in detail. In particular, the use of the Boolean flags boot
and newloctosend was not originally planned during the
requirements elicitation and modelling phase. Their use was
introduced after model checking detected that failures could
happen due to undefined initial values of location (before it
is actually computed by LU) and MA (before it is actually
computed by RBC). The mitigated model is reported at the
end of this section. The default parameters of the model are
set to those described in Sect. 4 under global declarations. If
not stated otherwise, the average speed is 84 m/s.

Location Freshness We start with a scenario with only one
train and therefore one RBC thread. We start with the fol-
lowing requirement:

Pr[<=1000]

(<> OBU_MAIN_SendLocationToRBC1.lastlocsent!=loc[0]

&& OBU_MAIN_SendLocationToRBC1.lastlocsent!=zero) ≈ 0

where zero is a constant with value zero and 1000 is the
time bound. The right part of the conjunction is used to avoid
the dummy initial state in which no location has been sent
yet. The left part of the conjunction checks whether the last
location sent by the OBU is different from the last one stored
by the RBC. Basically, the probability that the location of the
RBC is not fresh is measured. The requirement asks whether
this measure is close to zero. In only 29 runs, the formula
is evaluated to lie in the interval [0.901855, 1] with confi-
dence 0.95.

Indeed, the RBC model in Fig. 7 violates such a require-
ment. This is because in state SendingMA the RBC is
ignoring new locations that could arrive from the train in
case of delays in sending the MA. To meet the requirement,
the RBC model is updated. The transition for receiving the
location from the train is duplicated in a new transitionwhose
source and target are both state SendingMA. Since there are
only two states, no location message from OBU will be lost.

Message Loss The previous analysis has showed that, due to
the usage of broadcast channels, potential loss of important
messages may be undetected. We use the so-called demonic
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completion for input-enabledness to overcome this issue.
This consists in adding a transition that leads to a sink state for
each non-expected input in each state of each automaton, as
opposed to angelic completion, according to which unspec-
ified inputs are discarded (modelled by adding self-loops)
[28]. We do not perform any completion of failure states, as
the analysis always terminates if a failure is triggered. What
happens after a failure is triggered is not significant in this
model. Similarly, we do not complete any initial committed
state: all these states will be exited before any interaction
occurs. By statically analysing the model, we note that both
LU and OBU Receive MA have only two inputs, namely
OBU_rec_MA[id_T]? and OBU_fail[id_T]?, which
are already enabled in their only significant state. Hence
no completion is necessary for them. On the converse,
RBC has an input OBU_send_MA_ack[id_RBC]? not
enabled in state I_WaitingLoc. This message could
potentially be lost. Similarly, OBU Send Location has two
committed states where two inputs are not enabled, namely
LU_send_location[id_T]? and OBU_rec_MA
[id_T]?. Thus, a total of four transitions are added to OBU
Send Location.

The next step is to check if there exists a path where one of
the sink states is reached.We actuallymeasure the probability
that this happens. We perform the analysis on the scenario
with three trains, assuming to find values close to zero. These
trains have their starting positions duly spaced, but the same
terminating position and speed. We start by analysing the
sink states of the OBU, with the following formula:

Pr[<=1000] (<> OBU_MAIN_SendLocationToRBC1.sink

|| OBU_MAIN_SendLocationToRBC2.sink

|| OBU_MAIN_SendLocationToRBC3.sink)

In 29 runs, as expected, the formula is evaluated to be in
the interval [0, 0.0981446] with confidence 0.95. Thus, the
probability of losing those messages is indeed close to zero.
Next, we analyse sink states of the RBC:

Pr[<=1000]

(<> RBC_MAIN1.sink || RBC_MAIN2.sink || RBC_MAIN3.sink)

Surprisingly, using 145 simulations, the formula is evalu-
ated to be in the interval [0.851567, 0.951396] with con-
fidence 0.95. The reason this was not expected is that
MaxAttemptsToSendMA=3 and the rates of message
delays are set to 0.5. We thus analysed the trace provided
byUppaal, using the message sequence chart automatically
generated by the tool. We noted that the trace is a sequence
of ≈ 800 transitions, not easily reproducible using manual
simulation driven by a human user. A relevant portion of this
chart is displayed in Fig. 9.

Fig. 9 The message sequence chart generated byUppaal revealing the
issue in the RBC

By analysing the terminal part of the trace, an incorrect
interaction of the RBC is detected: after only one attempt of
sending anMA in state SendingMA, the state WaitingMA
is reached before receiving any ack from the OBU. This
is only possible if the number of attempts has reached the
threshold MaxAttemptsToSendMA, which is equal to 3.
However, only one attempt was performed in the analysed
trace, and this should not be possible. This trace has detected
a bug that was present in the RBC: the counter of attempts
is only reset (i.e., attempts=0) when such threshold is
reached, and never when an ack is received from the OBU.
Basically, after a series of correct interactions between the
OBU and the RBC, the threshold is reached and all further
ack messages are ignored by the RBC.

We fixed this issue by adding the effect attempts=0
in the transition with synchronisation OBU_send_MA_ack
[id_RBC]?. The bug was introduced by the modeller
in an attempt to reduce the state space. Indeed, in the
model in [11] this counter was reset when entering state
SendingMA, rather than when leaving it. Resetting the
counterattemptswhen leaving stateSendingMAreduces
the state space. Indeed, with this solution in state
I_WaitingLoc, the value of attempts will always
be zero. However, only one transition is entering state
SendingMA, whereas two are leaving it. Thus, in [11] the
counter was reset in only one transition. With the new fix,

123



D. Basile et al.

the counter reset should occur in two transitions rather than
one.

After amending the model, the probability of the RBC
entering a sink state is close to zero. Note that with a dif-
ferent parameter setup, i.e., by reducing MaxAttemptsTo
SendMA and incrementing the message delays, it is possible
that the RBC receives the OBU ack in state
I_WaitingLoc. This is however not harmful and com-
pliant with the RBC specification. Indeed, the fact that the
RBC may ignore missing acks and change state is a require-
ment of the original semi-formal model in [11]. Finally, we
remark that the demonic completion has only been used for
this specific analysis and it is not present in the model.

Verifying Movement Authorities One of the novel contribu-
tions of our model is the RBC logic, whose computation of
MAs is based on the locations of other trains. Although the
computation with computeMA() may look simple, man-
ually reviewing the code of it is not enough to ascertain
correctness of this functionality. We will show that subtle
issues may arise only upon analysing the system as a whole,
i.e., not evident in case of an isolated MA computation. The
requirement that the RBC must satisfy is expressed using
first-order logic:

loc[id_Train]<=ma && forall (id:int[0,nTrain-1])

( loc[id]<=loc[id_Train] || (loc[id]>=ma

&& exists (id1:int[0,nTrain-1]) ma==loc[id1]) )

The formula is rendered as a state invariant of theRBCmodel.
This invariant is assigned to state SendingMA of the RBC
template. Indeed, this is the only state where the MA is com-
puted, while in state WaitingLoc the RBC is waiting for
a new location.

Recall that id_Train is the identifier of the train asso-
ciated to the RBC. The above formula states that whenever
an RBC is in state SendingMA, trivially, the MA must be
ahead of the train, and for all trains, either their location is
smaller than that of id_Train, i.e., they are behind, or one
such a train has a location greater than the computed MA. In

this last case, where at least one train is ahead of id_Train,
there must exist one train whose location is equal to the ma.
In other words, the formula states that either the assigned
train is ahead of all other trains, or if this is not the case, then
there is no other train whose location is between id_Train
and its MA, and the MA is equal to one such a train ahead.

After testing the model against the invariant using the
scenario with three trains, Uppaal finds that the invariant
is violated in some trace. However, after carefully review-
ing the function computeMA(), whose returned values are
stored in variable ma, no issues were found. Indeed, as pre-
viously anticipated, we found out that the violation was not
due to an error in computing the MA. Rather it is due to
the concurrent nature of the RBC, where different threads
share the same memory. The invariant is satisfied only when
state SendingMA is entered, but after some execution steps,
the other RBC threads receive new locations and modify the
shared array of locations loc. As a result, theMA computed
and stored in variable ma becomes outdated and the invariant
is violated. This is possible in case of delays in communicat-
ing the MA to the OBC. Note that an outdated MAmay lead
to issues such as emergency braking, which can be avoided if
the MA is guaranteed to be freshly computed before sending
it to the OBU.

To mitigate this issue, the RBC automaton is further mod-
ified such that no temporary variable ma is used, and each
occurrence of ma (including also occurrences in the invari-
ant) is substitutedwith a call to the function computeMA().
The mitigated model is reported to never violate the state
invariant in all subsequent analyses that were performed. The
stable version of theRBCmodel thatwas obtained is reported
in Fig. 10.

Probability of Exceeding Movement Authority We conclude
the formal analysis of the model by analysing the probability
of failure due to a train exceeding its MA. Note that in [11],
only one trainwas present on a railway line. Here, we analyse
several trains, and since theMAcan be computed as the tail of
the train ahead, this failure may result in a collision between

Fig. 10 The amended RBC template automaton
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Fig. 11 A scenario in which two trains crash

Fig. 12 A scenario with a slower leading train

two trains. The formula to be analysed is as follows:

Pr[<=1000] (<> whofailed==SENDLOC)

The requirement is as usual to evaluate the query with a value
close to zero. As before, we first try a scenario with degraded
values and two trains. To do so, the twoLUs are set as follows:

LU_MAIN1 = LU_MAIN_T(0,1000.0,80000.0,0.0,84.0);
LU_MAIN2 = LU_MAIN_T(1,2000.0,40000.0,0.0,84.0).

Basically, the first train starts at position 1000, followed by a
second train that starts at position 2000. However, the second
train stops at position 40000, whereas the first train should
proceed its trip to its stop position at 80,000 m along its
route. To observe the crash, we change the braking distance
parameter of the LU from 5000 to 4000. All other param-
eters have their default values. As expected, after 29 runs,
the query is evaluated to be in the interval [0.901855, 1]with
confidence 0.95.

Figure 11 reports a plot with 10 simulations running for
800 s, plotting the location of the two trains as seen by the
OBU. In all simulations, we observe that the train behind
has not enough space to brake and crashes against the train
ahead. This is visible because the train detecting the failure
resets its location. Of course, right after the crash, the data
of the simulations are no longer significant.

In the next scenario, we simulate three trains with the
default values for all parameters, including braking distance
set to 5000. The three LUs are set as follows:

LU_MAIN1 = LU_MAIN_T(0,1000.0,80000.0,0.0,84.0);
LU_MAIN2 = LU_MAIN_T(1,2000.0,70000.0,0.0,42.0);
LU_MAIN3 = LU_MAIN_T(2,0.0,80000.0,0.0,84.0).

In this particular scenario, the leading train is the one with
index 2, because its starting position is at 2000 m. The other
two trains are behind, with the train with index 1 in the
middle. Moreover, the train with index 2 ahead has half the
average speed of the trains behind and its arrival position is
at an earlier position than the other trains. The requirement
is satisfied, and the query is evaluated, in 29 runs, to be in
the interval [0, 0.0981446] with confidence 0.95. One simu-
lation is depicted in Fig. 12 to show the locations of the three
trains. The analysis confirms that the default parameters are
safe: the trains behind both succeed in lowering their speed
when approaching the braking distance and to stop in time to
avoid crashing against the train ahead, even if their mission
is not yet completed (i.e., reaching the arrival position).

We conclude this section with a summary of the analyses
that have been assessed and the takeaway messages of the
results that have been identified for each experiment. It is
reported in Table 1. We refer to the respective paragraphs
earlier in this section for the formulae associated with the
properties verified and their intuitive meaning.

6 Considerations

In this section, we draw some considerations based on our
experience inmodelling and analysing the specificationof the
next generation ERTMSL3moving block system reported in
this paper, as well as our experience gained in the Shift2Rail
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Table 1 Summary of the analyses carried out, the results obtained, and the lessons learned

Analysis Results Lessons learned

Location freshness The RBC shall always be ready to receive new
locations from the OBU

A communication mismatch due to modelling errors
between the OBU and the RBC has been identified in
an earlier model, by comparing the last location
received by the RBC with the last location sent by the
OBU

Message loss In the model, all unexpected messages received
from the RBC, LU, and OBU can safely be
discarded

An error introduced by refactoring the model has been
identified, by analysing all possible message
exchanges

Verifying MA At each attempt, the RBC shall compute the MA
the moment it is sent to the OBU

Formalising the requirements of multiple trains has led
to detect flaws in communication of the MA, due to
the interplay between delays in communications and
concurrent RBC threads

Exceeding MA Under the given assumptions, the model confirms
that trains can travel with a headway of 1 min

A model has been identified with a parameter setup that
has confirmed the values in the literature about
headway in high-speed trains

projects ASTRail and 4SECURail.4 We shed some light on
the interplay of semi-formal and formal notation, and provide
some feedback on future improvements of real-time formal
modelling tools such as Uppaal.

It is important to note that the aforementioned specifica-
tion is currently under investigation and official requirements
do not yet exist. Themodel presented in this paper is based on
two earlier Uppaal models, presented in [9,11]. Both mod-
els were in turn based on two semi-formal specifications. The
first was a Simulink/ StateFlowmodel, used for requirements
elicitation with railway stakeholders, discussed in [11]. The
second was a more simple Real-Time UML model directly
provided by railway stakeholders, discussed in [9].

The mapping from these two semi-formal models to
Uppaal models was done manually by the first author.
These semi-formal models were used as informal specifi-
cations, with no assumptions on their precise semantics.
Indeed, for an automatic translation, a standard and offi-
cial formal semantics should be available for both the source
and the target models. This is required to formally prove
their behavioural equivalence and thus the correctness of the
translation. However, semi-formal modelling languages are
not equipped with formal semantics. Any attempt in filling
this gap suffers either from semantic aspects intentionally
left open by the standards or from unintentional ambigui-
ties [20,25,29]. For instance, the literature contains several
attempts to provide a formal semantics for a fragment of
Simulink/Stateflow [3,17,23,68,74], together with mappings
to timed automata [46], with discording results.

In this paper, SMC was used as a means to analyse and
discover potential corner cases, which has led to an accurate,
more refined specification with respect to the earlier models.
Of course, the usage of a rigorous notation equipped with

4 https://www.4securail.eu/

well-defined formal semantics comes with further benefits.
Indeed, requirements expressed using either natural language
descriptions or semi-formal modelling languages may suf-
fer from ambiguities in the description of the system and
the semantics of the used semi-formal language. Our for-
mal specification is free of such ambiguities. The functional
requirements could be unambiguously described in a state
machine formalism, thus overcoming the ambiguities of nat-
ural language requirements. Of course, the converse is also
possible, and from the state machine it is possible to derive
structured natural language requirements. Moreover, since it
is an executable formal model, it allowed us to automatically
detect and mitigate corner cases that were overlooked in ear-
lier specifications. Thus, the bugs in the model are related
and traceable to missing or ambiguous requirements. If, by
contradiction, the interface between the train (i.e., the OBU)
and the RBC for exchanging locations and MA messages
were not part of the requirements (but instead referred to
as implementation details), then different implementations
from different vendors of the OBU and RBC sub-systems
could not be interoperable with each other, due to these
aspects left unspecified in the requirements.

Level of Abstraction It is important to underline that the
results presented in this paper are strongly based on the
assumptions present in themodel and on the adopted abstrac-
tion level. A matter of future research is the investigation of
guidelines to distinguish correct from too coarse abstractions
for a given formal analysis to be carried out.

For example, while concrete parameters (e.g., speed and
braking distance) cannot be abstracted away when evalu-
ating certain (quantitative) properties (e.g., probability of
exceeding the MA), these can be abstracted away for other
(qualitative) properties. As another example, the violation
of the state invariant of the RBC concerning the MA as
described in Sect. 5 is observed if delays in communica-

123

https://www.4securail.eu/


Exploring the ERTMS/ETCS full moving block specification

tions between the RBC and the OBU have been modelled,
but it is independent from the specific values of rateRBC,
freqRBC, and maxAttemptsToSendMA.

Validating the level of abstraction of a formal specifica-
tion to be the appropriate one for the analysis to be carried
out would provide further confidence in the results. The
degree of such abstracted away aspects could be considered a
measure of the level of abstraction of the specification. How-
ever, such measures can only be estimated by an a posteriori
analysis, i.e., when the implementation has been produced
and it becomes possible to measure how much details were
abstracted away.

Ideally, the target aspects of the analysis (i.e., the require-
ments) should not be abstracted away, whereas, to be as
general as possible, all other unnecessary details should be
abstracted from.Attempts to provide guidelines for designing
formal specifications are present in the literature [81]. They
are inspired by design patterns as used in software engineer-
ing, but the correct level of abstraction is not addressed. Agile
development of formal specifications with tight interactions
with software developers by means of user interaction, as
proposed in [70], could also be a solution to address the right
level of abstraction.

Note that we only target abstractions used in formal
specification models (i.e., abstracting away details not auto-
matically realisable). Formal specification models are not to
be confused with other Model-Based Systems Engineering
(MBSE) models, where the abstraction is on the underlying
execution support (e.g., models that are automatically com-
piled into implementations and which are used to graphically
depict the source code).

Since the ERTMS/ETCS L3 moving block requirements
are currently under investigation, validatingwhether the level
of abstraction is adequate is difficult. Our analysis has how-
ever been useful in identifying corner cases not previously
evident, formalising the identified requirements, and verify-
ing them in the model.

We provide a final consideration on a possible future
improvement of formal tools, in the direction of MBSE.
Even though formal tools account for state-of-the-art for-
mal verification not currently available inmainstreamMBSE
tools (e.g., temporal logic properties evaluated on simulation
statistics), we believe that the relation between the formal
specification and its implementation should be improved.
This would help in identifying what would be the aforemen-
tioned more appropriate level of abstraction.

Separation of Concerns Hybrid stochastic formalisms (as
used in Uppaal) allow to model both physics (e.g., using
ordinary differential equations) and discrete logic in one sin-
gle automaton. While this can be of help to the modeller,
there is no neat separation of concerns between the model
of the external physical environment and the model of the

software. If the modelled algorithm is using, e.g., predictive
physical models to perform choices (e.g., the braking force to
apply), distinguishing them from external physical models of
the environment becomes even more cumbersome. Ideally,
the software implementation should only be derived from the
software models.

We argue that this separation could be improved. For
example, the LU model in this paper describes a software
component that is reading location values from sensors, send-
ing them to the OBUwith a certain periodicity, and receiving
theMA.TheLUalsomodels the physics of the train, i.e., how
actuators affect position, speed, acceleration and decelera-
tion. Accurate modelling of physics and of software are two
very distinct problems. Ideally, software modellers should
not focus on accurate physical modelling. External support
should be made available to formal tools for such aspects.

Constraining a modeller to clearly separate the software
specification from the physics would generally result in a
clearer design and a clearer relation with the implementa-
tion. For example, MBSE tools using, e.g., SysML, allow
to express hierarchical blocks to divide the physical model
from the software model, and indicate their interfaces.

DeploymentAnother important and somewhat related aspect
in the design and verification of real-time distributed systems
is the deployment of logical units to physical units.While it is
reasonable to assume that communications occurring among
units executing on the same computer can be modelled with-
out stochastic delays (e.g., with a certain fixed periodicity),
wireless communications among remote computers should
account for possible stochastic delays in communication. A
desirable feature in formal tools for real-time systems, such
as Uppaal, would be the declaration of deployment of such
units. This would enforce a correct design, where entities
deployed in remote units can only communicate by means
of stochastic delayed channels. Moreover, this would help
the modeller to avoid potential errors in modelling real-time
systems due to, e.g., instantaneous communications among
remote objects. In MBSE, deployment models are used to
map logical units to physical units.

For instance, in our model we assume that the LU and
the OBU are two logical units residing in the same physi-
cal board, whereas the RBC is a separate, remote computer.
Accordingly, there are no stochastic delays between theOBU
and the LU, whereas all communications between a train and
the RBC are affected by stochastic delays. Since a new loca-
tion is read every 0.5 s, the requirement that the locationmust
be fresh and not older than one second is satisfied by con-
struction. In earlier models, delays were not modelled also
in communications among remote units. We argue that not
modelling delays led to a model that was too coarse for the
analysis to be performed.
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Finally, our model assumes that nomessages are lost; they
can only be delayed. As such, the model is relying on an
underlying transportation layer ensuring that allmessages are
correctly delivered. Such a transportation layer is abstracted
away in the model. Another useful feature to have would be
primitive support to enforce stochastic delayed lossy chan-
nels.

We conclude this section by framing the modelling and
analysis carried out in this paper inside the Railway Devel-
opment Process, specifically considering the tool Uppaal.

Uppaal in the Railway Development Process One of the
main challenges of introducing formal methods in railways
is understanding how to integrate tools and practices in the
existing process [42,43], and how to adapt the overall work-
flow to accommodate the innovation. The railway process is
standardised according to the CENELEC norms [19,32–34],
and when introducing a new technique, one should consider
at least the following main factors:

1. In which phase of the process is the technique applied?
2. What is the level of qualification that is expected from

the tools that support the specific technique?
3. How are the produced artefacts affected by the introduc-

tion of the technique?
4. Who is expected to apply the technique, who is expected

to use its results, and how?

In the case of our work, we did not perform a structured case
study within a company, but rather performed a set of exper-
iments to identify the potential benefits of using SMC and
Uppaal. In this setting, the above-mentioned issues cannot
be addressed in full, but we can at least provide some reflec-
tions based on our experience.

1. Phase The CENELEC norms indicate different devel-
opment phases, structured according to the well-known
V-process, namely Concept, Requirements, Architecture
and Design, Detailed Design, Coding, Testing, Integra-
tion, Validation, and Maintenance. Formal methods are
generically recommended, or highly recommended, in
most of the phases, without providing any specific guid-
ance on their usage.
Quoting [19], “the use of a model without a textual
requirement is tantamount to discovering our require-
ments without having expressed them”.
Considering our experience, we argue that Uppaal can
be exploited in theRequirements phase, for the identifica-
tion and consolidation of both qualitative and quantitative
requirements to be used. Section 5 reports candidate
functional requirements identified through our model.
Uppaal has been proved useful in formalising such
requirements in rigorous mathematical notation and in
constructing a formal model, and has been an aid for

exploring novel requirements of the envisioned system.
SMC has been useful to perform quick verifications to
provide early feedback to engineers for requirements dis-
covering, leaving a full state-space generation to a later
phase when the requirements and the models have been
fully established. Moreover, starting from input parame-
ters (e.g., communication delays), which are assumptions
to be validated in a separate process, the values resulting
from the simulations and the verification could indeed
be included in the non-functional system requirements.
This would lead to a radical decrease in terms of costs
for a company, since these parameters, although strongly
dependent on physical aspects, can be fine tuned on
a common laptop, thus reducing the need for time-
consuming field experiments. Following the analysis
with Uppaal, experiments with real trains or hardware-
based simulators can be dedicated to confirmation of the
results produced by the tool.

2. Tool Qualification Tool qualification, as common also
in the avionic sector [63], consists of producing tests
and documents that ensure that a certain tool was devel-
oped following the high-quality standards required by the
railway process for safety-critical systems [6,41]. The
highest standard is of course required for those tools
that manipulate code, such as, e.g., compilers (normally
referred as T3 tools) and that can therefore affect the
safety of the final product by introducing errors, while
the T2 category is for tools where a fault could lead to an
error in the results of the verification or validation, and the
T1 category is reserved for tools which have no impact
on the verification nor on the final executable file. Intu-
itively,Uppaal can be regarded as a T1 or T2 tool for the
Requirements phase. In this paper, we addressedUppaal
as an aid for exploring novel requirements. In this case,
requirementsmust pass through the same verification and
validation process used also without the aid of Uppaal.
As such, no specific certification is required for the tool.
However, if Uppaal is meant to be introduced in the
current industrial process as T2 tool, evidence shall be
provided by the vendors that the results produced by the
tool are actually reliable, and that the tool has followed
a documented process of development and maintenance.
To our knowledge, this is currently lacking for Uppaal,
and this could seriously hamper its adoption as T2 tool.
As reported in [19], the question of qualification of formal
methods tools is “absolutely crucial”. This is in contrast
with a recent survey on formal methods among high-
profile academic experts [51], reporting that academia
“should not spend time on polishing the things that mat-
ter for acceptance in industry, such as user interfaces,
have round-the-clock available help desks, liability, etc.”,
thus “leaving the development of professional tools to
industry” because “there is no business case for long
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term support of (academic) tools; industry needs stability
and performance, academics need to innovate”. Hence, it
seemsmore likely that this technology transfer will even-
tually be completed by industry rather than by academia,
of course exploiting decades of public research and col-
laborations with academia.

3. Artefacts Implications When using Uppaal in the
Requirements phase, specific artefacts are created that
need to be reported and documented as part of the pro-
cess. In particular, models and properties, together with
an accurate explanation of the results, should be provided
in a standardised format that can be reviewed by an asses-
sor and submitted in the form of a paper-like document,
to validate the process and certify the product. Producing
and maintaining these documents, whenever changes are
applied to the model, can be extremely time consuming.
Therefore, means are required to support the automatic
generation of documentation that can be easily inspected
and understood also by subjects who are not necessarily
experts in formal modelling and verification, like rail-
way system assessors. This is however a limited process
accommodation required if compared to the ones that
have been documented in previous work [41,42], where
the introduction of modelling and code generation led
to a complete refactoring of the development process.
Therefore, we argue that the process impact for Uppaal,
when used in the Requirements phase, can be considered
limited.

4. Involved Roles The models presented in this paper were
developed by a single subject, viz., the first author, who
had previous expertisewithUppaal. The use of graphical
diagrams makes the language of the tool rather under-
standable by a subject with a background in computer
science or engineering [44,45]. On the other hand, the
creation of such models, the definition of properties,
and the use of Uppaal in general may require more
advanced formal methods and logic skills. We recom-
mend, also considering the limited uptake of formal
languages by railway practitioners [10,44,45], to have a
formalmethods expert, or an external consultant, develop
the models, while railway system experts interact with
them to provide the required background, e.g., in terms of
standard parameter values, or existing physical models.
Of course, this has process implications in itself—roles
need to be specified, and input-output artefacts shall be
defined—that further increase the level of complexity of
introducing the tool in an established workflow.

7 Conclusion

We have presented an Uppaal model of the ERTMS L3
moving block specification currently under investigation in

several European projects within the H2020 Shift2Rail ini-
tiative. The model is a refined version of earlier models. The
formal analysis has helped to shed light on novel require-
ments, necessary to deal with corner cases such as start-up
operations, message loss, and concurrency issues. In fact, we
have formalised new requirements that a movement author-
ity computed by a radio block centre should satisfy. These
requirements have been expressed using rigorous,mathemat-
ical notations. The formalmodel hasmoreover been formally
verified to satisfy several requirements against various sce-
narios with multiple trains on a single railway line, with
a given confidence level computed by means of statistical
model checking. From the gained experience, we have dis-
tilled future research lines to improve the formal specification
and verification of real-time systems and discussed some bar-
riers concerning a possible uptake in the railway industry.

The moving block specification considered in this paper
could be extended in various directions: modelling the
explicit handover between radio block centres, considering
positioning errors, differentiating between freight trains and
passenger trains, to mention a few. It would also be of inter-
est to provide a prototypical implementation of the current
specification, and formally establish their relation.
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